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1 Introduction

Thismanua providesinstructions oninstalling and configuring the Unified
Building Platform.

Installation must be performed by aqualified technician and must adhere to the
standards and special notices set by thelocal regulatory bodies.
This chapter explains:

. Unified Building Platform Overview
. Components

. TX3InSuite Products

. Additional Documentation

1.1 Unified Building Platform Overview

The Unified Building Platform isaversatile and full-featured security and
communication solution for multi-resident condominiums and homes.

1.1.1 Benefits

Benefits of the Unified Building Platform include:

. Intelligent building systemsintegration for tech savvy tenants
. More secure, moreintelligent, more interactive communities
. Improved intra-facility communications and emergency response
. Better communi cation between tenants and property managers
1.2 Components
121 TX3 InSuite

The TX 3 InSuiteisatouch screen tabl et |ocated in the condominium unit.
Residentsuseit to communicate with visitors and other residents.

Version 1.1 Unified Building Solution Administration Guide 7
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1.2.2 Building Server

The building server computer runsthe virtual machine and the ONVIF camera
server. It islocated on the property.

Therecommended requirements are:

. Option 1: IONODES CIRRUS CR47 Compact
. CPU - Intel Corei7-4790T
. RAM - 8 GB DDR3
. GPU - Integrated
. OS - Windows Embedded 7
. Boot Drive (OS) - 128 GB SSD SATA3
. Option 2: IONODES CIRRUS CR40 UltraCompact
. CPU - Intel Corei3-6100U
. RAM -4 GB DDR4
. GPU - Integrated
. OS - Windows Embedded 7
. Boot Drive (OS) - 128 GB SSD SATA3

The building server should include the following programs:

. WINSCP5.7.5 (http://winscp.net)

. Advanced IP Scanner 2.4.2601 (http://www.advanced-ip-scanner.com/)
. SADP 2.21.100 (http://www.hikvision.ca/)

. Tftpd32 4.50 (http://tftpd32.jounin.net/tftpd32_download.html)

. Teamviewer 11.0.56083 (http://www.teamviewer.com)
. OracleVirtualBox (see section 1.2.3)
. ExacqVision (seesection 1.2.4)

1.2.3 Virtual Machine

Thevirtual machineis hosted on the building server. It enables communication
between the TX3 InSuites, the ONVIF cameras, and the TX 3 Touch or lobby
intercom unit. It includes:

. OracleVirtualBox 4.3.28, afree open-source virtualization system
(https.//www.virtualbox.org/)
. Linux Ubuntu 10.04 LTS (http://www.ubuntu.com/)

. Kamailio 4.0.6: An open-source SIP server
(http://www.kamailio.org/)

8 Unified Building Solution Administration Guide Version 1.1
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. Siremis4.1.0: An open-source Web interface for Kamailio
(http://siremis.asipto.com/)

124 ONVIF Camera Server
ONVIFisaspecification for communication with IP-based video devices.

The ONVIF cameraserver isinstalled on the building server, and isused for
communicating with security cameras.

Anexample of acameraserver isthe exacqVision video management system
(https://exacq.com/). It includes 3 software packages:

. exacgVision Client 6.6.2.72241

. exacqgVision Server 6.6.2.72387

. exacgVision Web service 3.10.4.72058

1.25 Router
Mircom recommends the following routers:

. Antairalndustrial VPN Router LNR-3001 with firmwareversion 1.1 (05/
12/16) - build 21995M and kernel version Linux 3.10.81

. LinksysDual Gigabit WAN VPN Router LRT224 with firmwareversion
1.0.2.06

. Ubiquiti EdgeRouter ERPoe-5 with firmwareversion 1.8.0
Therouter must support the following features:

. WAN port

. DHCP server

. IPand MAC binding
. Accessrules

. Ability to back up and restore configuration
1.2.6 Switches

Mircom recommends the following switches:

. Antaira7-port Industrial Unmanaged Ethernet Switch LNX-0702C-SFP

. Antaira26-port Industrial Managed Ethernet Switch LNP-2602GN with
firmwareversion 1.21 and kernel version 6.07

The managed switch must support the following features.

Version 1.1 Unified Building Solution Administration Guide 9
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1.2.7

1.2.8

1.2.9

1.2.10

1.2.11

10

. Port to MAC binding

. Power over Ethernet
. 802.1x/Radius
. Ability to power cycle each port

. Ability to back up and restore configuration

Client Computer (Optional)

Theclient computer isacomputer on the property that can be used to configure
any TX3 seriesproducts, and to run the ONV I F cameraclient software. Itisalso
used by Mircomto accessthe system remotely if necessary for technical support.

OpenGN

The OpenGN software provides monitoring, control and software management
solutionsfor the fire detection and asset protection market. It [ets you monitor
information from fire alarm control panels, card access systems, and TX3
InSuites, using acustomized graphical display.

For moreinformation, see LT-1113 OpenGN Administrator Guide on the
Mircom Website.

Lobby Intercom

Thelobby intercom, for example Mircom’s TX3 Touch, isabuilding access
control panel that can make avideo call between avisitor to the building and a
resident’ sTX 3 InSuite. Thevideoisone-way: theresident can seethevisitor, but
the visitor cannot see the resident. Thelobby intercom controls building access
and can unlock the door for the visitor if the resident wishes.

For moreinformation, see LT-995 TX 3 Touch Screen Configuration and
Administration Manual onthe Mircom Website.

Card Access

The TX3-CX Card Access System provides building ready monitoring, control
and integrated security solutions.

For moreinformation, seeL T-980 TX3-CX Card Access System Installation and
Operation Manual on the Mircom Website.

Fire Alarm Panels

For information on integrating fire alarm panelswith OpenGN, see L T-1113
OpenGN Administrator Guide on the Mircom Website.

Unified Building Solution Administration Guide Version 1.1
Copyright 2017 LT-6082
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1.3 TX3 InSuite Products

. TX3-INSUITE-10: 10 inch touch screen station

. TX3-INSUITE-BP: Mounting plate for TX3-INSUITE-10, mounts
onto single gang electrical box

1.4 Additional Documentation

For additional documentation, seethefollowing Mircom literature:

. LT-6079 TX3 InSuite User Guide

. LT-995 TX3 Touch Screen Configuration and Administration Manual

. LT-980 TX3-CX Card Access System I nstallation and Operation Manual
. LT-1113 OpenGN Administrator Guide

Version 1.1 Unified Building Solution Administration Guide 11
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2 Network Management

This chapter explains how to configure the network. Thisincludes:

. Terms

. Network Diagram

. Collect and Record Information in the Device List
. Configure the Router

. Configure the Switches
. Configure Remote Access

Terms

DHCP (Dynamic Host Configuration Protocol): DHCPisamethod of
automatically assigning | P addressesto deviceson anetwork. OnaLAN, the
router usually hasa DHCP server that assigns | P addressesto all devicesonthe
LAN.

LAN (Local AreaNetwork): A LAN isanetwork coveringasmall area, suchas
abuilding.

MAC address. Each device' snetwork interface hasaMAC (mediaaccess
control) address. Thisaddress uniquely identifiesthe device on the network.

NTP (Network TimeProtocal): A protocol for synchronizing clocks between
systems.

Router: A router isadevicethat connectstwo or more networkstogether. For
example, arouter connectsaL AN to the Internet.

SNTP (Simple Network TimeProtocol): A simpler implementation of NTP.

Subnet mask: A subnetisaway of dividing anetwork into groups. WhenthelP
addresses of the devices sharethefirst three octets, for instance 128.15.1.x, then
the devices are on the same subnet and the subnet mask is 255.255.255.0.

Someroutersrequirethe LAN informationin CIDR (classlessinter-domain
routing) format. A LAN withthelPaddressrangeof 128.15.1.x and subnet mask
255.255.255.0 iswrittenin CIDR format as 128.15.1.0/24.

Switch: A switchisadevicethat connects devicesto each other on anetwork.

WAN (WideAreaNetwork): A WAN isanetwork covering awide area, such
astheInternet.

Unified Building Solution Administration Guide Version 1.1
Copyright 2017 LT-6082



///////,_ Mircom Network Management

2.2 Network Diagram

Figure 1 showsan examplewiring layout for a4 story condominiumwithaTX3
InSuite in each unit. The number and size of the Power over Ethernet (PoE)
switches depends on the buil ding requirements.

InSuite in Gigabit

E apartment 1 port
= Po sitch l Floor 4
InSuite in H Reg. 120 VAC
apartment 2 .
Connect each PoE switch to:
- « a ESA or NEC regulated 120 VAC
InSuite in power supply.
apartment 3 « a battery backup or UPS.
Apartment 1 Gigabit
Apartment 2 port Floor 3
PoE switch l
Apartment 3
Reg. 120 VAC
Apartment 1 Gigabit
Apartment 2 port Floor 2
Apart ‘3 PoE switch l
partmen Reg. 120 VAC
Apartment 1 Gigabit
Apartment 2 P port Floor 1
Apartment 3 PoE switch l
P Reg. 120 VAC X3 Touch
Electrical
AT Room
Switch
Optional client Computer running ONVIF
computer camera server and virtual
machine LAN
------------- —=
T WAN Gigabit
Optional Internet connection Router
/
Figure 1. Example network diagram
Note: Connect each switch, router, and server to abattery backup or UPS.
Avoid running Ethernet cables near sources of electrical
interference or noise, as per NEC requirements.
Version 1.1 Unified Building Solution Administration Guide 13
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2.3 Collect and Record Information in the Device List

Note:

TheDeviceList on page 99 isessentia for configuring the system
correctly. Fill it out completely and keep it available for easy
reference.

1. Collect the M A C addressesfor each device on the network.

Client computer

Building server

Virtual machine (record thiswhen you configureit; see chapter 3)
Router

Switch

ONVIF camera

TX3 Touch or lobby intercom (record thiswhen you configureit;
see chapter 5)

TX3InSuite (each TX3 InSuitehasitsMAC address printed on the
back)

2. Record the MAC addressesin the Device List on page 99.

3. Decideontherangeof |Paddressesfor all thedevicesinthenetwork. This
range should have no gaps.

4. Assign an | P address to each device on the network and record this
information in the Device List on page 99.

Y ouwill configuretherouter with thisinformation later, so that the router
can assign areserved | P addressto each device.

5. Assign SIP usernames and SI P passwordsto each TX 3 InSuite and lobby
intercom on the network, and record them in the Device List on page 99.

For each TX3InSuite, assign a4 digit number asthe SIP username.
Usethebuilding number plusthe suitenumber. For example, aTX3
InSuitein suite 500 of building 1 hasthe SIP username 1500.

For al TX3 InSuites, use mircom123 asthe SIP password.

UseadescriptivenamelikeL obby asthe SI P username of thelobby
intercom, and use mircom123 asthe SIP password of the TX3
Touch.

Note: Do not use spacesin SIP usernames or SIP passwords.
. Only devicesthat initiate or receive calls need SIP usernames and
SIP passwords.
14 Unified Building Solution Administration Guide Version 1.1
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6. Fill out therest of thefieldsin the Device List on page 99, including the
building and suitethat each TX 3 InSuitewill beinstalledin, and theswitch
and port number that it will be connected to.

2.4 Configure Static IP Addresses
Thefollowing devices must have static | P addresses:
. Client computer
. Building server
. Virtual machine (see Chapter 3)
. Router (see section 2.5 on page 15)

. Switches (see section 2.6 on page 26)

All the other devices have dynamically assigned | P addresses, although their IP
addresses arereserved in therouter.

2.5 Configure the Router

Attention: Read thedocumentation that comeswith your router before
you start.

Theinstructionsthat follow show how to configurethe Antaira
Industrial VPN Router L NR-3001.

To configure the router you must:

. Configurethe Router’ sIP Information
. Logintothe Router Again

. Update Firmware

. ConfigureIPand MAC Binding

. Create Access Redtrictions

. Back up the Configuration

Follow theinstructions below to complete these steps.

2.5.1 Configure the Router’s IP Information

By default the router has astatic | P address. Consult the router’ s documentation
for moreinformation. Onthe Antairalndustrial VPN Router LNR-3001, the
default 1P addressis192.168.1.1.

Version 1.1 Unified Building Solution Administration Guide 15
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1 Connect the client computer to the ETH1 port of therouter with acategory
5cable.
2. Configure the client computer to obtain an | P address automatically.
3. On the client computer, open the Chrome Web browser, typethe P
address of the router, and then press Enter.
G nt,C" rG NTROL PANEL
Setup Services Security Access Restrictions NAT / QoS Administration
Router Management
Your router is currently not protected and uses an unsafe default username and d ¢ inatis pl hange it using the
following dialog!
Router Password
Router Usemame
Router Password
Reventer to confirm
Figure 2. Antairarouter - Login page
4, Enter anew username and password for the router, then click Change
Password.
5. Makeanote of therouter’ snew usernameand passwordinthe DeviceList
on page 99.
6. Onthemain page, click Setup in the upper left.
e QI G A
System Information
Router Services
Router Mame Antaira DHCP Server Enabled
Router Model Industrial Router WRT-radauth Disablad
LAN MAC 7C:CB:0D:08:55:97 USB Support Disabled
WAN MAC
WAN TP Disabled Memory
LAN TP 192,168.1.1 Total Availzble 60.3 MB / 64.0 MB
Free 46.2 MB / 60.3 MB
Used 14.1 MB [ 60.3 MB
Buffers 1.9MB/ 14.1 MB
Cached 53MB/ 141 MB
Active 4.0MB/ 14.1 MB
Inactive 4.6 MB / 14.1 MB
Figure 3. Antairarouter - System Information
7. If the page promptsfor ausername and password, enter the new username
and password, then click OK.
16 Unified Building Solution Administration Guide Version 1.1
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8.
9.

Network Management

Onthe WAN Setup page, select Assign WAN Port to Switch.

Inthe Connection Type menu, select Automatic Configuration - DHCP.

cgve|ge

Services Security A Restrictions

CONTROL PANEL

NAT [ Qos

Firmware: Antaira 1
: 00:04:25 up 4 min, load average:

Status

WAN Setup

WAN Connection Type

Connection Type I Disabled

Optional Settings
Router Name Antaira
Hostname
Domain Name
MTU Auto ¥ 1500

Bl Enable "® Disable

Network Setup

Router TP
Local IP Address 192)| 168}, 1))
Subnet Mask 255|) 255|| 255|)
Gateway
Local DNS

=
I Assign WAN Port to Switch I

Help more...

Automatic Configuration - DHCP:
This setting is most commenly used by
cable operators.

Hostname:
Enter the hostname preovided by your

15P.

Domain Name:

Enter the domain name provided by
your ISP,

Local IP Address:

This is the LAN-side TP address of the
router.

Subnet Mask:
This is the subnet mask of the router.

DHCP Server:

Allows the router to manage your IP
addresses.

Start IP Address:

The address you would like to start
with.

Maximum DHCP Users:
You may limit the number of addresses

wour rater hands oit. i means only

Figure 4. Antairarouter - WAN Setup

10. Providethefollowing information:

Router Name: Giveyour router aname
Hostname: Same asrouter name

Local P Address: ThelPaddressof therouter (seetheDevicelList
on page 99)

Subnet Mask: 255.255.255.0

Gateway: ThelP address of therouter (seethe Device List on
page 99)
DHCP Type: DHCP Server

Start |P Address: The P address of thefirst deviceonthe LAN
(seethe DeviceList on page 99)

Maximum DHCP User s: The number of devicesonthe LAN (the
DeviceList on page 99)

Static DNS: your Internet service provider’ sDNS servers

11. Click Saveat the bottom of the window.

Version 1.1
LT-6082
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12.  Click Apply Settings.

Note: Therouter’'sWAN port isnow ETHO.

WAN Setup

WAN Connection Type
Connection Type Automatic Configuration - DHCP ¥

Optional Settings

Router Name Antaira

Hostname

Domain Name

MTU At ¥ 1500
STP Enable '® Disable

Network Setup

Router IP
Local IP Address 182\ 168 1), 1
Subnet Mask 255\ 255|] 255) 0|
Gateway 0|\ 0|\ 0|\ 0
Local DNS 0}, 0}, 0}, 0|

Network Address Server Settings (DHCP)

DHCP Type DHCP Server ¥

DHCP Server * Enable Disable

Start IP Address 152.168.1, 100

Maximum DHCP Users 50|

Client Lease Time 1440| min

Static DNS 1 0}, 0}, 0}, 0|
Static DNS 2 0}, 0}, 0}, 0|
Static DNS 3 0}, 0}, 0}, 0|
WINS 0}, 0}, 0}, 0|
Use DNSMasg for DHCP '

Use DNSMasg for DNS v

DHCP-Authoritative Ld

Figure 5. Antairarouter - WAN Setup

Someroutersrequirethe LAN informationin CIDR (classlessinter-
domain routing) format. Thisformat lookslike 128.15.1.0/24, where the
first 3 octets are the octets of your IP addressrange, the fourth octet isO,
and 24 is equivalent to the subnet mask 255.255.255.0.

18 Unified Building Solution Administration Guide Version 1.1
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2.5.2

2.5.3

Version 1.1
LT-6082

Discover your Internet service provider’s DNS servers
1 Connect alaptop to the Internet service provider’ srouter.

2. Open Command Prompt and type:
ipconfig/all

There|P addresses are listed beside DNS servers. If thereisonly one P
address, then leave the Static DNS 2 field blank.

DHS Servers . i i i s 172.168.8.122

192.168.68.81

Figure 6. DNS Servers

Log in to the Router Again

After you configure the router’ sIPinformation, you must log into it again.

3. On the client computer, open the Chrome Web browser, typethe IP
address of therouter, and then press Enter.

4, If the page promptsfor ausername and password, enter the new username
and password, then click OK.

Update Firmware

If thefirmware version listed in the upper right corner of the control panel is
lower than version 1.3 (10/07/16), then you must update the firmware.

1 Click the Administration tab, then click the Firmwar e Upgradetab.

G ht.oi rG CONTROL PANEL

055 Restrictions MAT [ QoS Adminkstration Status

Management Keep Aive Commands WoL Factory Defaults Firmware Upgrade Backup

Firmware Upqrade Firmware Upgrade:
Al Raxting, reset to DocavE reset - Cick on the Srowse... button to select

thie frmmware e o be uploaded to the
Plarse st a file 1o upgrade Browse.. | Nofie seicted. roLter.
Cick the: tingract: button o begn the
Upgrade process. Upgrade must not
be interrupted.
WARNING

Upgrading lirmware may take a few minutes,
Do not turn off the power or press the reset button!

Figure 7. Antairarouter - Firmware Upgrade

2. Beside After flashing, reset to, select Don't reset.

Unified Building Solution Administration Guide 19
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3. Click Browse, then select the firmware file on the Client Compuiter.
4, Click Upgrade.

After thefirmwareis updated, the router restarts.

254 Configure IP and MAC Binding

IPand MAC binding isalso called static MAC/1P mapping or DHCP
reservations. Thisfeaturereservesan | Paddressfor each device, so that therouter
awaysassignsthe same | P addressto the device.

1 Click the Servicestab at the top of thewindow.

G ht OiI”OI CONTROL PANEL e

Setup Services Security Ac iC Administration Status

—

Basic Setup DDNS MACL Address Clone Advanced Routing

Figure 8. Antairarouter - Services tab

The Services page appears.

rmware: Antaira 1.1

L] Fi
aNntdira CONTROL PANEL e s i
Security | Acce ctions Administration | Status

Setup  Services

NAT / QoS

Services Management Help more...

DHCP Client

Set Vendorclass

Request IP
DHCP Server

Use IFFS2 for dlient lease DB Use NVRAM for client lease DB

Used Domain WAN v

LAN Domain

Additional DHCPd Options

o

Figure 9. Antairarouter - Services page

2. Click Add.
A new row appears under Static L eases.
3. Providethefollowing information (see the Device List on page 99):

. MAC Address: The MAC address of thefirst deviceon the
network
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. Hostname: The name of the device
. IP Address: Thedevice s|P address
. Client leasetime; 1440
|
|
 Add | Remove |

Figure 10. Antairarouter - Static Leases

4, Click Save at the bottom of the window.
5. Click Apply Settings.
6. Repeat steps2to 5 for each device.

255 Create Access Restrictions

Accessrestrictionsarealso called accessrulesor firewall rules. They prevent and
allow accessto the Internet for certain devices.

OntheAntairalndustrial VPN Router LNR-3001, you must createonepolicy for
every computer or range of computers that you want to allow Internet accessto.
Thefollowing stepsdescribe how to createrulesfor 2 computersthat havethe P
addresses 128.15.1.8 and 128.15.1.25.

Allow acomputer on the LAN to access the Internet

1. Click the Access Restrictionstab.

clgl¥e|ge

Setup Security

Figure 11. Antairarouter - Access Restrictions tab

The WAN Access page appears.
2. Providethefollowing information:

. Palicy: Select 1()

. Status: Enable

. Policy Name: Block Internet Access Group 1

. Inter net accessduring selected daysand hours: Deny
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ontdi A CONTROL PANEL e

Setup Services Security Access Restrictions NAT / QoS Administration Status

WAN Access

WAN Access

Access Policy

Policy 10 v
Status *! Enable Disable
Policy Name Elock Internet Access
=
® Deny Internet access during selected days and hours.

Filter

Figure 12. Antairarouter - Access Restrictions

Click Edit list of clients.

Onthepagethat appears, enter 2 rangesof |PaddressesintheEnter thel P
Range of theclientssection. Thefirst range startsat x.x.x.2 and ends
beforethefirst IP address or range of 1P addresses that you want to allow
Internet accessto. The second range starts after thefirst | P address, and
endsbeforethe second IP address or range of | Paddressesthat youwant to
allow Internet accessto.

If thereisonly one | P address or range of 1P addresses, then the second
range endswith x.x.x.254.

For example, if you want to allow accessto 2 computerswith the P
addresses 128.15.1.8 and 128.15.1.9, then thefirst rangeis 128.15.1.2 to
128.15.1.7, and the second range is 128.15.1.10 to 128.15.1.254.

For 2 computerswiththel Paddresses 128.15.1.8and 128.15.1.25, thefirst
rangeis128.15.1.2t0 128.15.1.7, and the second rangeis 128.15.1.9 to
128.15.1.24 asshown in Figure 13.
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® 192.168.1.1/FilterlPMAC.asp

List of clients |

Enter MAC Address of the clients in this format: sxocooxoooonoo X |

MAC 01

MAC 02

MAC 03

MAC 04

MAC 05

MAC 06

MAC 07

MAC 08

00:00:00:00:00:00)

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00|

00:00:00:00:00:00|

00:00:00:00:00:00

Enter the IP Address of the clients

P01

1P 02

IP 03

IF 04

1P OS5

1P 06

192,168.1,

192,168.1,

192,168.1,

192,168.1,

192.168.1.

ollellallallalla

192.168.1.

Enter the IP Range of the clients

IP Range 01

IP Range 02

[ )| [ 2k e[ as|[ o[
w2l [ asl[ i [ ele usal[ ws|[ [ 24

Sl L L=

Figure 13. Antairarouter - Client IP range

o N o O

Click Save at the bottom of the window.

Click Apply Settings.

Click Close.

Onthe WAN Access page, click Save at the bottom, then click Apply

Settings.

Allow a second computer on the LAN to access the Internet

1 Onthe WAN Access page, provide the following information:

. Palicy: Select 2()
. Status: Enable
. Policy Name: Block Internet Access Group 2
. Inter net accessduring selected daysand hours. Deny
Version 1.1 Unified Building Solution Administration Guide 23
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ontdi A CONTROL PANEL e

Setup Services Security Access Restrictions NAT / QoS Administration Status

WAN Access

WAN Access

Access Policy

Policy 20 ¥
Status *! Enable Disable
Policy Name Elock Internet Access
=
® Deny Internet access during selected days and hours.

Filter

Figure 14. Antairarouter - Access Restrictions

Click Edit list of clients.

Onthepagethat appears, enter 2 rangesof |PaddressesintheEnter thel P
Range of the clientssection. Thefirst range starts after the second | P
addressthat you want to allow Internet accessto and endsbefore the third
| P addressthat you want to allow Internet accessto. The second range
starts after the third I P address, and ends before the fourth | P address that
you want to allow Internet accessto. If thereareonly 2 | P addresses, then
thefirst range ends at x.x.x.254 and the second rangeisall zeros.

For example, for 2 computerswith the |P addresses 128.15.1.8 and
128.15.1.25, thefirst rangeis 128.15.1.26 t0 128.15.1.254. The second
rangeis0.0.0.0t0 0.0.0.0 asshown in Figure 15. Thefirst range excludes
128.15.1.25 and since there is no third computer, thereisno need for a
second range.
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® 192.168.1.1/FilterlPMAC.asp

List of clients

Enter MAC Address of the clients in this format: 30000 X0 X0 XX

MAC 01

MAC 02

MAC 03

MAC 04

MAC 05

MAC 08

MAC 07

MAC 08

00:00:00:00:00:00

00:00:00:00:00:00;

00:00:00:00:00:00;

00:00:00:00:00:00

00:00:00:00:00:00]

00:00:00:00:00:00

00:00:00:00:00:00;

00:00:00:00:00:00;

Enter the IP Address of the clients

1P 01 1921681 0
P02 1921881] 0
1P 03 1923681 0
1P 04 1921681 0
POs 1923681 0
1705 1921681 0
Enter the IP Range of the clients
1P Range 01 192l asl[ 1] ogl| 192)| 15 1
1P Range 02 ol[ o[ o[ o[ o 0 0 0

B3 e e

Figure 15. Antairarouter - Client IP range

Click Close.

N o o b

Settings.

Back up the Configuration

Click Save at the bottom of the window.

Click Apply Settings.

1. Click the Administration tab.

2. Click the Backup tab.

3. On the Backup page, click Backup.

A backup of the configuration is saved to your computer.

Onthe WAN Access page, click Save at the bottom, then click Apply
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aNcaira

Setup Services Security Acc H NAT / QoS Administration Status

Factory Defaults | Firmware Upgrade

Backup Configuration Help more...

Backup Settings Backup Settings:
Click the "Backup” button to download the configuration backup file to your computer., e o reset
the router back to its factory default
settings.
Restore Configuration

Click the Backup butten to back up

Restore Settings your current cenfiguration.
Please select a file to restore Choose File | No file chosen Restore Settings:
Click the Browse... button to browse
for a configuration file that is currently
saved on your PC.
WARNING
Click the Restore button to cverwrite
‘Only upload files backed up using this firmware and from the same model of router. all current configurations with the
Do not upload any files that were not created by this interface! ones in the configuration file.

oo

Figure 16. Antaira router - Backup and Restore

Configure the Switches

Attention: Read thedocumentation that comeswith your switchesbefore
you start.

Theinstructionsthat follow show how to configurethe Antaira
26-port Industrial Managed Ether net Switch L NP-2602GN.

To configure the switches you must:

. Changethe P Address

. Logintothe Switch

. Configure the Name and Description
. Update Firmware

. SettheTime

. Enable Logging

. Configurethe Fault LEDs

. Configure Security

. MAC and Port Binding

. Back up the Configuration

. Power Cycling

Follow theinstructions below to compl ete these steps.

Unified Building Solution Administration Guide Version 1.1
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2.6.1 Changethe IP Address

By default the switch hasastatic | P address. Consult the switch’ s document for
moreinformation.

1

Configureyour computer directly to theswitchand configureit sothatitis
on the same network asthe switch.

InaWeb browser ontheclient computer, typethe | Paddress of the switch,
and then press Enter.

Log into the switch with the username and password for the switch.
Consult the switch’ s documentation for the default username and
password. For the AntairaLNP-2602GN, the username and password are
root and root.

Intheleft sidebar, click | P Configuration.
Enter thefollowing information:

. DHCP Client: Disable

. IP Address: Theswitch’s 1P address (seethe Device List on
page 99)
. Subnet Mask: 255.255.255.0

. Gateway: ThelP address of therouter (seethe DeviceList on
page 99)

Click Apply.
Intheleft sidebar, click Save Configuration, then click Save.

IP Configuration

DHCP Client : | Disable *

IP Address |128.15.1.2
Subnet Mask 255.255.255.0
Gateway (128.15.1.1
DNS1 0.0.0.0
DNS2 0.0.0.0

Apply || Help

Figure 17. Antaira switch - IP Configuration
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2.6.2 Log in to the Switch

1 Connect the client computer to the LAN and configureit with itsassigned
I P address (seethe Device List on page 99).

2. In aWeb browser on the client computer, type the new IP address of the
switch, and then press Enter.

3. Log into the switch with the username and password for the switch.
Consult the switch’ s documentation for the default username and
password. For the AntairaL NP-2602GN, the username and password are
root and r oot.

2.6.3 Configure the Name and Description

1. Intheleft sidebar, click System, then click System I nformation.

2. Enter thefollowing information:

. System Name: A name for the switch
. System Description: Theadescription of the switch
. System L ocation: Thelocation of the switch

Thisinformation ishelpful for identifying the switch later, so beas
descriptive asyou can.

3. Click Apply.
4, Intheleft sidebar, click Save Configuration, then click Save.

System Information

System Name LMP-2602GN

System Description 24 10/100Tx PoE + 2 10/100/1000T/Mini-GBIC Combo Managed Industrial Sw
System Location Mircom Group of Companies - Engineering Lab

System Contact Mircom Group of Companies

Apply || Help

Firmware Version v1.20

Kernel Version  v6.06

MAC Address TCCBODOO1DAA
Serial Number 53780150400070!

Figure 18. Antaira switch - System Information

26.4 Update Firmware

If the firmware and kernel version on the System Information page (Figure 18)
arelower than firmwareversion 1.21 and kernel version 6.07, then you must
update the firmware.
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1 Ensure that the client computer has administrator rights asdescribed in
section 2.6.10 on page 36.

2. Onthebuilding server, open Tftdp32.

3. Inthe Tftdp32 window, click Browse and select the directory wherethe
firmwareislocated.

4, Click themenu beside Server I nterfacesand select the network interface
that is connected to the LAN.

5. Click Settings, then click the Global tab.

6. Unselect Syslog Server and DHCP Server.

7. Clickthe TFTP tab.

8. Click Browse and sel ect the same directory that you selected in step 3.

9. Select Allow " \" Asvirtual root.

10. Click OK.

11.  Quit Tftdp32 and start it again.

12.  InaWebbrowser, loginto the switch.

13.  Clickthe TFTP tab under the System menu.

14.  Click the Update Firmwar etab.

15. Typetheaddressof your laptopinthe TFTP Server field.

16. Typethenameof thefirmwareinthefield.

Note: Thefirmware name must exactly match the file name of the

firmware on the computer.

17.  Click Apply.

After thefirmwareisupdated, the switch restarts.
2.6.5 Set the Time

1. Intheleft sidebar, click SNTP.

2. Enter the following information:
. SNTP Client: Enable
. Daylight Savings Time: Enable
. UTC Timezone: Y our timezone
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. SNTP Server URL: ThelP address of the building server (seethe
DeviceList on page 99)

. Daylight Saving Period:
. Daylight Saving Offset: 60

3. Click Apply.
4. Intheleft sidebar, click Save Configuration, then click Save.

SNTP Configuration

SNTP Client : |Enable ¥

Daylight Saving Time : | Enable ¥

UTC Timezone (GMT-05:00)Eastern Time (US & Canada) T
SNTP Server URL 128.15.1.3
Switch Timer 9/14/2016, 2:36:37 PM
Daylight Saving Period 20160307 00:00 ||20161106 00:00
Daylight Saving Offset(mins) &0
Apply || Help

Figure 19. Antaira switch - SNTP Configuration

Enable Logging

Enable the system event log

1 Intheleft sidebar, click System Event L og.
2. Click the Syslog Configuration tab.

3. Enter thefollowing information:

. Syslog M ode: Both
. Syslog Server | P Address: 0.0.0.0

4, Click Apply.
5. Intheleft sidebar, click Save Configuration, then click Save.

Unified Building Solution Administration Guide Version 1.1
Copyright 2017 LT-6082



M, Mircom

Version 1.1
LT-6082

Network Management

System Event Log -

Syslog Configuration

Syslog Configuration ] SMTP Configuration ] Event Configuration
Syslog Mode Both M T
pply
Syslog Server IP Address|0.0.0.0 =]

44:Jan 1 00:37:41
43:Jan 1 00:11:56
42:Jan 1 00:11:54
41:Jan 1 00:00:50
40: Jan 1 00:00:48
39:Jan 1 00:00:24
38:Jan 1 00:00:22
37:Jan 1 00:00:21
36:Jan 1 00:00:21
35:Jan 1 00:00:21
34:Jan 1 00:00:20
33:Jan 1 00:00:20
32:Jan 1 00:00:20
31:Jan 1 00:00:19
30:Jan 1 00:00:19
29:Jan 1 00:00:18
28:Jan 1 00:00:18
27:Jan 1 00:00:18
26:Jan 1 00:00:17
25:Jan 1 00:00:17

: System Log Enable!
: Port.25: Link Up!

: Port.25: Link Down!
: Port.01: Link Up!

: Port.01: Link Down!
: Port.24: Link Up!

: Port.24: Link Down!
: Port.07: Link Up!

: Port.06: Link Up!

: Port.05: Link Up!

: Port.04: Link Up!

: Port.03: Link Up!

: Port.02: Link Up!

: Port.07: Link Down!
: Port.06: Link Down!
: Port.05: Link Down!
: Port.04: Link Down!
: Port.03: Link Down!
: Port.02: Link Down!
: Port.25: Link Up! i

Page.1 ¥

Reload || Clear | Help

Figure 20. Antaira switch - Syslog Configuration

Configure the switch to report amessage in thelog when adeviceis
connected or disconnected from the port

1 Click the Event Configuration tab.

2. For each port that hasadevice connected toiit, select Link Up & Link

Down in the Syslog column.

3. Click Apply.

4, Intheleft sidebar, click Save Configur ation, then click Save.
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System Event Log - Event Configuration

Syslog Configuration ]

Port
Port.01
Port.02
Port.03
Port.04
Port.05
Port.06
Port.07
Port.08
Port.09
Port.10
Port.11
Port.12
Port.12
Port.14
Port.15
Port.16
Port.17
Port.18
Port.19
Port.20
Port.21
Port.22
Port.23
Port.24

Figure 21

Event Type
Device cold start
Device warm start

SMTP Configuration

1

System Event Selection

Authentication failure

X-Ring topology change

Disable

Port Event Selection

Syslog

v

Link Up & Link Down ¥

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

. Antaira switch - System Event Log

Configure the Fault LEDs

1. Intheleft sidebar, click Fault Relay Alarm.

v

aa[af 4 4 @) @ a4 a|a|[a|/a| 4| a4 a4 a4 a4 «| «|«

Event Configuration

Syslog

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable

Disable

o

R
o
td

SMTP

SMTP

2. Select the checkboxesto enable the LEDsfor power failure.

3. Sel ect the checkboxesto enablethe LEDsfor each port.

When these options are enabled, the fault LED onthe switch for a
programmed port illuminates when adeviceisdisconnected from that

port.

4, Click Apply.

5. Intheleft sidebar, click Save Configuration, then click Save.
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Fault Relay Alarm

Power Failure

Power 1 Power 2

Port Link Down/Broken

Port.01 ¥ port.02
Port.03 [ Port.04
Port.05 [ Port.06
Port.07 [ Port.08
port.02 [ port.10
port.11 [ port.12
port.13 [ port.14
port.15 [ Port.16
port.17 [ port.18
port.19 [ Port.20
port.21 [ port.22
port.23 [ port.24
port.25 [ Port.26
Apply

Figure 22. Antaira switch - Fault Relay Alarm

2.6.8 Configure Security

Prevent unwanted computers from accessing the switch’'s Web
configuration

1. Intheleft sidebar, click | P Security.

2. Enter thefollowing information:

. I P Security Mode: Enable
. EnableHTTP Server: Enable
. Enable Tenet Server: Enable

. Security I P1: ThelPaddressof the building server (seethe Device
List on page 99)

. Security | P2: ThelPaddressof theclient computer (seethe Device
List on page 99)

. Security I P3: ThelP address of any technician’s computer that
needsto accessthe switch’sWeb configuration

3. Click Apply.
4, Intheleft sidebar, click Save Configur ation, then click Save.
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IP Security
IP Security Mode: Enable ¥

¥ Enable HTTP Server

¥ Enable Telnet Server

Security IP1 (198.162.1.18
Security IP2 0.0.0.0
Security IP3 0.0.0.0
Security IP4 0.0.0.0
Security IP5 0.0.0.0
Security IP6 0.0.0.0
Security IP7 0.0.0.0
Security IP8 0.0.0.0
Security IP9 0.0.0.0
Security IP10 0.0.0.0

Apply || Help

Figure 23. Antaira switch - IP Security

2.6.9 MAC and Port Binding

Bind each port to the MAC address of the device connected to it
1 Intheleft sidebar, click Security, then click MAC AddressTable.

2. Click the Static M ac Addr essestab.

3. For each port that has adevice connected to it, enter the following
information:

. MAC Address: TheMAC addressof thedevicethat isconnected to
thisport (seethe Device List on page 99)

. Port No.: The port that thisdeviceis connected to (seethe Device
List on page 99)

. VLANID: 1
4.  Click Add.
5. Repeat steps 3 to 4 for each port that has adevice connected toiit.
6. Intheleft sidebar, click Save Configuration, then click Save.
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MAC Address Table - Static MAC Addresses

Static MAC Addresses ‘l MAC Filtering ] All Mac Addresses ] Multicast Filtering

MAC Address Port VLAN ID
FCC23D07AS506 Port.01 1

MAC Address
Port No. Port.01 ¥
VLAN ID

Add || Delete || Help

Figure 24. Antaira switch - MAC Address Table

Enable 802.1x

The802.1x protocol worksin conjunction with MAC and port binding to allow
and deny connectionsto ports.

1. Intheleft sidebar, click 802.1x/Radius.

2. Beside 802.1x Protocol, select Enable.
802.1x/Radius - System Configuration

System Configuration ] Port Configuration ] Misc Configuration

802.1x
Protocol

Radius Server
P

Server Port 1812

Accounting
Port 1813

Shared Key |12345:573
NAS, Identifier |NAS_L2_SWITCH

Enable

0.0.0.0

Apply || Help

Figure 25. Antaira switch - 802.1x/Radius

3. Click the Port Configuration tab.

4, For each port except the uplink ports and the port connected to the router,
enter thefollowing information:

. Select the port, then select Authorize.
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7.

Click Apply.
Repeat steps4 to 5 for each port that has adevice connected toiit.
L eavethe uplink ports and the port connected to the router as Disabled.

If adeviceisconnectedtoaport that isconfigured as Authorize, theswitch
allowsaccessonly if thedevice’ SMAC addressmatchesthe MA C address
bound to the port.

802.1x/Radius - Port Configuration

System Configuration ] Port Configuration ] Misc Configuration |
Port State
Port.02
Port.03 Authorize ¥
Port.04
Port.05 -
Apply || Help

Port Authorization

Port State
Port.01 Authorize
Port.02 Autherize
Port.03 Authorize
Port.04 Autherize
Port.05 Authorize
Port.06 Authorize
Port.07 Autherize
Port.08 Authorize
Port.09 Autherize
Port.10 Authorize
Port.11 Authorize
Port.12 Autherize
Port.13 Authorize

Figure 26. Antaira switch - Port Configuration

Intheleft sidebar, click Save Configuration, then click Save.

Back up the Configuration

Thissection describes how to save abackup of the configurationin caseyou need
torestoreit later.

1. Ontheclient compuiter, click Control Panel > User Accounts.
2. Click Manage User Accountsto check whether or not your user account
has administration rights.
3. If you do not have administration rights:
a Highlight Administrator and click Reset Password.
b. Enter a new password.
¢. Log into the administrator account with the newly password.
4, On the building server, open Tftpd32.
Unified Building Solution Administration Guide Version 1.1
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5. In the Tftpd32 window, click Browse and sel ect the directory where you
want to save the backup.

s» Tftpd32 by Ph. Jounin = | ] |

Current Directary |C:\F'mgram Files [x86)\T ftpd32 j

Server interfaces 10,108,184 IntellR) 825 | Show Di

Titp Server ] Titp Client ] DHCP server ] Syslog server ] Liog viewer ]

peer file start time | progress

About | Seltings Help

Figure 27. Tftpd32

6. Click themenu beside Server | nter faces and sel ect the network interface
that isconnected tothe LAN.

7. Click Settings, then click the Global tab.

8. Unselect Syslog Server and DHCP Server.
’% Tftpd32: Settings == |

GLOBAL | TFTP | DHCP | SvSLOG

Start Services
¥ TFTP Server
¥ TFTP Client

™ Syslog Server
[~ DHCP Server

I” Enable IP+6

akK Diefault | Help | Cancel |

Figure 28. Tftpd32 - Global tab
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Click the TFTP tab.

Click Browse and select the same directory that you selected in step 5.

Select Allow " \" Asvirtual root.

& Titpd32: Settings

GLOBAL TFTP | bHCP | sveLoG

Ease Directory

TFTP Security TFTP configuration

Mone Timeout (zeconds) E]
(¢ Standard Iax Retransmit 3
" High Thtp port 53
" Read Only Iocal ports poal

Advanced TFTP Options

[¥ Option negaotiation

™ F=E Compatibility

¥ Show Progress bar

¥ Translate Urix file names

1010.6.184
T wewenr |0 Bytes
I Hide Window at startup
I Create "dirtst" files
[ Create mds5 files
I~ Beep for long transfer
Defak | Hep | concel |

o |

Figure 29. TFTPD32 - TFTP tab

Click OK.
Quit Tftdp32 and start it again.

14. InaWeb browser, logintotheswitch.

15.  Click the TFTP tab under the System menu.

16. Click theBackup Configuration tab.
TFTP - Backup Configuration

Update Firmware

1

Restore Configuration

TFTP Server IP Address|1258.15.1.26

Backup File Name

data.bin

] Backup Configuration

Figure 30. Antaira Switch - Backup Configuration

17. Typetheaddressof your laptopinthe TFTP Server | P Addressfield.

18. Click Apply.

Thefirmwareisdownloaded to the client computer. Itsnameisthe same
nameinthe Backup File Namefigld.
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2.6.11 Power Cycling

The switch should provide the ability to power cycle each port from the switch’s
Web configuration. If thereisaproblem with adevice, you can power cyclethe
port that the device is connected to.

1 Intheleft sidebar, click Power over Ethernet.
2. Unsel ect thecheckbox under Enable Statethenclick Apply toturn off the
corresponding port.
Power over Ethernet
Maximum Power Available 100 W Actual Power Consumption &1 W
System Power Limit 400 w Main Supply voltage 476 dv
Firmware Version 2.04
Port Knockolf Disabled
AC Dlsconnect o
Capacitive Detection ¢
Apply
Port [;::e Pﬂ::r':::lrﬂl“?:m Legocy| Prioeity Power LIS:{J;}}SDI‘P} Mode C:l::;n Vﬂ(l‘!:;u m}r Del;:m,ined
H + Lew * 22600 InvalidrD Q 0.0 o 0154w
2 ’ Low ¥ 22600 Detecting a 0.0 i
e o S I T
H + Low Detecting [} 0.0 o
T a v O T
L - Low '] 0.0 0
v @ v 3 T
11 + Lew Detecting Q 0.0 o
12 - Low ¥ Detacting a 0.0
e o ] i3 a7s |
v a - e s T eeee
18 g Low { 110 47.7 238
Figure 31. Antaira switch - Power over Ethernet
2.7 Configure Remote Access

This section describes how to configure aremote access program such as
TeamViewer so that the technician can control the siteremotely.

1 Download the remote access program on two computers: the building
server or the client computer if thereisone, and the remote computer.
2. Install and configure the remote access program on both computers.
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3. During theinstallation select Basic and Per sonal / Non-commer cial use.
a TeamViewer 11 Setup P E‘_@\
Welcome lo TeamViewer
Remote Suppart, unattended access, meetings and presentations a
How do you want to proceed?
(7 Installation to access this computer remotely (unattended)
() Run enly (one time use)
[
How do you want to use TeamViewer?
[ () Company | Commercial use
I © Personal /Non-commerdial use I
() Both of the above
|| [C]show advanced settings
:;ne,::maarm By continuing, you agres 1 the tarms of the fieznsa
Figure 32. TeamViewer - Installation
4, When TeamViewer starts, make anote of the 9 digit number inthe Y our
I D field. Y ou will use this number to connect to the computer remotely.
5. Configurethe program to start when Windows starts.
[ -] TeamViewer - | i
Connection Extras ITbrain  Help
«* Remote Control 4
Allow Remote Control Control Remote Computer
\ m Partner ID
I y— M
#) Remote control
Il Unattended Access Fle ranser
I[:
!
I Free license (non-commercial use only) - John Anderson
! e Ready to connect (secure connection) | Computers & Contacts ,
Figure 33. TeamViewer - Main window
6. Click Connection > Setup unattended access.
7. Create acomputer name and password for connecting with the building
server or client computer.
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A technician can use this computer name and password to connect to this
computer remotely. This password should not change.

Define personal password
| Set a name and a personal password for this computer.
-
3 Computer name PC

\ % Password ~ essess
|
N ' <
\ Confirm password seanen
Ll
I l < Back ]l Mext > ] [ Cancel ] I

Figure 34. TeamViewer - Define personal password

8. Click Extras> Options.
9. Click Security.
10. BesideWindowslogon, select Allowed for all users.

Bl tramiieaer optons E

Seneral Options for access to this computer

Compers 8. Contacts | R p— | Candgure..,
wa

Password stength |secure (5 characters)

FRules for conmections to this.

Figure 35. TeamViewer - Options
11. Click OK.

2.7.1 Connect to a Computer Remotely

To connect to acomputer remotely

1. Ontheremote computer, open the remote access program.
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2. Enter the 9 digit number inthe Partner 1D field.

3. Enter the password you created in step 7 above.

( E] TeamViewer

—
Connection  Extras ITbrain  Help

«* Remote Control

AL Meeting

Allow Remote Control

Partner ID

®) Remote control

File transfer

Connect to partner

Unattended Access

o
&

Free license (nen-commercial use only) - John Anderson

@ Ready to connect (secure connection)

Figure 36. TeamViewer - Main window

2.7.2

TeamViewer letsyou easily manage more than onejob site.

=]

Control Remote Computer

m Computers & Contacts

Create an Account to Manage Multiple Job Sites

1. In the main TeamViewer window, click Computers& Contacts.

2. Click Sign Up, and create a TeamViewer account.

‘|

Connection

TeamViewer

Extras [Tbrain Help #

«* Remote Control

A Meeting

Allow Remote Control

Partner ID

® Remote control

File transfer

Connect to partner

Unattended Access
@
[}

&

[®)
o

Free license (non-cemmercial use only) - Johg Anderco

@ Ready to connect (secure connection)

Figure 37. TeamViewer - Sign Up

=re

Control Remote Computer

Contacts

B} Computers & Contacts =

E-mail

janderson@mircomgroup.co

Password

Keep me signed in

Forgot password
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3. After you have created an account, click theicon shownin Figure 38 and
click Add remote computer.

( H Computers & Contacts [é]\

E‘ John Anderson v

Add remote computer
Add contact
Add new group

Create session code

Mearby contacts and devices

Figure 38. TeamViewer - Add remote computer

4, Inthe TeamViewer ID field, enter the 9 digit number and password

associated with the computer that you want to connect to.
( H Properties I.é]\

TeamViewer ID Password

|
Alias Group
My Computers -
Description
:: Advanced [ Ok ] ’ Cancel

Figure 39. TeamViewer - Properties

5. Typeadescriptive Aliasand Description for the computer.

6. Click OK.

7. Repeat these steps for each computer that you want to connect to.
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Thischapter explainshow to install the virtual machine.

. Install the Virtual Machine

. Start the Virtual Machine

. Set thelP Address

. Set the Virtual Machine Time

. Changeyour Virtual Machine Password

. Disable Call Control

. DeleteLogs

. Configurethe Virtual Machineto Start Automatically

. Configurethe Building Server to Start Automatically

. Changethe Default Website of the Virtual Machine (Optional)

3.1 Install the Virtual Machine

A virtual machineisasoftware environment that emulates computer hardware
and software.

Thevirtual machine can run on OracleVirtualBox, which isfree open-source
virtualization software. Thereare versionsfor Windows, Mac OS X, Linux, and
Solaris. The operating system in thevirtual machineisLinux Ubuntu 10.04LTS
(http://www.ubuntu.com/).

Toinstall the virtual machine you must:

. Verify the system requirements

. Install VirtualBox

. Import the virtual machineinto Virtual Box
. Start the virtual machine

Follow theinstructions below to complete these steps.

3.11 Install VirtualBox

1 Ensurethat the Ethernet network is configured and that the buil ding server
isconnected to the building network.
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2. Onthebuilding server, download the version of Oracle VM Virtual Box
for your operating system:

https://www.virtual box.org/wiki/Downl oads
3. RuntheVirtualBox installer.
4, Click Next onthe Welcome window.

5. Onthefirst Custom Setup window, click Next.

5] Oracle UM VirtualBox 4.3.10 Setup [

Custom Setup

Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

Orade YM VirtualBox 4,3, 10
(= ~ | virtualBox USE Support application.
=3 ~ | VirtualBox Metworking
%’ .v.!r al X Eridiee This feature requires 148MB on
- | VirtualBox Host-C your hard drive. Ithas 3 of 3

v 3 - | VirtualBiox Python 2. 5L subfeatures selected. The
subfeatures require B02KE on yo...

4 m 3
Location: C:\Program Files\Orade\VirtualBox', Browse
Version 4.3.10 | Disk Usage ‘ | < Back H Next> | | Cancel |

Figure 40. VirtualBox - Custom Setup

6. Onthe second Custom Setup window, click Next.

7. OntheNetwor k I nter faceswindow, click Next. TheVirtua Box installer
temporarily disconnectsyou from your network.

iy
1] Oracle VM VirtualBax 43,10 [0

Warning:
Network Interfaces

Instaling the Cracle VM VirtualBox 4.3.10 Metworking
feature will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 4.3.10  —— | r—

— 4

Figure 41. VirtualBox - Network Interfaces
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Attention: Whenyouinstall VirtualBox, you aretemporarily disconnected

from your network.

8. OntheReady to I nstall window, click Install.
TheVirtualBox Installer installs software for network and USB adapters.
9. When Windows asksyou if you want to install device software, click
Install.
After Windows hasinstalled the device software, awindow appears
saying that theinstallation is compl ete.
10. Click Finish.
3.1.2 Import the Virtual Machine into VirtualBox
1 OntheWecometo VirtualBox window, click File, then click Import
Appliance.
2. Clickthefoldericon @ select thevirtual machineimage, andthen click
Next.
3. Onthelmport Virtual Appliancewindow, select ReinitializetheMAC
addressof all network cards.
4, Scrall to the bottom of the window and ensure that the location of the
Virtual Disk Imageisadrivewith enough space.
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For example, if the C:\ drive has 500 GB, and the D:\ drive has2 TB, then
double-click the Virtual Disk Image and changeit to D:\.

@ Import Virtual Appliance

i—

L2 [

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the
imported VirtualBox machines. You can change many of the properties shown by double-
dlicking on the items and disable others using the check boxes below.

Description
& Sound Card
& Network Adapter
&> Hard Disk Controller (IDE)
&> Hard Disk Controller (IDE)

Configuration :l
[¥]1cH AcCa7

[7] Intel PRO/1000 MT Desktop (82540EM)
PIIX4 |
PId |—

rl L [(SATAY ALLCT
[ Virtual Disk Image C:\Users\VirtualBox VMs\TX3Server_Versi... |

[¥] Reinitialize the MAC address of all network cards

[ReshoreDefaultsH Import ][ Cancel

Figure 42. VirtualBox - Appliance Settings

5. Click Import.

The Virtua Box Manager importsthe virtual machine.

Configure the Network

1 Onthe VirtualBox Manager window, select the virtual machine that you
just imported.

2. Click Settings.

3. In the Settingswindow, select Networ k on the left.

4. Select Bridged Adapter inthe menu next to Attached to.
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Select the network adapter that the building server isusing in the menu

next to Name.

£23 TX3Server_Version2 - Settings

| Network

E General

System

Adapter 1 | Adapter 2 | Adapter3 | Adapters

Display

@ Storage

Mame i | Intel(R) 825780M Gigabit Network Connection -

Enable Networl
Attached tof] |Bridged Adapter =
Ip Audio

(> Advanced

@ Metwork
’@ Serial Ports
&P s

Ij Shared Folders

E User Interface

(

OK. J[ Cancel ][ Help

Figure 43. VirtualBox - Adapter

Click Advanced, and record the virtua machine sMAC addressinthe

DeviceList on page 99.

G} TX3Server_Version2 - Settings

E General

| Network

System

Adzpter 1 | Adapter2 | Adapter 3 | Adapters |

Display
[’9‘- Storage

Enable Network Adapter

Attached to: |Bridged Adapter

Nzme: [Intel(R) 82575DM Gigabit Network Connection ]
o Audio
¥ Advanced
@ Network Adzpter Type: |Intsl PRO/1000 MT Desktop (32540EM) 3

Promizcuous Mode: IAIIow Al

‘@ Serial Ports

L us

Ij Shared Folders

E User Interface

MAC Addressfl 08002724742C
Cable Connected

Port Forwarding

oK J [ Cancel ] [ Help

Figure 44. VirtualBox - MAC address

Select System ontheleft.
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8. Ensurethat the dlider beside Base Memory isnotinthered. If itis, the
virtual machine might not run.

£73 TX3Server_Version2 - Settings | )
@ General System
System Motherboard Processar I Acceleration
Display Base Memory: ", 5124 MB[2
4MB 8192 MB
@ Storage
Boot Order: Floppy
IP Audio @ Optical
Hard Disk
@ Network [ BF Netwark
@ Serial Ports Chipset:
& wo
Extended Features: [] Enable Ij0 APIC
|j Shared Folders 5
[] Enable EFI (special OSes only)
ﬁ User Interface Hardware Clock in UTC Time
OK ] [ Cancel ] [ Help

Figure 45. VirtualBox - Memory

9. Click OK.

3.2 Start the Virtual Machine

1. OntheVirtuaBox Manager window, click Start. |:§>

Thevirtual machine appears.

2. On thelogin window, double-click mircom, type mircom for the
password, and thenclick Log In.

To change your password, see section 3.5 on page 52.

3.3 Set the IP Address

By default, thevirtual machine hasadynamically assigned | P address. Y ou must
changethisto agtatic | P address.

1 Double-click the Terminal icon on the desktop.

2. Typethefollowing command, then press Enter.

ifconfig
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2 © @ mircom@mircom-desktop: ~

File Edit View Terminal Help

mircom@mircom-desktop:~$ ifconfig
|leth1l7 Link encap:Ethernet Hwaddr ©8:00:27:24:74:2c
inet addr 18.8.163 Bcast:10.18.11.255 sk:255.255.252.8
inet6 addr: feB@::a00:27ff:fe24:742¢/64 Sc ink
UP BROADCAST RUNNING MULTICAST MTU:15080 Metric:1
RX packets:865 errors:0 dropped:® overruns:© fram
TX packets:185 errors:® dropped:® overruns:@ carrier:
i euelen: 1000
RX bytes:186243 (1606.2 KB) TX bytes:15482 (15.4 KB)

Link encap:Local Loopback
E 27.0.0.1
::1/128 Scop £
RUNNING MTU:16436 Metric:1
RX packets:243 errors:@ dropped:® overruns:8 frame:
TX packets:243 errors:0 dropped:@ overruns:@ carrier:
collisions:® txqueuelen:®
RX bytes:34372 (34.3 KB) TX bytes:34372 (34.3 KB)

m@mircom-desktop:~$ [

Figure 46. ifconfig

3. Make anote of the number after eth.

4, Typethe following command, then press Enter.
sudo vi /etc/networ k/inter faces

5. Typeyour password.

Termina displaysthe network interface information for the virtual
machine.

2 ©® mircom@mircom-desktop: ~
File Edit View Terminal Help

Buto 1o
iface lo inet loopback

auto eth3

iface eth3 inet static
address 192.168.8.15
netmask 255.255.255.0
network 192.168.0.1
broadcast 192.168.08.255
gateway 192.168.0.1

"fetc/network/interfaces” 11L, 173C

Figure 47. Virtual machine network interface
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Usethearrow keysto move the cursor down to the addressline, and then
pressthei key to enter editing mode.

Typethe | P address of the virtual machine after addr ess. Seethe Device
List on page 99.

Move down to the next four lines and type the following pieces of
information:
. netmask: 255.255.255.0

. network: Thefirst 3 octets of your | P addressrange, with 0 asthe
fourth octet. For example, if your IPrangeis128.15.1.1to
128.15.1.100, then type 128.15.1.0 here.

. broadcast: Thefirst 3 octetsof your | P addressrange, with 255 as
thefourth octet. For example, if your IPrangeis128.15.1.1to
128.15.1.100, then type 128.15.1.255 here.

. gateway: ThelP address of therouter. Seethe DeviceList on
page 99.

Edit theeth number sothat it matchestheeth number that you noted in step
3.

For example, if ifconfig listed eth4, then changethetwo linesin the
Terminal that begin with auto and iface so that they are:

J auto eth4
. ifaceeth4 inet static

IntheTerminal, pressthe Esc key, thentype:wq and pressEnter to exit the
editing program.

Inthe Terminal, type the following command to restart the network
interface:

sudo/etc/init.d/networking restart

Set the Virtual Machine Time

1 In thevirtual machine, open Terminal and type:
sudo vi /etc/ntp.conf
and then press Enter.
2. Typethevirtual machine password and press Enter.
Terminal displaysthetimer server information for the virtual machine.
3. Pressthei key to enter editing mode.
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Changethe P address on thefirst lineto the | P address of the Building
Server (seethe DeviceList on page 99). For example, if the building
server’sIPaddressis 192.168.1.0, then changetheline so that it reads:

server 192.168.1.0

erver 192.168.1.0
erver 127.127.1.6}

udge 127.127.1.0 stratum 13

Figure 48. Virtual machine time server setting

Pressthe Esc key, then type :wq and press Enter to exit the editing
program.
Typethefollowing torestart thetimeinterface:

sudo servicentp restart

and press Enter.

3.5 Change your Virtual Machine Password

Thedefault password for themir com accountismircom. Y ou should changethe
password as soon as possible.

To change your password

1. Inthevirtual machine, click the System menu, click Preferences, and then
click About Me.

2. Click Change Password.

3. Typeyour current password, and then click Authenticate.

4. Typeyour new password in thefields, and then click Change passwor d.
Y our new password must be at least 6 characterslong.

5. Click Close.
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Disable Call Control

Disabling call control ensuresthat thereisno limit on callsbetween TX3
InSuites.

To disable call control
1. In the virtual machine, double-click the Ter minal icon on the desktop.
2. Typethefollowing command, then press Enter.

sudo servicecall-control stop

3. Typemircom for the password, and then press Enter.

Delete Logs

Back up logs

1 On the building server, start WINSCP and enter the following
information:

. File Protocol: SCP

. Host name: | P address of the virtua machine
. Username: r oot
. Password: mircom

2. Click Login.
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4.

In WINSCP, the | eft pane shows the contents of the building server, and
theright pane shows the contents of the virtual machine.

By Detault-WebHomeRsge - oot @I0I0E 174 - WisSCP [T
Local Mark Files Commands Session Options Bemote Help
B & g syrchenize B P [ @ (3 Queue = | Transter Settings Default - -
| S ot@I010817 | Hew Session
Mydocumerts  + (B (4 - B E QD E m - D Z Mimane %
i (& 1= =8 CF (g | = = [¥)
CA-ADecumentyiinguite manaah\ L T-60ET Unfied. /
Hame : Size Type Changed || Mame Site Changed Rights Cener
iy Parent divectory 11102016 | & OT/0306 IBLL AM ememer oo
et File folder s | L bin 14032003 10:37:29 &M rout
File folder s L beer 02042013 51319 PhA reet
s edrom HAT2NTADRS0 PM root
s dev UAL2006 42544 PM root
L etc 1171172016 4:25:58 PM root
. haeme 2512014 354048 A rant
s D8/ 2014 31306 P raot
loste leund T2 35548 P rest
e 1211005 22040 P rout
nt 20T 34550 A rout
ot 12/10/005 20971 PM rout
proe 1111/ 4:28:71 A root
. rest LU/1L/2006 42945 PM reot
s skin 121172015 E1001 PM root
! senus: 0571272009 4:55:28 Ph roct
ar 287012 210:2T M rant
" 1T840 M raot
g L0 43440 P rest
e 20T 111425 AN rout
e 25042004 350044 A rout
[ imitreineg LKE 014003 51370 P rout
[ iitreineg sl LHE 15032003 4:24:70 P root
HBofoBingof2 050t 126 Bin 0 of 4
| i) SCP 0062

Figure 49. WINSCP navigation menu

Intheright pane, click the navigation menu and select /<r oot>, then select
Ivar/log.

% ATMIZ - (BEd@1 92,168,047 - WinSCP
Lol Mok B Comnak Sescon Cpliors Rescte b
B & (3 srchonee B QP (H @ G = | Transder Settings Dol

(B odPi192.168.0.47 |50 Newr Sesakon

Hame Sen Tye Changed Bame - Sen  Changed Rights v
= 12FRIZN16 1 205050 P P huced

Figure 50. WINSCP - navigation menu

Transfer al thefilesbeginning with syslog fromthe /var/log directory.

Delete logs

1

2.

In the virtual machine, double-click the Terminal icon on the desktop.

Typethefollowing command, then press Enter.
sudorm -r -f /var/log/syslog

Type mircom for the password, and then press Enter.
Typethefollowing command, then press Enter.

sudorm -r -f /var/log/syslog.*
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Configure the Virtual Machine to Start

Automatically

Get the name of the Virtual Machine

1 Onthe VirtualBox Manager window, select the virtual machine.

2. Click Settings.

3. Make anote of the nameinthe Namefied.

@ TA3Server_Version2_2 - Settings

.@, General
m System
Display
Storage
1 Audio
@ Metwork
@ Serial Ports
& UsB

[ Shared Folders

General

Basic | Advanced Description

ﬂam&l Tx3Server_VMersion2

Type: [Linux

version: [Ubuntu (32 bit)

[z

][ Cancel ][ Help

Figure 51. Virtual Machine Name

Create a startup script

1 OntheBuilding Server, create atext document and copy and pastethe
following 2linesintoiit.

cd /D "c:\Program Files\Oracle\VirtualBox"

VBoxManage.exe startvm --type gui TX3Server Version2

Changethe path in thefirst lineto the path of the Virtual Box program.

Changethevirtual machine namein the second lineto the name of the

virtual machinethat you noted above.

2. Namethe text document T X3Server-VM-AutoStart.bat.
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3. Click the Start menu, right-click All Programs, then click Open.

Open

Properties

Open All U
> AP pen All Lsers |

Figure 52. Right-click All Programs

4, In thewindow that appears, double-click Programs, then double-click
Startup.

5. Copy TX3Server-VM-AutoStart.bat into the Startup folder.

3.9 Configure the Building Server to Start
Automatically

Y ou should configure Windows on the buil ding server so that it does not prompt
for apassword whenit starts.

To configure the building server to start automatically
1 Click the Start button, and type netplwiz.

2. PressEnter.
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3. In the netplwiz window, select the admin account.

User Accounts @
Users | Advanced

@ Use the list below to grant or deny users access to your camputer,
) andto change passwords and other settings.

[T1isers must enter a user name and password to wse this computer.

Users for this computer:

User Mame Group

Administrators

Add... Remaowe Propertties

Password for admin

9 Ta change your password, press Ctrl-&lt-Del and select Change
) Password,

Reset Passwvord. ..

o

Figure 53. netplwiz

4, Unselect Usersmust enter auser nameand password to usethis
computer.

5. Click Apply, and enter the password for the Building Server.
6. Click OK.

Changethe Default Website of the Virtual Machine
(Optional)

Theseinstructions describe how to replace the default Website with aWebsite
that you have received from Mircom.

Y ou need:
. The Default-WebHomePage directory from Mircom.
1 Copy the Default-WebHomePage directory to the building server.

2. Onthebuilding server, navigateto the Default-WebHomePage/var/
www/smartcondo directory.

3. Open al thedirectoriesand deleteall .DS_Storefiles.
4, Openthelab directory and copy index.html.

5. Navigate back to the smartcondo directory and pastetheindex.html file
here.
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6. Start WINSCP and enter the following information:
. File Protocol: SCP
. Host name: | P address of the virtual machine
. Username: r oot
. Password: mircom
7. Click Login.
In WINSCP, theleft pane shows the contents of the building server, and
the right pane shows the contents of the virtual machine.
B Detauh-WetiHomePage - roct Q10108174 - WerGCP = | ]
R 0 et [ 2 00 18| 5 8 e - | Tt s b o
| [ root@I0108174 [ F Mew Session
My documents M - .. .\ :.‘-g c-. 1 <roat> e '.‘g‘ ‘arma:m %
Figure 54. WINSCP navigation menu
8. In theright pane, click the navigation menu and select / <r oot>.
9. Intheleft pane, navigate to the Default-WebHomePage directory.
10. Copy boththeetcand var directoriesfrom the building server to ther oot
directory of thevirtual machine.
11. SelectYestoAll.
12. Inthevirtual machine, open Terminal andtype:
sudo serviceapache2 restart
and then pressEnter.
13. Typeyour password.
14.  Ontheclient machine, open aWeb browser, enter the | P address of the
virtual machine, and verify that the new Website appears.
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4 ONVIF Camera Management

This chapter explainshow to configure the cameras. Thisincludes:

Install the ONVIF Camera Server Software
Disablethe SSL Custom Log
Connect to the Server

Import the License

Add Camerasto the Server

Enable Recording

Configure Storage

Createan Administrator User
Create aRestricted User (optional)
Back up your Settings

Back up Video

Delete Video

Attention: Read the documentation that comeswith your cameras and

camer a software beforeyou start. Theinstructionsthat follow
are not specific to any brand of camera software, soit is
important to be familiar with the details of how to configure
your camer as.

4.1 Install the ONVIF Camera Server Software
1 Install the ONVIF cameraserver and Web service on the building server.
2. Install the ONVIF client software on the optional client computer, or on
thebuilding server.
4.2 Disable the SSL Custom Log

If you areinstalling exacqVision on Windows, follow these instructionsto
disablethe SSL custom log.

1

On the building server, open the Control Panel.
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2. Click Administrative T ools, then double-click Services.

3. Select exacqVision Server and then click Stop.

4, Select exacqVision Web Serviceand then click Stop.

5. Select evApache and then click Stop.

6. In Windows Explorer, open thisfolder:
C:\Program Files(x86)\egxacqVision\webser vice\A paché\conf

7. Openthefile httpd.conf with Notepad.

8. Comment out any linesthat start with theword Custom by inserting # at
the start of theline.

9. Savethefile.

10. InWindows Explorer, open thisfolder:
C:\Program Files(x86)\eqxacqVision\webser vice\Apache\conf\extra

11.  Openthefilehttpd-sd.conf with Notepad.

12.  Comment out any linesthat start with theword Custom by inserting # at
the start of theline.

13. Savethefile.

14. InWindowsExplorer, openthisfolder:
C:\Program Files(x86)\egxacqVision\webser vice\Apache\conf\extra

15.  Openthefilehttpd-sni.conf with Notepad.

16. Comment out any linesthat start with theword Custom by inserting # at
the start of theline.

17. Savethefile.

18. Restart the computer.
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4.3 Connect to the Server

1. Start the ONVIF client.

2. Select Add Systemson the left.

\/ exscqVision Client oo ] .
@ E.g ua_] @ exacq\ision
Configuration Add Syst
1 A System Lt Systems Infoematon
Ensbied  Addess  SytemMame  Usename  Status Hostmame Addreas: | 10.16.0.8
W L " L -
— Do e Bort: 10609
Use Sngle Sion-On
Ay prompt for credentusie
& Use cedentials eniered below:
Unername: | admn
Pz wawseees
Connection Speed
pep DR LN ==
Lozasen: Expert = =
| Import on Startup
Find Systems
Sherwe exivbng systeem
Sedect A Podkessrange: 0 . W .8 1 g 388 Fna Q o
Add  Address System hame odel Serial
Q00 k85 June-1T-16 33423 PM

Figure 55. exacqVision Client - Add Systems
3. Under System Infor mation, typethe | P addressof the ONVIF server (the
same asthe building server). Seethe Device List on page 99.

4, Select Use credentialsenter ed below, and type the username and
password for the server. By default the usernameisadmin and the
password isadmin256.

5. Under Connection Speed, select LAN.
6. Click Apply.

7. The server appearsin theleft pane.
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4.4 Import the License

1 Intheleft pane, click System below the server that you added.

[Vemr—— — ]
SR B8 @ ==cisen
e
Configuration =
_. Sy System
5 Acd Systems
B Cliere -
5v3%en | Date/Teme: | Network | Uindoe
Sysem Identcasen Licerse
Syt Hame:  €X8CHS0N Server - - - - -
g agoress: 0-s0-55c00008 | copy |
chns: Guskaton
K3 Audio Ingasts/Outpd Suxinge Subsroson Expres: Mone
Il Srenge [t | [ Bt Ucaneed [P Camarns: | [P Cavarn (1 0sad)
) serial Ports - . . ; . F
B Saisl Profies Impart |
o Event Linking
4] Sehaduts
B vsen
Iermatenal Character Suppart
Eraied
Sratin Inhormaion
Sarinl tser 00-50-56-CO0-08
e e Saftnn
et el e pCTAR
s el 3 A9 04ZL0IS
Troerces TnkelfR) CorelTM) 73770 CPU 8 3. 40GH:
Total Memery 6eE
Coevalig System  Meresiolt Wik T Profiessiorsal 64168 Service Pock 16.1.7601
Service ruring shee 10/05/2015 9: 2444 24
OD0RESs  Juned7-16 38630 M

Figure 56. exacqVision Client - System

2. Click Import, then browseto your exacqVision license.

3. Afteryouimport thelicense, click Export and savethelicensein asecure
location.
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Add Cameras to the Server

1 Intheleft pane, double-click Add I P Cameras.

\/ exmcqVision Cheet [T
DA 5 [ @ oo
Add IP Cameras

 Comeraiint 1P Carmera Information

Enabled Address Type Model MAL Device Type:
7

01095 MWisiten Fusmetish  WSICFROWTY  00-50F5FR.FieC4
MostrameTP Address:

MR Budie Inputs Outp Pegrozed:
I renage
) Sesial Posts Ll =
B gl Proliles
& Foent Linking

*| Schedule
B sen

Fred [P Comeras | acehess IF Carmeras.

] Sebect Ml Cameras. Q &

AM Beporied Name T Tree - Model [ Fromere

LK T oh
¥| TP Camera - IL50-D4102ET 0105111 Fei L 00-04-TD-00-B8-43

|+ v
I I e dfor B2 o0 LT0G/00 8 LET00PM. I A it I
v

000 KRS June: 17-16 25138 FM

Figure 57. exacqVision Client - Add IP Camera

2. Click Rescan Network.

3. Inthelist of camerasthat appears, select the camerathat you want to add
and click Add Selected.

4.  TypetheUsernameand Passwor d for the camerain the upper right pane.
Consult the camera s documentation for more information.

5. Type80for thePort, if itisempty.
6. Click Apply.

7. Select the camerathat you just added from thelist on the left, and typea
namefor the camerain the Namefield.

Note: For an IP camerain the TX3 Touch, the Name of thiscamerain
exacqVision must match the SIP Display Name of the TX3 Touch
(seechapter 5).

8. Repeat steps 3to 7 for each camerain your network.
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4.6 Enable Recording

1 Select acamerain the Configuration menu.

2. Click the Scheduletab.

PR ——

E_g M @ em

cg\fision
s

Input 1 Settings

Thesten Exsorsials IES010CWIT

I Address: 1010853

MAL Adbess:  (0-S0FREEEACD
o Sarver Frmuare: 2.400,0007,0.7, b 20 1507-15.
Resskiten: e

Emorge Rate- ks

vy lmage Saw: 20617 Bies

Resordeg Mode:  Mation Recordng

3 Syitems
N Add P Cameras
ng

I stoage

I Sl Pets

B Sevial Profies

& Ivent Linking
Semedule

I 8 e

Eventecordng:

surclay

Wadnasdny

Saturday

Time Span: Riecord Setang: Event Recordings:

Aoy To...

49333 kRS Meoveriber-07-1€ 189400 F

Figure 58. exacqVision Client - Schedule

By default, the scheduleiswhite, which meansthat the camerais not
recording.
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To set the camerato record on motion

1 Click the box shown in Figure 59 to select the whol e schedul e.

Legend Setting
Event Recording: [I Motion Free Run
Alarm None
AM ] PM ]
L L 2 3 4 5 6 7 8 9 10 11 12 i 2 3 4 5 6 7 8 9 10 il

Monday

Tuesday

Wednesday
Thursday
Friday
Saturday

Information
Time Span: Record Setting: Event Recordings:

Figure 59. exacqVision Client - Select all

2. Click Motion.

3. Note the Recording Mode as shown in Figure 60 to make surethat it is
correct.

Input 1 Settings

Tlustra Essentials [ES02D 10CWIY

2016-11-07 18:42:48
SOLBRIIE 018 0245 IP Address: 10.10.8.53

MAC Address: 00-50-F9-EB-E4-C0

Firmware: 2,420.0007.0.R, build: 2015-07-15
Resolution: 1080
Image Rate: 25 fos

I Recording Mode:  Motion Recording I

Figure 60. exacqVision Client - Recording Mode

4, Adjust thescheduleto allow the cameratorecord all thetime (FreeRun) or
when it detects motion, asdesired.

5. Repeat these stepsfor every camera.

4.7 Configure Resolution and Image Rate

1 Select acamerain the Configuration menu.
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2. Click the Recor ding tab.

=] CJl|| E:ﬂ a @ exacq\ision
Input 1 Settings

B4 Systemns

&3 add Systems _
B Crent Thustra Essentisls 1EG020 10CWT
B views [P Address: 10.10.8.53
B Tous MAC Addes  O0-S0PSEDE4CO
& exacqlisian Server Frmware: 2.420.0007.0.8, U 20150715

8 Simiem Rasshison: 1089

& add 9 € y .
ImageRate:  25fos

Avg Image Sice; 20617 Bytes
1| Recordeg Mode:  Motion Recording
@ storsge
£} Serial Pests
8 Serial Profites
4° Event Linking
Schedule

& Usere

Enable: o

Qualky: &

Format: H.264 b

Resolution: 1280xF 20 -

Image Rate: 15 -
Appiy Defoults

Figure 61. exacqVision Client - Recording

Select 1280x720 in the Resol ution menu.
Select 15 in the Image Rate menu.

Click Apply.

oo ua > w

Repeat these stepsfor every camera.
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4.8 Configure Storage

1 Intheleft pane, select Storage.

2. Changethestorageto 85% . If possible, useasecond hard drivefor ONVIF
camerastorage, not the computer’ s primary hard drive.

Storage
Drive
Content Age
Oldest Content: -
Drive Configuration
Name: Capacity: Enabled: Video Space: Used Space: Status:
c:\ 0GB [C]Enabled 0% 0% Disabled
oo\ 1363GB  [V]Enabled U _ 939, Healthy
fal 46568 [Z]Enabled | U : -_ 76% Healthy
Expiration Configuration

Figure 62. exacqVision Client - Storage

3. Click Apply.

4.9 Create an Administrator User

The administrator user has permission to view all the camerafeeds. By defaullt,
the TX3 InSuites are configured asthis user and can view al the camerafeeds
(section 7.5.2 on page 89).

1 Intheleft pane, select Users.

2. Click New, and type mir com asthe Username and mir com asthe

Password.
Note: The TX3 InSuitesusethisusername and password to connect to the
camera
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3. IntheUser Group menu, select Full Admin.

Users

Details

Username:  mircom
Password: eessss
Password Confirm:  eeeses

Choose ltem User Group:

Figure 63. exacqVision User Settings

4, Click Apply.

4.10 Create a Restricted User (optional)

If you want to restrict some TX 3 InSuites so that they can view the feedsfrom
only some cameras, follow the instructions below.

1 Intheleft pane, select Users.

2. Click New, and type aUsername and Password.

Note: The Username and Password can be anything other than mir com.

3. IntheUser Group menu, select Full Admin.

Users

Details

Username:  mircom
Password: eessss
Password Confirm:  eeeses

Choose ltem User Group:

Figure 64. exacqVision User Settings
4, Click Apply.
5. Click Edit, then changethe User Group menuto Restricted.
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6. Select the camerasthat you want thisuser to view.

Cuzstom Liser Permissions

=2 MGC_MUPSandBox
o =l Video Inpasts
/% Lobby
=i wplobby3@128.15.1.5
Vi Lohby?
i sipclobby3 21281515
B Audio Inputs

Figure 65. Select cameras

7. Click Apply.

8. For each TX3 InSuite that you want to restrict, follow theinstructionsin
section 7.5 on page 89 to log into the TX 3 InSuite and open the
smart_home_insuite.ini file.

9. Onthe[Exacq] lines, changethe password and usernameto theval uesthat
you assigned in step 2 above.

10. Pressthe Esckey, thentype:wq and press Enter to exit the editing
program.

11. Typethefollowing command to restart the TX3 InSuite:

sudoinit 6

4.11 Back up your Settings

1 Intheleft pane, select System.
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ONVIF Camera Management

2. Click Export and save your settingsto a safe place.

System
System | Date/Time | Network | Undate |
System Identification License
System Name:  exacqVision Server - _ _ _ -
e MAC Address: 84-28-28-AB-D8-03
Status: Evaluation
Settings Subscription Expires:  None
Licensed IP Cameras: 1 1P Camera (0 used)
International Character Support
Enabled
System Information
Serial Number 84-28-28-AB-DB-03
Model Number Software
Motherboard Dell Inc. 0G3HRT
BIOS Dell Inc. ADS 07/08/2010
Processor Intel(R) Core{TM) i7 CPU 670 @ 2.93GHz
Total Memory 12GB
Operating System Microsoft Windows 7 Professional 64-bit Service Pack 1 6.1.7601
Service running since  26/09/2016 12:02:07 PM

Figure 66. exacqVision Client - System

Back up Video

Follow these stepsto find and back up specific videos.

1 Click the Search button. @l

2. Select the camerathat has the video that you want to back up.

3. Select the date range and time in the Sear ch Range section at the bottom

of the window.

4, Click Search.

5. Click Quick Export and save the video in asecurelocation.

Delete Video

Y ou can del ete video by date or time. When you delete video, you deleteit for al
cameras; thereisno way to delete video from some cameras and not others.

Note: Before you delete video, make sure that you have backed up any
video that you want to save (see section 4.12 on page 70).
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1 In Windows Explorer, go to the drive where video is stored (see section
4.8 on page 67).

2. Navigate to the day or hour that you want to delete.
Videoisstoredin directoriesin theformat year\month\day\hour.

For example, todeleteall videofor 3:00 pmonNovember 8 2016, navigate
to thedirectory:

C:\2016\11\08\15
3. Deletethefilesin thedirectory.
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5 SIP Server Management

Thischapter explains how to configure the SIP server.

51 Terms

Registered: All devicesthat use SIP must beregistered withthe same SIP server.

SIP(Session I nitiation Protocol): A protocol for controlling messagingonan|P
network.

SIP username (SIP I D): Every device communicating on the | P network hasa
unigue SIP username (also called SIPID).

SIP passwor d: Most SIP usernames must have apassword.

5.2 Overview

The SIP server runson the virtual machine. All SIP enabled devicesare each
configured with aunique SIP username and SIP password, aswell asthe |P
address of the SIP server. After all the devices are registered with the server, the
devices can communicate with each other.

Thischapter explainshow to:

. Configurethe SIP Server with SIPusernamesand passwordsfor each TX3
InSuite and lobby intercom
. Configurethe User Preferences (Optional)

. Configure Kamailioto Call Multiple TX3 InSuites (Optional)

Follow theinstructions below to compl ete these steps.
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Configure the SIP Server

1 From thevirtual machine, open Firefox and type the IP address of the
virtual machinefollowed by siremisand then press Enter.

For example, if the virtual machine' s1P addressis192.168.0.10, then
type:

192.168.0.10/siremis

Username admin

Password CTTTT]

Cookies | Donitsavesession V|

Figure 67. SIP server - login page

2. Type the username and password and then click L ogin. Consult the SIP
server’ sdocumentation for moreinformation.

Thedefault username and password are both admin.
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3. Click SIP Admin Menu.

[H Main Syssem » Adminisration BT <AGTINEFyOUTCOmpany coms [T

Application Menu System Adminisiration
A, Users
Groups

Group Management

(3]

y

=i Roles ~  Users
o

e Croups System User Management
[ mocules

& Meru

i Cronjob

¥ cache

0 Hep L]
B Thems

M Transiation

Management hodle

Modules E Menu fj Cronjob

Madules Maattagement Syt Mori Managemient

& EventiLog

Help telp Center (< 5 Cache
L Cache Management

Theme Management

E Theme

Figure 68. SIP Server - SIP Admin Menu

4, Click Subscriber List.

& MyAd
Administration SiH
[@ Main System » SIP Admin Menu adm
SIP Admin SIP Admin Modules
E! Subscriber Services
4 server Services £F Subscriber Services I Server Services

L'_'d ACL Services

i Domain List
[Cd Routing Services : :

[ Accounting Services

- Speed Dial List
[ Presence Services User Preferences

[ Misc services URIDB List
Command Services C
[ chart Services

MTree List

Help Help Center =

Q Go

Figure 69. SIP Server - SIP Admin Modules page

5. Click Add. & add

6. For each SIP-enabled device (for instance TX 3 InSuite and |obby
intercom), create a S|P username and S|P password. Seethe DeviceList
on page 99.
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7. Enter mir com123 asthe SIP password for the TX3 Insuitesand TX3
Touch.

Aliases DB Location

20108120 v

Save Cancel

Figure 70. SIP Server - New Subscriber page

8. Saveyour changes.

9. Repeat steps 5 to 8 for each SIP-enabled device on the network.

Configure the User Preferences (Optional)

This section describes how to create names for each SIP account. When you
createanamefor aSIPaccount, thenameand SIP D appearsin the contact list of
every TX3 InSuite. For thisreason, follow theinstructionsin thissection only if
you want the contact list to appear on the TX3 InSuites.

Note: Thecontact list ispublic; it appearson every TX3 InSuite.
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1. Click User Preferenceson theleft sidebar of the Siremissite.

SIP Admin

5 Subscriber Services

Subscriber List
Aliases DB List
Speed Dial List
URI DB List
Location List
Location Aftrs List
Messages List
User Black List
Global Black List

Figure 71. SIP Server - User Preferences link

2. Click Add. & add

New Usr Preferences

Uuid

Username sl
Domain |10.10.8.20 ¥

Atfribute | A

Type [ Ting

value

Last Modified 1900-01-01 00:00:01 @

Save Cancel

Figure 72. SIP Server - New User

3. Click the button beside User name, Q select one of the usersthat you
created, and then click Select.

4, Inthe Attributefield, typefirst_name.

5. Inthe Vauefidd, typethefirst name of theresident.
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6. Click Save.

7. Repeat steps 3to 6, but typelast_nameinthe Attributefield, and the
resident’slast nameintheValuefield.

8. Repeat steps 3 to 6, but typedisplay_namein the Attributefield, and the
resident’ sfull nameintheValuefield. Thisdisplay_namewill appear on
the TX3 InSuites' contact list.

9. Restart all the TX3 InSuites. See section 7.5.4 on page 91.

5.5 Configure Kamailio to Call Multiple TX3 InSuites
(Optional)

This section describes how to create a Sl P username that represents agroup of
TX3 InSuites. When alobby intercom callsthis SIP username, al the TX3
InSuitesin the group will ring. The maximum number of TX3 InSuitesin one
groupisi12.

1

Makealist of the SIP usernames of the TX3 InSuitesthat youwantto bein
the group.

Follow theinstructionsin section 5.3 on page 73 to createaSIPusername.
This SIP username represents agroup of TX3 InSuites.

On thevirtual machine, open Terminal and type:
cd /etc/lkamailio

and then press Enter.

Type:

sudovi kamailio.cfg

and then press Enter.

Typemircom for the password, and then press Enter.
Terminal displaysthe Kamailio configurationfile.
Type:

/request_route

and then press Enter.

The cursor should be on thelinethat beginsrequest_route.
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7. Pressi to enter insert mode.
modparam("debugger", “"cfgtrace", 1)
request route {

route (REQINIT)

Figure 73. request_route

8. Typeor copy and pastethefollowing codeabovethelinerequest_route{.
Instead of 1100, use the SIP usernamethat you created in step 2.
Instead of 1101@128.15.1.4, 1102@128.15.1.4, and so on, use the SIP
usernames of the InSuitesin the group. For the IP address, usethe IP
address of the virtual machine.

Note: The maximum number of TX3 InSuitesin onegroup is12.
route {
if ($rU == 1100) {*Note: The value 1100 can be
changed to any number. This number is used by the
Intercom Entry System to call all InSuite Units
seturi ("sip:1101@128.15.1.4") ; *Note: sip:SIP
username of the first InSuite@IP address of the
virtual machine
append branch("sip:1102@128.15.1.4"); *Note: SIP
username of the second InSuite@IP address of the
virtual machine
append branch("sip:1103@128.15.1.4") ;
append branch("sip:1104@128.15.1.4");
append branch("sip:1105@128.15.1.4") ;
append branch("sip:1106@128.15.1.4") ;
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t relay();

break;

}

9. Pressthe Esc key, then type :wq and press Enter to exit the editing
program.

10. Type:
sudo servicekamailiorestart
and then press Enter.

11. Restart al the TX3 InSuites. See section 7.5.4 on page 91.

When you call the SIP username that you created in step 2, Kamailiowill call al
the TX3 InSuitesin the group.
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6 TX3 Touch Configuration

This chapter describes how to:

Discover the MAC address of the TX3 Touch
Configurethe TX3 Touch SIP Settings

Set up Residents onthe TX3 Touch

Back up the Configuration onthe TX3 Touch

Note:

SeeL T-995" TX3 Touch Screen Configuration and Administration
Manual” onthe Mircom Websitefor detailson TX3 Touch
Configuration.

Discover the MAC address of the TX3 Touch

1 From the main TX3 Touch display, enter 9999.
The administrator access code window appears.
Please enter the password
Figure 74. TX3 Touch - Admin Access
2. Enter the password to log in to the system and press OK (by default there
isno password).
The main configuration window appears.
3. Select File- Exit to Windowsfrom the Menu Bar.
4. Click Yes.
5. Double-click the Desktop iconin the upper left corner of the window.
FE Desktop
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Figure 75. Desktop icon

6. Double-click the Control Panel icon.
E Contral Panel

Figure 76. Control Panel

7. In the Control Panel window, click Category and select L argel cons.
View by:  Largeicons ™
Category
@  Llargeicons
Small icons

Figure 77. Large Icons
8. Double-click Network and Sharing Centre.
0. Click Local Area Connection.
10. IntheLoca AreaConnection Statuswindow, click Details.

The number beside Physical Addressisthe MAC address.
11. Recordthe TX3 Touch’sMAC addressinthe DeviceList on page 99.
12. Double-click the Desktop iconin the upper |eft corner of the window.

FL Desktop

Figure 78. Desktop icon

13. Double-click the Restart icon.
6.2 Configure the TX3 Touch SIP Settings

1 Ontheclient computer or the computer that managesthe TX 3 Touch, open

the TX3 Configurator.
2. Click Connect to connect to the TX3 Touch.
3. Select the TX3 Touch inthejob tree.
4, Click VOIP inthe Panel Configuration window.
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The VOIPwindow appears.

Callz Fhone lines Keppad Yalp Passcodes Advanced

SIP

Audio Control
SIP zerver Auto half duples
SIP username [ Push to talk buttar
Passward
Dizplay name

[ Applies only to spstems with video cam option inztalled.
System restart iz required for changes to take effect. |

Figure 79. TX3 Touch - VOIP Setup

5. Click

SIP server. ThelP address of the virtual machine (seethe Device
List on page 99)

SI P user name. The SIP username of the TX3 Touch (seethe
DeviceList on page 99)

Password. The SIP password for the TX3 Touch (seethe Device
List on page 99)

Display name. Thisname must match the Name of the TX3 Touch
camerain exacqVision (if thereisone). It appearson the TX3
InSuite when the TX3 Touch callsaresident

Auto half duplex. Usethis selection to turn on automatic half
duplex. When one speaker istalking, the other speaker’ svoicewill
not be transmitted

Push totalk button. Usethis selection to enableaPush to Talk
button onthe TX3 Touch during SIP calls. Thevisitor must push
and hold the Push to Talk buttonin order to talk to the resident

Both Auto half duplex and Push to talk button help to reduce
echo. Y ou can enable either one or the other, but not both. If echo
persistswhen Auto half duplex isenabled, then enable Push to
talk button instead.

Send from the Tool Bar.

6. Restart the TX3 Touch.
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6.3 Set up Residents on the TX3 Touch

1

Follow theinstructionsin LT-995 “TX3 Touch Screen Configuration and

Administration Manual” for adding residents.

2. For each resident, click the VOI P tab, and type the SIP usernamefor the
resident’sTX3 InSuitein the SI P user namefield. Seethe DeviceList on
page 99.
i Resident Details &11
MName NewName003
Apt# 0
Dial code 3 [ Hide this resident in directory
| Phone lines Ertry VOIP | Elevator I Profile
SIP usemame
Figure 80. TX3 Touch - Resident VOIP Setup
3. Click OK.
4. Repeat steps 2 to 3 for each resident.
5. Click Send fromthe Tool Bar.
6. Restart the TX3 Touch.
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6.4 Back up the Configuration on the TX3 Touch
1 Select File> Backup fromthe Menu Bar.
( Backup Jobs &J\
@ Backup all jobs [ Include event logs

) Backup cument job only

Folder to store backup files

C:\Program Files {<86)\Mircom Technologies'TX3 Corfigurs

[Mo Backup ] [ Backup MNow ] [ Close ]

Figure 81. Figure 78. TX3 Touch - Backup Jobs

2. 2. Enter the following parameters about the Job:

Backup all jobs. Select thisoption to backup al Jobsin the databaseto the
backup folder. Backup files have the extension .t3.

Backup current Job only. Select this option to backup the current Job
only to the backup folder.

Includeevent logs. Select thisoptionif the event logsareto be backed up
aswell.

Folder to storebackup files. Select afolder to store the backup files.
3. Click Backup Now.
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7 TX3 InSuite Installation

This chapter explains how to install and configurethe TX3 InSuite. This
includes:

. TheTX3InSuite

. Install the Ferrite Bead

. Mount the TX3 InSuite

. Unmount the TX3 InSuite
. Configurethe TX3 InSuite

The TX3 InSuite

Included parts

. TX3InSuite
. TX3 InSuite mounting bracket (sold separately)

Dimensions
10 13/64" (259 mm)
41/2" (114 mm)
(W%@) gﬁtﬁjﬁ%ﬂﬂﬁ}l&m\
® ®
751/64” 251/64”
(198 mm) (71 mm)
Figure 82. Dimensions of the TX3 InSuite
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7.1.3 Connections

Power over Ethernet Auxiliary Ethernet (not powered)

[eEAe] USB 2.0

Auxiliar'y Power RS-485
(10v-57VDQ)
Figure 83. Connections on the back of the TX3 InSuite

7.2 Install the Ferrite Bead

If you are powering the TX 3 InSuite with PoE, attach theferrite bead to the
Ethernet cable as shownin Figure 84.

_-‘-_-‘_‘_——_———__
f III|||”--~---.._

5

M.

Figure 84. TX3 InSuite with ferrite bead
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7.3
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Mount the TX3 InSuite

Install the TX3 InSuite:
. Atleast 1 foot away frommirrorsand largemetallic surfaces(for example,
cableladders).

. At least 13 feet away from Wi-Fi routers, radio transmitters, and other
sources of el ectromagnetic interference (for example, microwave ovens,
electric motors, and other high power electrical equipment).

. Atleast 54" (137.16 cm) high from the finished ground.
Attach the TX3 InSuite mounting bracket to:

. asingle gang box

. adua gang box

. or thewall directly.

Inall cases, connect the TX3 InSuiteto:

. aPower over Ethernet cable connected to the building network

. or anon-powered Ethernet cable connected to the building network, and a
power cable.

To mount the TX3 InSuite
1 Screw the mounting bracket over asingle gang electrical box.

Or screw themounting bracket directly to thewall with the holesshownin
Figure 85.

o 0SS o
/@ @\

Holes for wall ), E_ Holes for wall
mounting — /mountlng
Holes for single
gang box
Figure 85. The mounting bracket directly on the wall
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2. Connect the Ethernet cable from the gang box to the Power over Ethernet
port on the TX3 InSuite. The port isshown in Figure 86 (the leftmost
Ethernet port if you are looking at the back of the station).

Power over Ethernet

\
Mounting holes

/

o
Mounting holes

Figure 86. Back of the TX3 InSuite

3. Alignthe4 holeson the back of the TX 3 InSuitewith the4 mounting posts
on the mounting bracket. See Figure 87.

ﬁ@@@%@@\

Mounting posts for - @ Mounting posts for
TX3 InSuite TX3 InSuite
Locking tab
Figure 87. Mounting bracket showing posts
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7.4

7.5

7.5.1

7.5.2
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4, Push the station onto the 4 mounting posts, and then dide the station down
until it clicksinto place.

Unmount the TX3 InSuite

To unmount the TX3 InSuite

1 Push thelocking tab (shown in Figure 87) towardsthewall, and lift the
TX3InSuiteup.

2. Pull the TX3 InSuite off the mounting posts.

Configure the TX3 InSuite

Log into the TX3 InSuite
1. Inthe virtual machine, double-click the T er minal icon on the desktop.

2. Type ssh lucid@ followed by the | P address of thefirst TX3 InSuite. For
example, if the TX3 InSuite' s|P addressis 198.162.0.1, then type:

ssh lucid@198.162.0.1
3. Press Enter.
4, Typelucid for the password, and then press Enter.

When the terminal prompt showslucid@lucid-desktop, then you are
logged into the TX3 InSuite.

lucid@lucid-desktop:~%
Figure 88. Logged into the TX3 InSuite

Configure the Server Settings
1 Type thefollowing command, then press Enter.
cd arm32/
2. Typethe following command, then press Enter.
vi smart_home insuite.ini

Terminal displaysthe configuration information for the TX3 InSuite.
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3. Usethe arrow keysto movethe cursor down to the [Exacq] line, and then
pressthei key to enter editing mode.

10.10.8.193:80

mircom
mircom
Figure 89. TX3 InSuite - exacqVision Settings

4, OntheHost line, typethe | P address of the ONVIF camera server,
followed by acolon and 80. For example, if the | P address of the ONVIF
cameraserver is192.168.1.1, thentype:

192.168.1.1:80

TheONVIF cameraserver’ s|Paddressisthesameasthebuilding server's
IP address. Seethe Device List on page 99.

The username and password are mir com by default so you do not need to
changethem. (Y ou defined this username and password inthe ONV I F
cameraclient in chapter 4.)

5. Usethearrow keysto movethe cursor down to the[Videol ntercom] line.

e

18.18.8.193
1182
mircoml23
Figure 90. TX3 InSuite - SIP Settings

6. Onthe SipHost line, typethe| P address of the virtual machine. Seethe
DeviceList on page 99.

7. Onthe Sipldentifier line, typethe SIP username of the TX3 InSuite. See
the Device List on page 99.

8. Onthe SipSecret line, type mircom123. Thisisthe SIP password for all

TX3InSuites.

0. Pressthe Esc key, then type :wq and press Enter to exit the editing
program.
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7.5.3 Configure the Time Server

1 Type

sudo vi /etc/ntp.conf
and then press Enter.
2. Typelucid for the password, and then press Enter.
Terminal displaysthetime server information for the TX3 InSuite.

3. Usethe arrow keysto movethe cursor down to theibur st line, and then
pressthei key to enter editing mode.

4, Changethe |P addressto the | P address of the virtual machine (seethe
DeviceList on page 99). For example, if thevirtual machine' s1P address
i$192.168.1.1, then change theline so that it reads:

server 192.168.1.1iburst

server ntp.ubuntu.com

server 192.168.1.1 iburst

Figure 91. TX3 InSuite - Time server settings

5. Pressthe Esc key, then type :wq and press Enter to exit the editing
program.

754 Restart the TX3 InSuite
1.  Typethefollowing command to restart the TX3 InSuite:

sudoinit 6

2. Repeat all the stepsin section 7.5 for each TX3 InSuite.
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8 Troubleshooting

8.1 Virtual Machine Troubleshooting

8.1.1 Error with the Virtual Machine

Could not start themachine TX3Server 1 becausethefollowing physical
network interfaceswerenot found: Intel(R) Centrino(R) Wireless-N 2230
(adapter 1)

1. Shut down the virtual machine.

2. IntheOracleVM VirtualBox M anager window, right-click thevirtua
server, and then click Settings.

3. Click Networ k on thel€eft.

4. Makesurethat Bridged Adapter isselected inthe menu next to Attached
to.

5. Sel ect the network adapter that the building server isusing in the menu
next to Name.

6. Click OK.

7. Start the virtual machine.

8.1.2 If the MAC Address of the Virtual Machine Changes
Itispossibleto changethe MA C address of thevirtual machineintheVirtual Box

settings. If the MAC address changes, follow theinstructionsin section 3.3 on
page 49 to set the correct eth number in network interfaces.

8.1.3 Get Information on the SIP Server

To seeifthe SIP server is running
1 In the virtual machine, double-click the Ter minal icon on the desktop.
2. Typethe following command, then press Enter.
sudo servicekamailio status
3. Typemircom for the password, and then press Enter.

A message appears saying whether Kamailio isrunning or not running.
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To see the SIP usernames that are registered with the SIP server
1 Typethefollowing command, then press Enter.

sudo kamct! ul show
2. Typemircom for the password, and then press Enter.

Thelist of registered SIP usernames appears.

8.14 After the Virtual Machine Restarts

Whenever the virtual machine restarts, you must disable call control and delete
thelogs. Follow theinstructionsin section 3.6 on page 53 and section 3.7 on

page 53.
8.2 ExacqgVision Troubleshooting
8.2.1 Problems with the ExacqVision Server

If thereisaproblem with the ExacqVision server, try thesetips.

Try to access the exacqVision Web server
1 Open aWeb browser and accessthe | P address of the building server.

TheWeb pagefor the ExacqVision Web server should appear.

Restart all ExacqVision services
1 Ensurethat all TX3 InSuites are showing the Home screens.

On the building server, open the Control Panel.

Click Administrative Tools, then double-click Services.
Select exacqVision Server and then click Stop.

Select exacqVision Web Serviceand then click Stop.
Select evApache and then click Stop.

Wait for 10 seconds.

Select exacqVision Server andthen click Start.

© © N o o M~ W DN

Select exacqVision Web Serviceand then click Start.

=
©

Select evApacheand then click Start.
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Restart the Web service
1 Open aWeb browser and access:

127.0.0.1/service.web
2. Log inwith the username and password of the exacqVision server.

3. Click Restart Web Service.

4. Click Yes.
8.3 TX3 InSuite Troubleshooting
8.3.1 Get the Log Files from a TX3 InSuite

Thereare 3kindsof log files:

. tracelog (Opal log)
. appxL ogFile (application log)

*  syslog (systemlog)

1 Onthebuilding server, start WINSCP and enter the following
information:
. File Protocol: SCP
. Host name: | P address of the TX3 InSuite
. Username: lucid
. Password: lucid
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2. Click Login.

ws Login - Win5CP

Iﬁ Mew Sike

Session
Eile protocal:
SCP

Hosk name:

(=

Potk number:

[152 168,047

I =3

User name:

Password;

|Iuc\d

Save

[ Tools V] [ Manage

d

Liogin 1 [

Clase

J [ ek

Figure 92. WINSCP

In WINSCP, the left pane showsthe contents of the building server, and
theright pane showsthe contents of the TX3 InSuite.

i My Documents - lucidel 92.168.0.47 - WinsCP

Transfer thefiletracelog to the building server.

\ocdl Mark Fles Gommands Sesson gptions Bemote Hep

B &= (G omvencs B QP [B @ 0 (loues - Transfer Satngs Cefuk & -

[ M 16047 | Mew Session

My demumerds =1 BEGE % it = [ G & Andres | T

Gk BE® X Sk BHE®

Hame = E Changed Name Soe Charged Fghts Ovrer
=5 BILA010 19500 A T rodt
Damaz LEfafE00s 120527 P T hacid
iesitep 123/ 1013 P mery hed
T & T e s [
Cbecuments BILAR010 U915 AN L (]
() Downdcuads L2195 70520 FH T bk
Caneuse_ratat L2M4IZ0IS 9:48:36 AM mery hed
e AIAEOI0 IS AN rereoe [
CoPactures LZFINuE Fi0Ld P L (]
prd_suckc_test_relenss. LIF3Y2006 10c20:30 B pne hacid
Cipenjests TN 10313 A moray e
ke SAM  rers [
(D Templates M IR bt
Dibooks. A T hacd
3 Wb L e e
B et B W e b
2 namples. dashon LR G100 LS AN - hacid
= Macping json LEB 2192004 3:00:17 #M e hacid
= ek st BILER 11300036 101620 AM  rererer hxid
= ey VR 13106 T804 B e haxsd

LR LU0 %140 AN s hed
1] trace Jog LMTHD LEIZ0NS 120029 PM e hocid
= LEB 4[24 2:41:15 P e hxid
et srmromoess 1 hudden O o 2,999 K in O of 22 59 hidden
] =P 0:00:10

Figure 93. WINSCP - connected to TX3 InSuite

4.

Double-click thearm32 directory.
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5. Transfer all filesbeginning with appxL ogFilefromthearm32 directory to
the building server.

me armIZ - lueid@192.168.0.47 - WinsCP

Local Mok Bles Commands Sesson Oplions lesctn Help

B Somchon: B [/ @ i Quee = | Transfer Settings Delauk R

[ LodB92. 160.047 | Mew Session

()M documents =M =R Rl -] (=T M - B Redres |
: e BHE® 3 Dowrion) g [ E8 X o Cytroemtis 20 [ (F E B

L s Troe Changed Sz Changed

2N 120850 e
I2Z016 1120600 A
125206 110558 &M

SAKE 1WIII8 121150 EM
WD 12016 10:05:50 AM
12700 126 110556 A4
T 10T a4

TSN AZE0IE 110
2HB IZHINE 11055E
[ ST

pE ol 4017 END o S 1 bukbory 85,1430 of 7,79 KB 1 of 15

) s [ ET

Figure 94. WINSCP - arm32 directory

6. Intheright pane, click thenavigation menu and select /<r oot>, then select
Ivar/log.

Local Mk Blec Commanck Seienn Cptions Bescle e
& S P [H @ 1 Qe =

G AedB192 168,047 | Now Sesskon
ey documents -#2m

[ Sen Tye Changed Sen  Changed Rights v
= A2FIEN16 1 205050 PN mweoree lood

Figure 95. WINSCP - Navigation menu

7. Transfer al files beginning with syslog from the /var /log directory to the
building server.

8.3.2 Check if a Service is Running on a TX3 InSuite
1 Logintothe TX3 InSuite asdescribed in section 7.5.1 on page 89.

2. Typethefollowing command, then press Enter.
sudo netstat -tunlp

A list of running services appears.

8.3.3 Check the Firmware Version on a TX3 InSuite

1 Logintothe TX3 InSuite asdescribed in section 7.5.1 on page 89.

96 Unified Building Solution Administration Guide Version 1.1
Copyright 2017 LT-6082



///////,_ Mircom Troubleshooting

2. Typethefollowing command, then press Enter.
cat version
A changelog of the TX3 InSuitefirmware versions appears.

3. Scroll up to thetop of thelist to seethelatest version.
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9 TX3 InSuite Specifications

Dimensions

259 mm x 198 mm x 41 mm (10 13/64” x 7 51/64” x 1 5/8")

Weight

0.86 kg (1.90 Ib)

Power over Ethernet

IEEE 802.3af/at

Auxiliary power input

12V -48vDC/15W

Display

10.1” Touchscreen display with projective capacitive touch, 1024 x 600 (WSVGA)
LCD

Camera

5 MP camera with autofocus

Audio

Two stereo digital microphones
2.5W D-Class Stereo Amplifier

Audio Codecs

G.711-uLaw-64k, G.711-aLaw-64k

Operating Temperature

0°C-50°C (32°F-122°F)

Connections

2 Ethernet 10/100 ports (one with PoE+ function)
1 USB 2.0 port

1 Auxiliary power input

1 RS-485 port

1 SD/MMC card slot
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Warranty & Warning Information

Limited Warranty

Mircom Technologies Ltd.together with its subsidiaries and affiliates
(collectively, the* Mircom Group of Companies’) warrantsthe original
purchaser that for aperiod of two yearsfrom the date of manufacture, the product
shall befree of defectsin materials and workmanship under normal use.During
thewarranty period, Mircom shall, at itsoption, repair or replace any defective
product upon return of the product to itsfactory, at no charge for labour and
materials.Any replacement and/or repaired partsarewarranted for theremainder
of the original warranty or ninety (90) days, whichever islonger.The original
owner must promptly notify Mircom in writing that thereisdefect in material or
workmanship, such written noticeto bereceivedin all eventsprior to expiration
of thewarranty period.

International Warranty

Thewarranty for international customersisthe same asfor any customer within
Canadaand the United States, with the exception that Mircom shall not be
responsiblefor any customsfees, taxes, or VAT that may be due.

Conditions to Void Warranty

Version 1.1
LT-6082

Thiswarranty appliesonly to defectsin parts and workmanship relating to
normal use.lt does not cover:

. damageincurred in shipping or handling;
. damage caused by disaster such asfire, flood, wind, earthquake or

lightning;

. damage dueto causes beyond the control of Mircom such as excessive
voltage, mechanical shock or water damage;

. damage caused by unauthorized attachment, alterations, modifications or
foreign objects;

. damage caused by peripheral s (unless such peripheralswere supplied by
Mircom);

. defectscaused by failureto provideasuitableinstallation environment for
the products;

. damage caused by use of the productsfor purposes other than thosefor
which it was designed,

. damage from improper maintenance;
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. damage arising out of any other abuse, mishandling or improper
application of the products.

Warranty Procedure

To obtain service under thiswarranty, please return theitem(s) in questionto the
point of purchase. All authorized distributors and deal ers have awarranty
program.Anyone returning goodsto Mircom must first obtain an authorization
number.Mircom will not accept any shipment whatsoever for which prior
authorization has not been obtained.

Caution: Unless specific pre-authorization in writing is obtained from
Mircom management, no credits will be issued for custom
fabricated products or parts or for complete fire alarm
system.Mircom will at its sole option, repair or replace parts
under warranty.Advance replacements for such items must
be purchased.

Note: Mircom’ sliability for failureto repair the product under this
warranty after areasonable number of attemptswill belimitedtoa
replacement of the product, asthe exclusive remedy for breach of
warranty.

Disclaimer of Warranties

Thiswarranty containsthe entirewarranty and shall beinlieu of any and al other
warranties, whether expressed or implied (including al implied warranties of
merchantability or fitnessfor aparticular purpose) and of al other obligationsor
liahilitieson the part of Mircom neither assumes nor authorizesany other person
purporting to act onitsbehalf to modify or to changethiswarranty, nor to assume
for it any other warranty or liability concerning this product.

Thisdisclaimer of warrantiesand limited warranty are governed by the laws of
the province of Ontario, Canada.

Out of Warranty Repairs

102

Mircom will at its option repair or replace out-of-warranty productswhich are
returned to itsfactory according to the following conditions.Anyone returning
goodsto Mircom must first obtain an authorization number.Mircom will not
accept any shipment whatsoever for which prior authorization has not been
obtained.
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WARNING

NOTE

Version 1.1
LT-6082

Productswhich Mircom determinesto be repairablewill berepaired and
returned.A set fee which Mircom has predetermined and which may be revised
fromtimetotime, will be charged for each unit repaired.

Productswhich Mircom determines not to be repairable will be replaced by the
nearest equivalent product available at that time. The current market price of the
replacement product will be charged for each replacement unit.

Mircom recommends that the entire system be compl etely tested on aregular
basis.However, despite frequent testing, and dueto, but not limited to, criminal
tampering or el ectrical disruption, itispossiblefor thisproduct tofail to perform
asexpected.

Under no circumstances shall Mircom beliablefor any special, incidental, or
consequential damages based upon breach of warranty, breach of contract,
negligence, strict liability, or any other legal theory.Such damagesinclude, but
arenot limitedto, lossof profits, loss of the product or any associated equipment,
cost of capital, cost of substitute or replacement equipment, facilitiesor services,
downtime, purchaser’ stime, theclaimsof third parties, including customers, and
injury to property.

MIRCOM MAKESNO WARRANTY OF MERCHANTABILITY OR
FITNESSFOR A PARTICULAR PURPOSEWITHRESPECT TOITS
GOODSDELIVERED,NORISTHERE ANY OTHER WARRANTY,
EXPRESSED OR IMPLIED, EXCEPT FOR THE WARRANTY
CONTAINED HEREIN.
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Special Notices

FCC Regulatory Statements

Thisdevice complieswith Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

(1) Thisdevice may not cause harmful interference.

(2) Thisdevicemust accept any interferencereceived, includinginterferencethat
may cause undesired operation.

Thisequipment has been tested and found to comply withthelimitsfor aClassB
digital device, pursuant to part 15 of the Federal Communication Commission
(FCCQ) rules. Theselimits are designed to provide reasonabl e protection against
harmful interferencein aresidential installation. Thisequipment generates, uses
and can radiate radio frequency energy and, if not installed and used in
accordance with theinstructions, may cause harmful interferenceto radio
communications. However, thereis no guarantee that interferencewill not occur
inaparticular installation. If thisequipment causes harmful interferenceto radio
or television reception, which can be determined by turning the equipment of f
and on, the user is encouraged to try to correct the interference by doing one or
more of thefollowing measures.

. Reorient or rel ocate the receiving antenna.
. Increase the separati on between the equipment and receiver.
. Connect the equipment into an outlet on acircuit different from that to

which the receiver is connected.
. Consult the dealer or an experienced radio/TV technician for help.

IC Regulatory Statements

104

Thisdevice complieswith Industry Canadalicense-exempt RSS standard(s).
Operation is subject to the following two conditions: (1) this device may not
causeinterference, and (2) this device must accept any interference, including
interference that may cause undesired operation of the device.

L e présent appareil est conforme aux CNR d'I ndustrie Canada applicables aux
appareilsradio exemptsdelicence. L'expl oitation est autorisée aux deux
conditions suivantes: (1) I'appareil ne doit pas produire de brouillage, et (2)
I'utilisateur del'appareil doit accepter tout brouillage radioél ectrique subi, méme
s lebrouillage est susceptible d'en compromettre le fonctionnement.

CAN ICES-3 (B)/NMB-3(B)
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