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1 Welcome

This chapter provides informatiob@ut the TX3 suite of building access
system panels. It introduces theystems, describes typical user and
administrator sessions and prese¢hésrequirements on how to begin
configuring each system for the entire TX3 suite.

Note: Mircom periodically updates pan@mware and software to add
features and correct any minocamsistencies. For information
about the latest firmware or sefire visit the Mircom website at
www.mircom.com.

This chapter explains

. Introducing the TX3 Suite
. TCP/IP Ports

. Administrator's Responsibilities

. Firmware and Software Compatibility
. About This Manual

. Contact Us
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1.1

111

Introducing the TX3 Suite

The TX3 product suite consists of asseontrol panels (Telephone Access,
Card Access, and Touch Screen) and the TX3 Configurator software. The
Telephone and Card Access Systemglagdraditional keypad and card access
type of entry systems.

The Mircom Touch Screen is part of the Mircom suite of products that provide
building-ready monitoring, control and software management solutions for use
in the high end multi-tenant residential market.

The Touch Screen system addressesideel within today’s multi-tenant
residential market for an easy-to-use tenant access system. Touch Screen
creates an aesthetically pleasing higiality personalized communication
system between residents and tthvésitors in a multi-unit dwelling
establishment.

TX3 Configurator Software

The TX3 Configurator is a PC based user friendly graphical application that
lets you configure the Telephone Access, Card Access and Touch Screen
Systems.

A version of the Configurator software runs on 15 and 22 inch Touch Screens.
This manual covers both versions of the software: the PC based Configurator
and the Touch Screen Configurator.

This manual describes the operatiowl @onfiguration for the following TX3
Telephone Access, Card Access, and Touch Screen Systems:

. TX3-120C-C (Paper directory telephone entry system)

. TX3-120U-C (Paper directory telephone entry system, universal series)
. TX3-200-8C-C (8x20 LCD Telepine Access Panel, 200 names)

. TX3-1000-8C-C (8x20 LCD Telephone Access Panel, 1000 names)

. TX3-2000-8C-C (8x20 LCD Telephone Access Panel, 2000 names)

. TX3-2000-8CR-C (Reinforced Eight Line Continental Electronic
Scrolling Directory Lobby Control Unit)

. TX3-200-8U-C (8x20 LCD Telephone Access Panel, universal series,
200 names)

. TX3-1000-8U-C (8x20 LCD Telephone Access Panel, universal series,
1000 names)

. TX3-2000-8U-C (8x20 LCD Telephone Access Panel, universal series,
2000 names)

. TX3-2000-8UR-C (Reinforced Eight Line Universal Electronic
Scrolling Directory Lobby Control Unit)

. TX3-200-4U-C (4x20 LCD Telephone Access Panel, 200 names)

TX3 Configuration and Administrator Manual 13
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. TX3-1000-4U-C (4x20 LCD Telephone Access Panel, 1000 names)
. TX3-2000-4U-C (4x20 LCD Telephone Access Panel, 2000 names)

. TX3-2000-4UR-C (Reinforced Slim he Electronic Scrolling Directory
Lobby Control Unit)

. TX3-CX-2(K)-A (Dual Card Reader)

. TX3-CX-1 and TX3-CX-1NP (Single Door Controller)
. TX3-ER-8 (Elevator Restriction Unit)

. TX3-ER-8-A/B (Elevator Restriction Unit)

. TX3-TOUCH-F15-C/D/E, TX3-TOUCH-S15-C/D/E (15 Inch Touch
Screen Terminal)

. TX3-TOUCH-S15B-WR, TX3-TOUCH-S15S-WR, TX3-TOUCH-
S15B-WR-A and TX3-TOUCH-S15S-WR-A (Weather-Resistant 15
Inch Touch Screen Terminal)

. TX3-TOUCH-F22-C/D/E/F and TX3-TOUCH-S22-C/D/E/F (22 inch
Touch Screen Terminal)

. TX3-T10-S and TX3-T10-G (audio and video entry panel)

1.1.2 ADC and NSL Capability

Touch Screen and the Telephone Access System support full ADC and NSL
telephone connectivity for a single panel or a networked system of panels. A
single panel supports up to five ADC and/or NSL telephone lines.

An ADC connection requires a dedicagdscriber telemne line service
connected to an outsidddphone line. This conneoti lets the visitor call the
tenant and access their voice mail.

An NSL type connection uses thasting building telephone lines for
communication and does not requirecamside telephone line. The NSL units
intercept all telephone lines into thellding’s suites and communicate directly
to the resident phone. This connectiais bae visitor call the tenant and access
their voice mail and call waiting.

1.1.3 Card Formats Supported by the Card Access System

. 26-bit Wiegand SIA

. 32-bit CSN

. 34-bit Awid

. 35-bit HID corporate 1000
. 35-bit Indala

. 36-bit HID Simplex

. 36-bit Keyscan C15001
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. 37-bit Cansec

. 37-bit HID 10304

. 37-bit Mircom

. 39-bit Kantech XSF
. 50-bit RBH

1.14 Other Controllers

Mircom devices such as the Card Ass€ontroller, the Lobby Control Unit,
and the 15 and 22 inch Touch Screeas be networked with the TX3 system
through a peer-to-peer RS-485 network, an Ethernet TCP/IP network, or a
combination of Ethernet and RS-485 networks.

Note: The TX3-T10 can be connected to Ethernet only. See LT-6766
TX3-T10 Series Installatn Manual for more details.

The TX3 Configurator software caonnect to any of these network
configurations. How you comrat to the network (that is, through TCP/IP, USB,
a modem, or the COM port) determineisat devices you catonfigure on the
network using the TX3 Configurator. The different network configurations are
explained in the rest of this section.

Figure 1 shows a configuration with TX3 controllers connected on an RS-485
network. Each controller has to have a unique network address on the RS-485
network. Up to 63 unique network addses can be assigned. If you connect to
any device on the RS-485 network (using USB, a modem, or the COM port),
you can also connect to and configure any other device on the RS-485 network
using the TX3 Configurator.

Lobby Control Unit Elevator Restriction Unit Card Access Controller
Card Reader

i
i

Card Reader

RS-485 Network
Figure 1.  TX3 devices on an RS-485 network

TX3 Configuration and Administrator Manual 15
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Figure 2 shows a configuration with BXlevices connected to an Ethernet
TCP/IP network. This configurationm®ves the 63 device limitation that you
have on an RS-485 network. The devices connected to an Ethernet TCP/IP
network are called Main Nodes. If yourswect to the TCP/IP network with the
TX3 Configurator, you can connect to and configure any of the Main Nodes on
the Ethernet TCP/IP network. If you ceut directly to one of the Main Nodes
using USB, a modem, or a COM port, you will be able to configure that device
but not any other device.

Lobby Control Unit Lobby Control Unit
(Main Node) (Main Node)
® o @ o
ol =) Sesol
3
S,

Ethernet Network

Card Reader A

[T

Milh. Mircom

Card Access Controller Card Reader B

(Main Node)
Figure 2.  TX3 devices connected to an Ethernet TCP/IP network

Notes: In order for a panel to be a Mawode it must satisfy the following
conditions.
e It must be IP capable. Panels that are IP capable are usually
denoted by a letter such 43, -D, -E or -F at the end of their
model names.

¢ If the panel is not a Touch Ser it must have a TX3-IP IP
Module installed.
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Figure 3 shows a configuration with TX3 devices connected on both an
Ethernet TCP/IP network and on RS-48fbnetworks. Devices connected to a
Main Node’s RS-485 subnetwork arec8edary Nodes to the Main Node. Each
RS-485 subnetwork can have up todg¥ices connectdd it; you can still

have more than 63 Main Nodeshoected to the Ethernet network.

Lobby Control Unit Touch Screen Card Access Controller

(Main Node) (Secondary Node) (Secondary Node) Card Reader

A, @ @

Card Reader

RS-485 Subnetwork
Ethernet Network

Lobby Control Unit Elevator Restriction Unit Card Access Controller
(Main Node) (Secondary Node) (Secondary Node) Card Reader
[ Y
] _T=
EEEE]
HHE

Card Reader

RS-485 Subnetwork

Figure 3.  TX3 devices connected to a combination Ethernet TCP/
IP network with RS-485 subnetworks

If you connect to the Ethernet TCP/IP network with the TX3 Configurator, you
can configure any of the nodes in thisfiguration. If you connect directly to a
device using USB, a modem, or a COMtpgou will only be able to configure
devices that are on the same-&% subnetwork as that device.

Note: There can only bene Main Node on an RS-485 subnetwork. That
is, you cannot connect one RS-485 subnetwork to another RS-485
subnetwork. However, if you wat connect to a Touch Screen
panel remotely over the Internet (for instance, to enable the
advertising module), the Touch 8en panel must be set as a Main
Node even if there is no Secondary panel connected to it.

TX3 Configuration and Administrator Manual 17



A, Mircom weicome

1.2

1.3

18

TCP/IP Ports

Section 1.1.4 describes the options availdbt networking together more than
one TX3 panel, which include TCP/IPtwerks. In order for your TX3 system
to communicate over a TCP/IP network, the following porist be available
for the TX3 system.

Touch Screens8080

Non-Touch Screens:

. 14000
. 14001
. 14002
. 14003

If you are using a TCP/IP network anduyd@ X3 system isiot communicating
properly, there may be another program on the network using ports 8080 or
14000-14003. In this case, configure the other program to use a different range
of ports.

Administrator’s Responsibilities

Warning! In order to keep the TX3 system secure,
follow these precautions:

Change the default password on the Touch Screen to
prevent strangers from accessing the configuration. See
section 2.6 for 22 and 15 inch Touch Screens, and see
section 12.1 for TX3-T10.

Perform a virus scan on all picture and video files before
importing them into the Touch Screen.

Secure the TCP/IP network to prevent unauthorized
access to the Touch Screen.

Do not forward the Remote Desktop port of the Touch
Screen to the Internet.

The software lets you configure ammbnitor activities of all controllers
connected to the TX3 network. Thenaidistrator is responsible for the
configuration of the TX3 system, Touch Screen, Configurator and all of the
related components.

When logged in as an administrator@lthe following configurable functions
are available:

. User interface appearance

TX3 Configuration and Administrator Manual
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. Advertisement content

. Support for panel functionality with the capability to interface to other
devices - the software fully integfes with the TX3 line of products

The administrator accesses the administrator mode from the TX3 Configurator
software and has full rights to @y function within the software. The
administrator performs many of the admsinative tasks required for installing
and managing the software, includingigsing permissions for each level of
user. Touch Screen personalization depends on preferences defined by the
building management. Additionalgponsibilities may be provided by the

building manager.

The Configurator software has five passd protected user levels. The system
administrator accesses and configures all panels and devices connected to the
panels, and sets up usevels. Users are limited to specific responsibilities

such as adding or removing st names or defining schedules.

The administrator is responsible for:

. modifying user interface appearance
. providing advertisement content
. adding new tenants
. system configuration
. monitoring the operational health of the system
. assigning user privileges
1.4 Firmware and Software Compatibility
. The job can have a mix of panels with 3.4.x and 2.4.x versions of

firmware as long as the Configurator is 2.8.13 or higher. (Firmware
versions 3.4.x and 2.4.x introduced floor groups.)

. A panel with version 3.5.x is comjdale with other panels with version
3.5.x as long as the Configurator is version 2.9.11 or higher. (Firmware
version 3.5.x introduced enhanced correlations.)

. If the job has a card access panel wittsia 3.6.x, then the other panels
can have either version 3.6.x or vers&5.x as long as the Configurator
is version 2.10.3 or higher. (Firmware version 3.6.x introduced custom
card formats.)

. If the job has no Elevator Restriction Units, then it can have a mix of
versions 3.7.x, 3.6.x, and 3.5.x, as long as the Configurator is version
2.12.12 or higher.

. If the job has Elevator Restrictidsnits, and one panel in the job has
version 3.7.x or higher, then all pan&lghe job must have version 3.7.x
or higher, and the Configurator must be version 2.12.12 or higher.

. TX3-ER-8-A can be upgraded to 3.7.x firmware, but ERU 2.0 features
such as schedules are not available.

TX3 Configuration and Administrator Manual 19



M. Mircom

Welcome

1.5 About This Manual

This manual provides comprehensintormation on the use of the TX3
Configurator by the administrator duexplains how you may add additional
components and modify drdelete existing ones.

This manual assumes that all T¥y@stem components are setup and
operational.

Sections 1 to 2 provide genenalormation about the TX3 systems.

Sections 3 to 13 provide comprehemsinformation on the use of the Touch
Screen and Configurator software.

151 Additional Documentation

For additional documentation, st following Mircom literature:

LT-973 Configurator Quick Start
LT-968 TX3 Telephone Acas System User's Guide

LT-969 TX3 Telephone Access Sgst Installation and Operation
Manual

LT-996 TX3 Touch Screen Installation Manual

LT-6906 UL Listed TX3-CX Card Access System Installation Manual
LT-6618 TX3-CX-1 Installation Manual

LT-5997 TX3-CX-1NP Installation Manual

LT-9940 TX3 Elevator Restriction Installation Manual
LT-6616 Elevator Restriction Mration for Firmware Version 3
LT-6615 Elevator Restriction Mration for Firmware Version 2
LT-600213 IP Telephony Guide

LT-6638 MIiEntry Manual

LT-6082 Unified Building Stution Administration Guide
LT-1194 TX3 Nano Configuration Manual

LT-6766 TX3-T10 Series Installation Manual

LT-6767 TX3-T10 Series User Manual

1.6 Contact Us

1.6.1 Canada and USA
Phone: 905-660-4655

Toll Free: 1-888-660-4655
Fax: 905-660-4113
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1.6.2 International
Phone: 905-660-4655
1.6.3 Website

http://www.mircom.com
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Getting Started

This chapter explains

PC System Requirements

Installation

Log into the TX3 Configuator in Administrator Mode
Change the Language

Main Window Components

Change the Touch Screen Administrator Password (15 and 22 Inch
Touch Screens)

Change the PC Configurator Password

Reset your Password

Assign Configurator User Privileges

Job Tree

Configure a Job

Import Residents and Cards

Upgrade Firmware

Log into the Touch Screen Termin(15 and 22 Inch Touch Screens)
Save Touch Screen Log Files

Upgrade the Touch Screen Software on 15 and 22 Inch Touch Screens
Shut Down the TX3 Touch Screen
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2.1 PC System Requirements

For the PC based Configurator versibh0.3 and higher, the minimum system
requirements are:

. Windows 10 Pro (32-bit and 64-bit)
. Windows 10 Home (64-bit)

. Windows Server 2016 (64-bit)

. Windows 8.1 Pro (64-bit)

. Windows 7 Pro (32-bit and 64-bit)
. 1 GB RAM

. 1.8 GHz CPU

. 600 MB disk space

. 1 USB port

2.2 Installation

Install the Configurator

1. From the USB flash drive root directory riK3-Config and follow the
instructions.

TheTX3 Configurator icon appears on the desktop.

2.3 Log into the TX3 Configurator in Administrator
Mode

The PC connects to the Telephonedgs and Card Access Systems with one
of the following methods:

. A USB cable from the computer to the TX3 controller board

. An Ethernet TCP/IP connection (the controller must have an IP module
if it is not a Touch Screen). Thistise only method supported by the
TX3-T10

. A modem connection (the controller must have a modem module)

As an alternative, the PC also contsgo the controller board modem. The
TX3 system is compatibheith the following modems.

. TrendNet TFM-560U High Speed USB 2.0 Fax Modem
. TrendNet TFM-561U High Speed USB 2.0 Fax Modem
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See section 5 for a description of the Telephone Access System and section 7

Hiro H50113 56K V.92 USB Fax Modem

StarTech USB56KEM2 56k V.92 USB Fax Modem
Zoom 56K V.92 56K USB Mini External Fax Modem
USRobotics USR5639 56K USB Softmodem

for a description of the Card Access System.

Log in to a controller

1.

Establish a connection from the PC to the controller using one of the

following methods:

. A USB connection

. COM port connection

. A modem connection

. A connection to the controllerBthernet TCP/IP network (This is
the only method supported by the TX3-T10)

Double click the TX3 Configurator icon.

The administrator access code window appears.

User Legin *

C‘;a Welcome to the Mircom TX3 System.

)
m Usemame |administrator |
’ Y

Password || |

Forgot Password

Figure 4.  User Login window

Enter your username and password to log in to the system and click
Login (by default the user name isnaithistrator and with no password).
If you forgot your password, see section 2.8.

The Main Window appears.

Proceed with the rest tife configuration or cliclsend and Exitfrom
the Tool Bar to apply the settings and exit the session.
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2.4 Change the Language
1. Click Tools then clickSelect Language
2. In the Select Language window, choose the new language, then click
OK.
3. Click Yes

The TX3 Configurator restarts.

2.5 Main Window Components

The Configurator Main Window lets yaaccess all configurable functions and
consists of the following major areas:

A. Menu Bar

Tool Bar

Left Pane
Mode Selection
Right Pane
Status Bar

@ T mMUoOw

Lower Pane
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¥ Mircom TX3 Configuration and Monitaring Utility - Test job ] X
A ————&le  Edit FPanels Reports Tools Help
B—— %] 2 @
= b
New Open Backup  AddRes Add Cards Connect  Send Get Help
E-EL Job Detail Configuration
B nr O DMK Job name [Test job
-/ Panell (Card)
Description
e-[] Panelt (Lobby)
& Residents
=7 Cards
~4@ Holidays Last Modilied Location
scheues — e \ \
P Access Levels Last modied 73072020 413 PM City [ ] — F
Gty owonrss | \
C Country [ |
Time Zone
[ Enable long names {for TX3 Touch units arly ) Use time zone v
Use daylight saving time:
Online Events O
Time Event Description Panel
D — Configuration
Monitoring
E —— Login:  administrator

A. Menu Bar B. Tool Bar C. Left Pane D. Mode Selection E. Status Bar F. Right Pane G. Lower Pane

Figure 5.  Main Window Administrator Workspace

25.1 Menu Bar

The Menu Bar lets you access all major Configurator features and consists of
the following six menus:

File Menu

The File Menu lets you setup and define Jobs using the following commands:
New Job.Creates a new Job by selecting a template, copying a current Job or
reading panels from the network. Freime template you can select the basic
Touch Screen, Telephone Access or Card Access system.

Open Job.Opens or deletes an existing Job from the database.

Validate Job. Checks if the current Job hasy configuration errors. This
operation is done automatically bega Job is sent to the panels.

Backup. Defines the location of the backtgider for a Job. The Backup
button in the Tool Bar uses tHiscation for backing up files.

Restore.Restores user specified Jobs from a folder.

Import. Imports a spreadsheet of names or cards.
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Exit. (PC Configurator onlyxits the application.

Send and Exit.(Touch Screen Configurator only) Sends the Job to the TX3
Unit and exits out from the Configurator.

Exit without Send. (Touch Screen Configurator only) Does not send any
changes made to the Job andseaut from the Configurator.

Shut Down. (Touch Screen Configurator only)

. Shut Down. Exits from the Configurator @nshuts down the entire TX3

Unit
. Restart. Logs out the current user and restarts the PC.
. Exit to Windows. Closes the TX3 softwaiand exits to the Windows

environment.

Edit Menu

The Edit menu lets you adddit and delete panedsid components using the
following commands:

Add Panel.Adds panels to the network.

Add Residents Adds one or more residents to the Job.
Add Cards. Adds one or moreards to the Job.

Edit Residents.Edits the currently selected residents.
Edit Cards. Edits the currently selected cards.

Delete.Deletes the currently selected itemsdtld be a panel item on the Job
tree, a resident record, or a card record.

Panels Menu

The Panels menu letsyactivate panel functiotigy using the following
commands:

Connect.Connects to theommunication port speagd on the Network View
as well as establish connections with ganels currentlgonfigured on the
network.

Send Job.Sends the current Job to all pneurrently configured on the
network.

Get Job. Gets the Jobs from all panelgm@ntly configured on the network.

Firmware Upgrade. (PC Configurator only) Upgrades the firmware of the
selected panel.

Network Firmware Upgrade. Upgrades the firmware of multiple panels
connected in a network from a contieo to any panel on that network.
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Reports Menu

The Reports menu lets you generafmres on events, residents and access
cards using the flmwing commands:

Event Log. Generates an event log reporinfrthe database. This report shows
in a preview window and can be printedeamported to files in either Excel or
PDF format.

Residents.Generates a resident report frora thatabase. This report shows in
a preview window and can be printed or exported to files in either Excel or PDF
format.

Access CardsGenerates an access card report from the database. This report
shows in a preview window and can bented or exported to files in either
Excel or PDF format.

Advertising Report. (Touch Screen Configurator only) Generates an
advertising report from the database. Treisort can be previewed, printed or
exported to either Excel or PDF formats.

Paper Directory Report. You can print a paper directory that you can display
on a panel (for instance TX3-120C-C).

Tools Menu

Tools menu lets you change passwords and set user privileges using the
following commands:

Change PasswordThis option allows the user thange the password for the
current user.

User Management.This menu item is available only on the Configurator
software to users who have the UAdministration access right. Selecting it
launches the User Management dialog. thgedialog to add or remove system
users, reset their passwords, and moadyess rights. A system user is the
person who uses this software application, not a resident or card holder.

IP Change Tool.See section 3.2.
Alert Setup. (PC Configurator only) See section 12.2.
Firmware Upgrade Wizard. See section 2.13.2.

Select LanguageAllows you to change thenguage of the Configurator.

Help Menu

Help menu provides you with informan about the Configurator using the
following commands:

Help Topics. Displays the help content. Presgithe F1 key displays context
sensitive help.
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Purchase Advertising Module.(Touch Screen Configurator only) To activate
the advertising module select this opti&ior more information refer to section
4.6.

About. Displays the About box of the fvare. The about box displays
information such as version numbertié software and copyright notice.

252 Tool Bar

A list of ten buttons are availabbelow the Menu Bar for quick access.

L gl Y &> 4 B @

B

P open Backup Discc'_n_lluect Send et Send And Exit Help

Figure 6.  Tool Bar

New. Opens the Create New Job Form to create a new Job.
Open.Opens or deletes an existing Job from the database.

Backup. Backs up the current Job to a fitethe pre-defined backup folder.
The backup folder lmation is defined in the Bauag File Menu in the Menu
Bar.

Add Residents.Opens the Add Residents Formattid one or more resident
records to the system.

Add Cards. Add Cards lets you add one or more cards to the system
Connect.Connects to the panels on the network.

Send.Sends the current Job to the panels on the network.

Get. Retrieves the Job from panels on the network.

Send and Exit.Saves the system informationdasends it to the panel, and
exists from the configuration mode tespiay the Touch Screen user interface.

This button is availablenly on the Touch Screen Configurator software.

Help. Opens help file.

253 Left Pane and Mode Selection

The Left Pane displaytie currently selectefdinction from one of the
following:

. Configuration
. Monitoring
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254 Right Pane

The Right Pane displays the view agated with the selected Job tree item.

255 Lower Pane Online Events

The Lower Pane online events displajlsevents receivelly the software.
Events may be initiated by the paneldgrthe software. Only user activity is
logged to the event log.

The view has the following columns:

Time. Time stamp of the event.

Event Description. Description of the event.

Panel.Panel name this event applies to.

2.5.6 Status Bar
The Status Bar displays status infotima such as the operation progress and
username.

2.6 Change the Touch Screen Administrator

Password (15 and 22 Inch Touch Screens)

The Touch Screen administrator password lets you access the Touch Screen
configuration if required, and preverdthers from making changes to the
Touch Screen. By default this password is blank.

Note: With Touch Screen Configurator software 2.9.10 and above, when
you change the Touch Screen adiistrator password, the system
uses the same password for Remote Desktop (section 4.2).

Change the Touch Screen administrator password

Note: Whenever you change the Tousbreen administrator password
on a Touch Screen Main Node,wymust make the same change to
Admin Passwordfor that Touch Screen Main Node in the PC
TX3 Configurator. See section 4.7.5.

1. Log in as administrator at the TéuScreen either at the Touch Screen
terminal (section 2.14) or by ingg Remote Desktop (section 4.9).

2. SelecfTools > Change Password
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The Change User Password window appears.

LChange User |lamsword

Ol pgeemn 1
Tl peess AT

R e, IR

Figure 7.  Change User Password

3. Enter your old password into tt¥d passwordtext box. If you have not
changed the password before, then leave this box empty (there is no
default password).

4, Enter a password of 16 characters or less intbléve passwordtext
box.

5. Enter the same password into Yrexify new passwordtext box.
6. Click OK.

2.7 Change the PC Configurator Password

You can create multiple user accountthwdifferent privileges for the TX3
Configurator (see section 2.9). The naofi¢ghe current user appears in the
lower right corner of the Configurator window.

Login: administrator - ‘l

Figure 8.  Lower right corner of Configurator window showing
current user

Note: This password is not the sametlas Touch Screen administrator
password (section 2.6).

Change the password for the current user in the TX3 Configurator

1. In the TX3 Configurator, sele€pbols > Change Password
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The Change User Password window appeatrs.

Change Llsey | ssaoond

Ol pacmu 1

[l poessA

e P TR

1F. [ s

Figure 9.  Change User Password

2. Type your old password into tkdd passwordtext box.

3. Type a password of 16 characters or less intbléve passwordtext
box.

4, Type the same password into Yerify new passwordtext box.

5. Click OK.

2.8 Reset your Password

1. On the User Login window, clidkorgot Password

User Legin *

Welcome to the Mircom TX3 System.

Usemame |administrator |

Password || |

Forgot Password

Figure 10. User Login window
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The Forgot Password window appears.

Forgot Password *

To reset the password, please contact Mircom support
at 505-660-4655 and provide the following information:

Usemame: |administrator |

PCCode: | |

Once your identification is verfied, we will provide a
temporary password.

OK

Figure 11. Forgot Password

2. Contact Mircom Support and provittee information shown. Mircom
Support will give you a temporary password. This password is valid only
for the day on which it is generatetbu can log in with this temporary
password, and then change your password.

2.9 Assign Configurator User Privileges

Assigning User Privileges is a Configurator feature that lets you define
different user levels. Once users are i, system administrators can further
organize them to effegkly manage the building.

The system administrator assigns prigés to a particular subordinating level
of user using the User Management vaiwdOnly the system administrator is
able to set user levels, add or rem@arious system users, reset their
passwords and modify access rights.

The various user levetonsist of the following:

Operator. An operator has read access only. An operator can monitor live
events and accept access point requests.

User. A user has all of the rights of the operator plus additional reading and
writing card and resident records privileges.

Advanced UserAn advanced user has all of thehts of user plus the ability
to read and write schedules, holidays and access levels.

Manager. A manager has all of the rights of an advanced user plus user
management privileges.
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System Administrator. The system administrator can access and configure all
panels and devices connected togheels, and set up security levels.

Note: When logging in to a particularser level, only information
relevant to your assigned role will be available.

Assign a user
1. From the Menu Bar clickools > User Management

The User Management window appears.

Uzar Managernant

d - a b | W
[LEETRRY | 2impain ]
Fiezvam
et passeed
E A e
crliwd
Uik 2l i W

[leszistiz: Mesdaco=r orky B ovkcr fes =eens woc
aczepl socess 2 kel

ck | Zanxl

Figure 12. User Management Window

Enter dJser nameandPasswordfor the user.
Click Active to enable access rights for the user.

Select a user level from thiser Leveldrop down list.

a ~ w N

Click OK to save the information and return to the previous window, or
click Cancelto exit withoutsaving the changes.

2.10 Job Tree

The Job tree lists all networked compats, such the Telephone Access and
Card Access Systems, and provides a ligtpafons to let you add, modify and
delete these configurabt®mponents and their characteristics. Job is the
industry-standard term for this type of system.
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The Configurator uses a centralized approach to continuasséss the state of
every panel and connected componentss @toids the neefibr continuous
administrator supervision and facilitates the task of complex configuration of
every system component. The Job fiig¢her simplifies configuration by
providing an overview of the systeoy listing each configurable item.

Start the configuration by getting familiaith all of the existing networked
components. Selecting a Job tree nodelayspits corresponding details on the

¥ Mircom TX3 Configuration and Monitoring Utility - Test job - | X
File Edit Panels Reports Tools Help
e @
= =
New Open Backup  AddRes Add Cards Connect  Send Get Help
E--fzl Job __Job Detail Configuration
il bhork Job name Test job
Panell (Card)
Description
@-[5] Panell (Lobby)
-5k Residents
=] Cards
-4 Holdays Last Modiied Location
Schedules Modfied by Address [ |
& Access Levels Last modied 7/30/2020 413 FM Cy [ |
— — |
Country [ |
Time Zone
[] Enable long names (for TX3 Touch urits only ) Use time zone v
Use daylight saving time
Online Events (¢)
Time Event Description Panel
Configuration
Monitoring
Logn:  administrator _:

Figure 13. Job Tree

2.10.1 Job Tree Elements

When Telephone Access and Card Access Systems are on the network, the Job
tree contains the following elements:

Note: Right clicking anywhere in the LeRane lets you add, delete or

send configuration changes to a single panel.

Job. Displays the Job Detail Configuratiziew. A Job consists of networks

and their components, such as Pphlene Access Systems and Card Access
Systems.

Network. Displays the Network Configurationew and consists of networked
components, such as Telephone Access Systems and Card Access Systems. Al
connected panels are listed by their network address.

Panel.Displays the Panel Configuration view.
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Panel/Access PointsNhen card access panels are added to the Job file, the
panel access points and card readers are displayed.

Panel/Inputs Outputs. Displays the input and output points of the panel.
Inputs and outputs are labelled, assigned and defined.

Panel/Correlations.Displays the panel Correlatioview. Correlations let you
establish an action with an event.

Residents Displays the Resident List view. Adding a Telephone Access
System panel for the first time to thetwork establishes the Resident List
view.

Cards. Displays the Card List view. Addljj a card access panel for the first
time to the network estabkiss the Card List view.

Access LevelsDisplays the Access Levels view. Adding a card access panel
for the first time to the network establishes the Access Levels view.

SchedulesDisplays the system and user defined timetables.

Holidays. Displays the Holiday schedules.

Configure a Job

The Configurator lets you change pbaied device properties. Configure items
individually or sequentially by gointprough each item from the top to the
bottom of the Job tree.

Configured Jobs may be manually valield for any errors, or automatically
validated when sending a Job to the panels.

Configuration informatiorcan be sent to individual or multiple panels.
Selecting an item displays thatrit&s properties in the Right Pane.

By default the Configurator displaysetimost recently opened Job and network
configuration.

Create a New Job

Creating a new Job may be done by directly adding components, by making
modifications to templates or bying information readrom the network.
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Create a new Job

1.

Selecfrile/New Jobfrom the Menu Bar oNew from the Tool bar. The
Create New Jobwindow appears.

Create New Job ﬁ
Job name Created by
| administrator
Description

@ Create from a template

Basic TCF Aperi Anero panel with 3 wireless locks
Basic TCP Telephone Access System (1 Telephone Master Node )
Basic Touch Screen System (1 TX-3 Touch unit )

Basic Telephone Access System (1 Lobby unit )

Basic Card Access System (1 card panel with 2 readers )

™) Copy from cumert job

(7) Create by reading panels on the network

[ ok || Ccancel

Figure 14. Create New Job

Enter the following parameters about the Job:

Job name.Enter the Job name. This entry must be unique.

Description. Provide a description about theb. This field is mandatory.
Created by.This field is read only and is set to the user when they log in.

Create from a template.Select from an existing template. From this
template you may add or modify components.

Copy from current Job. Select this option to copy information from the
current Job. From the copy you may add or modify components.

Create by reading panels on the networkSelect this option to have the
Configurator automatically retrieveformation from all of the networked
panels and components. To use this option you must be connected to the
network.

Click OK to create the new Job and return to the configuration window,
or click Cancelto exit without saving the changes.
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Provide details about Job modifications

1. Selectob from the Left Pane. The Job Details appears on the Right
Pane.

Job Detail Configuration

Job name |Test job

Description

Last Modified Location
Modfied by Address | |
Created by Province/State | |
| |

Country

Time Zone
[ Enable long names { for TX3 Touch units only } Use time zone Sl

Use daylight saving time

Figure 15. Job Detail Configuration

2. Provide a description about the Job inBlescription text area.

3. If you have the Configurateersion 2.0.0 or later, seldeéhable long
namesto allow TX3 Touch Screens to display names up to 60 characters
long.

4, Enter a location for the job undeocation.

5. UnderTime Zone, select your time zone and seldse daylight saving
time if necessary. When you send the job to the panels, the panels’
clocks will be adjustedcaording to this time zone.

Note: If the job ha€Enable long namesselected (see section 2.11.1),
then the names are shortened ®fttst 15 characters when you
get the job. If you want to preserve the long names, do né&eise
Job.

2.11.2 Open an Existing Job

You may open a stored Job and caange existing coijurations. These
changes are immediatedaved to the database.
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Open an existing Job

1. To open an existing Job, seléde/Open Jobfrom the Menu Bar. The
Open Jobwindow appears.

Select a job to open

Name Modified Modified By -
new jobs 6/26/2009 11:37... |administrator
new jobd 6/23/2009 710 ... |administrator
new job3 6/23/2009 6:05 ... | administrator
new job 2 6/23/2009 6:42 ... |administrator
new job 6/23/2009 3:45 ... |administrator

Sample Telephone Access Job 6/23/2009 6:50 .

Sample Card Access job £/8/2009 5:11 PM | administrator -

Description
A nice condo with 1 lobby

) o

Figure 16. Open Job

2. Select a Job and cli€BK, or click Closeto exit without saving the
changes.

Delete an existing Job

1. To delete a Job permanently from the database, select the Job from the
list and clickDelete A confirmation window appears.

2. Click Yesto confirm the deletion d¥o to exit and return to the previous
window.

2.11.3 Back up a Job

To backup a Job you must first define the location of the backup folder. You
may back up Jobs and event logs to tbider. Backup files have the extension
3.

Back up a Job

1. Selectrile/Backup from the Menu Bar.
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The Backup Jobs window appears.
( Backup Jobs ﬁ

@ Backup all jobs [ Include event logs

) Backup cument job only

Folder to store backup files
C:\Program Files (86)"Mircom Technologies T3 Corfigure Browse

IPu.rto Backup I [ Backup Mow ] I Close I

Figure 17. Backup Jobs

Enter the following parameters about the Job:

Backup all jobs. Select this option to back up all Jobs in the database to the
backup folder.

Backup current Job only. Select this option to back up only the current
Job to the backup folder.

Include event logs Select this option if the ewt logs are to be backed up
as well.

Folder to store backup files.Select a folder to store the backup files.

Click Backup Nowto back up all jobs or the current job, depending on
which option you selected.

Set up an automatic backup

If you enable automatic baggs, the Configurator automatically backs up all
jobs ever day at the time that you spedhe backups are deleted after the
number of days that you specify.

Note: Automatic backups are savedtire same directory that the
Configurator is installed irBy default the location is:
C:\Program Files (x86)\Mircom Technologies\TX3
Configurator\Backup
This location cannot be changed.

1. Selectrile/Backup from the Menu Bar.
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2. Click Auto Backup to set up an automatic backup.

Auto Backup

=

Auto Backup

Diaiby:
For 10

days

Starting Time:
02:00 AM

-

-

Figure 18. Auto Backup

3. Enter the following parameters:

Auto Backup. Select this option to enable an automatic backup.

Daily. Select the number of days that the backup will be stored for. For
example, if you seledt0, then the Configuratordeps back ups for the past
10 days. Backups older than 10 days are deleted.

Starting Time. Specify the time of day when the Configurator should

make the backup.

4. Click OK.
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2.11.4 Restore a Job

You can restore previously saved Jobs.

Restore jobs

1. Disconnect from the network and seleit¢/Restorefrom the Menu
Bar. The Job Restore window appears.

Sulepel Juli Fike)s] e Basziun e

i) =R UEEE]
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- By awe.
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i bark . K
bark® .- |
Ll et ]
i Teck™." kI
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badkd,- 71

{E et 5

hark-".001

- i
i H i =

h_‘. I =reve LE!

tHox b I o=l bmwe o o0 - el

Figure 19. Select Job File to Restore

2. Select one or more backup fikesrestore. Backup files have tha
extension.

Note: Restore will overwrite open Jobs with the same name.
Consequently, saving this Job vallerwrite the Job with the same
name in the database.

The main Job file has the extensit®) and other associated files
have the extensioix3. Thesetx3 files must be in the same folder
as thet3 file.

3. Click Opento restore the Job @ancelto exit and return to the previous
window.

2.115 Validate a Job

The Configurator automatically validated@b when it is serib the panels, but
you have the option to manually validate a Job before sending it to the panels.
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Validate a Job

1. Click File > Validate Jobh. If there are any errors, an error message will
appear.

2. If there are no errors, clickend and Exitfrom the Tool Bar to apply the
settings and exit the session.

2.11.6 Send Jobs to Panels

There are two ways to send a Jolatganel. Once panel connectivity is
established, you can send the current Job configuration to an individual panel
by clickingSend to Single Panebr to all panels by clickin§end Job to

Panels

To reduce programming time, the Configurator determines the minimal set of
configuration changes to send. Sendingpb to all panels only sends the
individual changes. For example, modifying a resident record sends only that
record to the panel.

Sending a Job to a single panel sendsfatlie configuration information to that
panel including any modifications.

The Configurator does not send the entire configuration to a panel unless:

. the user has modified the configuration from the front panel or
. a new panel is added to the Job

Send to all panels

1. Click Sendfrom the Menu Bar.

2. Proceed with another configuration or cl®énd and Exitfrom the Tool
Bar to apply the settings and exit the session.

Send to a single panel
1. Right click on a panel in the Job tree and s&ecid to Single Panel

2. Proceed with another configuration or cl#énd and Exitfrom the Tool
Bar to apply the settings and exit the session.

2.11.7 Geta Job

When retrieving a Job, the Job treads information directly from the panels
currently connected to the network and adds panel®tdai automatically.

Panels do not store the user proiiiiformation. In these cases panels use
default information. For a description uder profiles see section 8 and section
7.7.
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Get a Job

Note:

If the job ha€Enable long namesselected (see section 2.11.1),
then the names are shortened ®fttst 15 characters when you
get the job. If you want to preserve the long names, do né@eise

Job.

Note: After you get a job, residents’ email addresses will be blank. If you
want to preserve email addresses, do noQetelob.

1. SeleciGet from the Tool Bar. The Get Job from Panels window appears.

Get Job From Panels &J

A job is defined as a collection of panel corfigurations stored in the database.
‘You can create or update a job by reading corfigurations from the panels.
Please select the following options:

) Create a new job by reading from panels
@ Create a new job by reading from panels defined in cument job

) Update cument job by reading from panels defined in cument job

[] Scan network to detect new panels

ok | | Ccancsl

Figure 20. Get Job From Panel
Select the following parameters:

Create a new job by reading from panelsScans the network for panels
and uses their configation information to create a new Job. Buoan
network to detect new panelgheck box is automatically checked.

Create anew job by reading from panels defined in current jobiCopies
the current Job and creates a nelwld@ased on the existing JobSkEan
network to detect new panelss checked, new panels information is also
retrieved.

Update current job by reading from panels defined in current job.
Overwrites the existing information with the retrieved panel information.

Scan network to detect new paneldf selected the software scans the
network for any new panels and reads their configurations.

Click OK.
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2.12 Import Residents and Cards

You can import resident and card infation from a JSON file or a Microsoft
Excel (version 97 and above) spreadsheet. The file can contain resident
information, card iformation, or both.

Note: The first row in the spreadsheet must be the row header. Delete any
blank rows above the header.

In order to import residents,&hob must contain at least one
telephone access panel. In ordeintport cards, the job must
contain at least one card access panel.

Import residents and cards
1. Click File, then clickimport .

2. Navigate to the Excel or JSON file that you want to import, then click
OK.

Thelmport window appears.

o mport (o]
Source Fie Column Mappings mport Prview
F1 MName [ " & Resident/Card Dial Cod Phone 7
J|| Name =M Name e Number
Aegisthus 3= Dol Gode 3 -
s o | Phone bumber Frm— Fr—— % e
| 5 SIPusername foptional) Not Selected = Aempe 6 i
e~ i e Agsmemnion 4 111114
— W i Alcibiades 7654 1111115
ne Billen s Code (optionl
P . Bepjons Codo % Anne Bullen 43 1111116
iclea
Phone Line Corfiguration T R e
Aphrodits 3| Comestopmd Panell (Lobby) =
= 7 Aphrodite 7 111118
ollo Panel phone fine
; Line WADC) i, Apollo 4562 1111119
Ares 5
Validation Erors Mres 742 1111120
Adtermis 4
.Ath = Artemis 634
ENa
Press 0K to Validate T B prepT
Atrsus 2
— — - Atreus 65 1111123 %
<[ S oy p— n - ¥
=

|
D

A. Source File B. Column Mappings C. Import Preview D. Validation Errors

Figure 21. Import
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The left pane shows the source fildne middle pane shows the column
mappings, and the right pane shows ltbevdata will be structured after
it is imported.

3. In theColumn Mappings pane, click the menu beside each category,
and select the column in the spreadshiestcontains the data for that
category.

For example, if the phone numbeare in a column calletelephone
then selectTelephonein the menu beside@hone Numbert

4, After you have associated the colunmthe spreadsheeiith the correct
categories, cliclOK.

The card and resident information is imported.
Errors appear in at the bottom oétmiddle pane, in the section labelled

Validation Errors . Cells containing errors ehighlighted in the right
pane.

Correct errors

1. Move the mouse overdhighlighted cell in th right pane to see the
details of the error.

2. Click the highlighted cell, theenter the correct information.

3. Click OK.

Upgrade Firmware

There are 2 ways to upgrade firmware:

* Use the Firmware Upgrade Wizard (see 2.13.2) to install firmware on 1
panel over USB. Use this method if the firmware is corrupted.

Note: The Firmware Upgrade Wizard doest upgrade firmware on the
TX3-T10. Use the Network Firmware Upgrade instead, or see LT-
6767 TX3-T10 Series User Manual for other options.

. Use the boot loader firmware file with the Firmware Upgrade
Wizard. The bootloader version tBis in the file name, for instance
TX3_IP_CA BL_v3-4-15.bin

» Use the Network Firmware Upgrade (section 2.13.4) to upgrade many
panels on the same network at once.
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. Use the firmware files witho®BL in the file names with the
Network Firmware Upgrade.

. At least one panel on the network must have firmware version 2.0.0
or higher installed.

. The new firmware files must be version 2.0.0 or higher.

2.13.1 Back up the Job befo re Upgrading the Firmware
The firmware version rmaber consists of tkee digits, for instanc®.1.26 The
first digit (3 in this case) is the majmvision, and the secdrdigit (1 in this
case) is the minor revision. When tm@jor or minor revision changes (for

instance 3.1.26 to 3.4.0), then the couafagion is deleted on all the panels that
are upgraded. For this reason, backhgjob before upgrading the firmware.

2.13.2 Firmware Upgrade Wizard

Use the Firmware Upgrade Wizard tatall firmware on 1 panel over USB.

Go to the Mircom web site for the latest firmware.

Note: The Firmware Upgrade Wizard does not work with
TX3-CX-1, TX3-CX-1NP, and TX3-T10.Instead, use the
Network Firmware Upgrade in section 2.13.4.

Ensure the USB cable is directignnected to the USB port on the
controller.

Upgrade the firmware with the Firmware Upgrade Wizard

1. Click Connecton the Tool Bar to connect to the panel, then ¢liek on
the Tool Bar to get the Job.

2. Click theDisconnecticon in the Tool Bar.
The Configurator is disconnected from the panel.

3. Click Tools/Firmware Upgrade Wizard from the Menu Bar.
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The Firmware Upgrade Wizard window appears.

Firmware Upgrade Wizard

Welcome to the Firmware Upgrade
Wizard

Thiz wizard will guide you through the steps of upgrading the
firemare of your system

Please follow each step carefully.

Select the fimware file

C:\Users\jandersbn'\Desktop'Wersion 3.4.15\TX3 Browse

Press "Next' to continue.

| <Back |[Nm>][ﬂa’md]

Figure 22. Firmware Upgrade Wizard

4. Browse to the firmware file and select it.

The firmware file must be the bblmader version. The boot loader

Note:
version ha8BL in the file name, for instance
TX3_IP_CA_BL_v3-4-15.bin

5. Click Next.
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Follow the instructions in thFirmware Upgrade Wizard window.

Firmware Upgrade Wizard

Erasing current finmware. '

1. Connectthe USB cable from your PC to the controller to be upgraded

2. Turn off the power to the controller. Disconnect backup battery if presence
3. Short jumper JW1 and JW2 { press 'Help' for jumper locations )

4_Turn on the power and wait for 15 seconds

5. Turn off the power

6. Disconnect jumper JW2

7. Turn on the power

Press "Mext' to continue.

<Badc|Ne:¢:>| Cancel

Figure 23. Firmware Upgrade - Erasing Current firmware

Complete the procedure and clikxt. The Program new firmware
window appears.

Firmware Upgrade Wizard

Hrogram new himmware '

1. Press "Send’ to send the file to the controller.

Ifthe Send button is disabled. You must press ‘Back’ and repeat the steps again.

= Back Neod I Cancel |

Figure 24. Firmware Upgrade - Program new firmware
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8. Click Sendto send the firmware to the panel.
9. Click Next to complete the upgrade.

10. Follow the instructions in the Firmware Upgrade Wizard window.

Firmware Upgrade Wizard

Bunnimg new finmware

1. Turn off the power

2. Disconnect jumper JWw1

3. Turn on the power. Reconnect backup battery.

4. Check if the controller starts up. If not, press 'Back’ to repeat the steps again.

Press Finizh' to exit wizard.

[ «Back |[ Finish | [ Cancel |

Figure 25. Firmware Upgrad e - Running new firmware

11. Disconnect the USB cable from tt@ntroller and connect it again.
12. Click Connecton the Tool Bar to connect to the panel.

13. Click Sendon the Tool Bar to send the Job back to the panel.

2.13.3 Troubleshoot the Firmwar e Upgrade on a 64-bit Computer

If you have a 64-bit computer and Windows 7, 8, or 10, anNéxébutton on
the firmware upgrade window is grayedt, follow the irstructions below.

Troubleshoot the firmware upgrade

1. Ensure that the TX3 controllerpswered on and connected directly to
the computer with a USB cable.

2. On the local PC, clicBtart, then clickControl Panel, then clickDevice
Manager.

3. Click the arrow to expaniorts.
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If you see a driver calleBossa then Windows has picked the wrong
USB driver. Follow the instruains below to upgrade the driver.
5 Intel(R) Centrino(R) Advanced-MN 6205
{5 VirtualBox Host-Only Ethernet Adapter
w |5 Other devices
i Mass Storage Controller
7 Unknown device
| N~ "7 Ports (COM & LPT)
f 2" Bossa Program Port (COMS)

ECP Printer Port (LPT1)

= Print queues
|

Figure 26. Device Manager showing Bossa driver

Upgrade the USB driver
1. Right-clickBossaand clickUpdate Driver Software.

2. In theUpdate Driver Software window, clickBrowse my computer
for driver software.

1l Updste Driver Software - Bossa Program Port (COMS)

How do you want to search for driver software?

—> Search automatically for updated driver software
Windows will search yeur computer and the Internet for the latest driver software
r device, unless you've disabled this feature in your device installation

— Browse my computer for driver software
Locate and install driver software manuzlly.

Cancel

Figure 27. Browse my computer for driver software
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3. Click Browse

X
€ ||l Update Driver Software - Bossa Program Port (COM3)
Browse for driver software on your computer
Search for driver software in this location:
i 3 i i i | Browse...
[ Include subfolders
—> Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.
Cancel

Figure 28. Browse for driver software

4, Navigate to this folder:
C:\Program Files (x86)\Mircom Technologies\
TX3 USB Drivers 64-bit\SAM-BA Firmware Upgrade

5. SelectSAM-BA Firmware Upgrade and clickOK.

Browse For Folder *

Select the folder that contains drivers for your hardware.

Microsoft.NET ~
v Mircom Technologies
TX3 Configurator

W T cp o 24 Lo

SAM-BA Firmware Upgrade
SR

nacn. i

< >

Folder: SAM-BA Firmware Upgrade

Cancel

Figure 29. Browse For Folder

Do you see a window saying that thest driver software is already
installed (Figure 30)?

If yes, clickCloseand go to step 6.
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If no, Windows installs the software. Go to step 8.

€ || Update Driver Software - Bossa Program Port (COMS)

The best driver software for your device is already installed
Windows has determined the driver software for your device is up to date.

Bossa Program Port

Close

Figure 30. The best driver so ftware is alre ady installed

6. Go back to step 1 undgpgrade the USB driveron page 51 and follow
the instructions. At step 3, do not cliBkowse Instead, click.et me
pick from a list of device drivers on my computer

“« Wl Update Driver Software - Bossa Program Port (COM3)

Browse for driver software on your computer

Search for driver software in this location:

es (x86)\Mircom Technologies\TX3 USB Drivers 64-bit\USBToSerial i Browse...

Include subfolders

—> Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

Figure 31. Let me pick from a list of device drivers
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7. SelectAT91 USB to Serial Converterand clickNext.

€ || Update Driver Software - Bossa Program Port (COM3)

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Next. If you have a

- disk that contains the driver you want to install, click Have Disk.

-

Show compatible hardware

Ldoclel

L B4 AT91 USB to Serial Converter I

L4USB Serial Device

_aj This driver has an Authenticode(tm) signature. Have Disk...

Tell me why driver signing is important

Cancel

Figure 32. Select the device driver you want to install

Windows installs the driver software.

8. Click Close

[ Update Driver Software - AT91 USB to Serial Converter (COM3)

Windows has successfully updated your driver software
‘Windows has finished installing the driver software for this device:

AT91 USB to Serial Converter

Figure 33. Windows has successfully updated your driver
software
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9. Verify thatAT91 USB to Serial Converterappears undd?orts in the
Device Manager.

@ LLL ST ius LunuUnErs
1?_-]. Imaging devices
= Keyboards
ﬂ Mice and other pointing devices
=1 Moniters
v [ Metwork adapters
[} Broadcom Met¥treme 57xx Gigabit Controller
(5} Deterministic Network Enhancer Miniport
E'| Deterministic Metwork Enhancer Miniport #2
(5 Deterministic Metwork Enhancer Miniport #3
E_'I Intel(R) Centrino(R) Advanced-N 6205
E-—" VirtualBox Host-Only Ethernet Adapter
w |im Other devices
| Mass Storage Controller
i Unknown device
K| Portable Devices

v Ports (COM & LPT)
‘? ATS1 USB to Serial Converter (COM3)

T ELD Drinter POm (e

Figure 34. Device Manager
10. Follow the steps in sectionl3.2 to upgrade the firmware.

2.13.4 Network Firmware Upgrade

The Network Firmware Upgrade allowswto upgrade the firmware on many
panels simultaneously. Which panels can be upgraded over the network
depends on the network configuration of your TX3 system and how you
connect to the TX3 syasin (see section 1.1.4).

Go to the Mircom web site for the latest firmware.

Notes: In order to use the Network Firmware Upgrade tool:

« At least one panel on the network must have firmware version
2.0.0 or higher installed.

e The new firmware files must be version 2.0.0 or higher.

Note: If the panel’s firmware is corpied, use the Firmware Upgrade
Wizard instead (section 2.13.2).

Perform a network firmware upgrade

1. Establish a connection from the PC to the TX3 system using one of the
following methods:

. a USB connection to a panel
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. COM port connection to a panel
. a modem connection to a panel
. a connection to the system’s Ethernet TCP/IP network

2. Ensure that all of the panels toupated in the network are powered on.
3. Click theConnecticon in the Tool Bar.
The Configurator is connected to the panel network.
4, Click Get on the Tool Bar to get the Job.
5. Click Panels > Network Firmware Upgradefrom the Menu Bar.

The Network Firmware Upgrade window appears.

Network Firmware Upgrade &J
Select panels to upgrade:
Upgrad Curent il
ggn’i\e Panel Name Fanel Type Address Vegfon Ver?;n Progress
] Panel1 (Lobby) LOBBY_UNIT 1 235 000
] Panel2 (Card) CARD_ACCESS 2 000 000
[ Select All ‘ [ Deselect Al ‘ Select Fimware Files... Upgrade

Figure 35. Network Firmware Upgrade Screen

6. Select the panels on the network to upgrade with new firmware by

selecting the corresponding check boxes on the left.

7. Once the panels on the network have been selectedSelie&t

Firmware Files.
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10.
11.

12.

The Select Firmware Files window appears.

Select Firmware Files K

Lobby Panel File Version: 0.0.0

; ‘ Browse

Card Access File Version: 0.0.0

[ } Browse

Blevator Resitriction File Version: 0.0.0

i Browse

IP Module File Version: 0.0.0

[ ' Browse

T10 Panel File Version: 0.0.0

‘ } Browse
Cancel

Figure 36. Select Firmware Files

Each type of panel on the network uses a different firmware file.

Click Browsefor one of the panel types being upgraded and in the new
window that appears seldtie firmware file to use.

Repeat step 8 for each type of panel being upgraded on the network.
Once completed cligRK.

In the Network Firmware Upgrade window clidbgradeto begin
upgrading the selected panels.

The firmware upgrade processéalseveral minutes to complete. A
progress of each upgrade is shown next to each panel. Once the firmware
has been upgraded, the panel autom#ficastarts. Wait until all panels

have finished restarting before continuing.

Once the upgrade completes, cligndon the Tool Bar to send the Job
back to the panel.

2.14 Log into the Touch Screen Terminal (15 and 22
Inch Touch Screens)

Use the PC TX3 Configurator to perfoath configurations on the TX3 system,
except for the features listed belowadlrer to access the features below, you
must log into the 15 or 2iach Touch Screen itself.

Set the Touch Screen administrator password (section 2.6)
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Save Touch Screen log files (section 2.15)

Change the appearance of a Touch Screen Secondary Node (a Touch
Screen Secondary Node is a Touch Screen connected by RS-485). This
includes all the settings in section 4. You can only change the
appearance of a Touch Screen $elewy Node by logging in to the

Touch Screen either at the terminaby using Remote Desktop (section
4.9).

Test themesQreate or modify themeson page 90)

Enable the Advertising Module (section 4.6)

Print an advertising reporP(int an Advertising Report on page 111)
Calibrate the Touch Screen (section 4.8)

If you need to access one of these features, log into the Touch Screen as
described belowkror all other configurations, use the PC Configurator.

Log in to the Touch Screen terminal

At the Touch Screen terminal, en89299 The administrator password window
appears.

Please enter the password

Figure 37. TX3 Touch Admin Access

1. Enter your administrator password, and then €gk(by default, there
is no password). The Main Window a&ars. You are novweady to begin
configuration.

2. Proceed with youranfiguration or clickSend and Exit from the Tool
Bar to apply the settings and exit the session.

Note: You can log into the Touch 8®=n remotely using Remote

Desktop (section 4.9).
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2.15 Save Touch Screen Log Files

2.15.1 For TX3 Touch Software Versions Prior to 1.2.7

1. From the main touch screen display en®&99'. The administrator
access code window appears.

Please enter the password

Figure 38. TX3 Touch Admin Access

2. Enter the Touch Screen administrgiassword to log in to the system
and pres©OK (by default the there is no password). The main
configuration window appears.

3. In the main configuration window, clicket.
4. After the Configurator s retrieved the job, clidRisconnect

5. Navigate to the File menu and selégit to Windows.

File 1| Edit Panels Reports Tools Help
New Job... T Vi )
& <= w G‘}
Open Job... : :
) L Send Get Send And Exit Help
Validate Job - = -
Touch 58Feen Options
® Backup...
Restare... [
EaliE Layouts Themes Yideos and Banne
Send and Exit ) )
Exit without Send SereenBaonts
Restart Computer
Exit to Windows

Figure 39. Configurator Exit Screen

6. Navigate taC:\Program Files\Mircom Technologies\TX3 Touch

7. Open théataFilesfolder and copy all files with théog extension and
save them to a USB flash drive.

8. Open thdatabasefolder and copy all files inside and save them to a
USB flash drive.

9. Restart the TX3 software.
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2.15.2 For TX3 Touch Software Version 1.2.7 or Later
1. From the main touch screen display eng£99'.

The administrator access code window appears.

Please enter the password

Figure 40. TX3 Touch Admin Access

2. Enter the Touch Screen administrator password to log in to the system
and pres©K (by default there is no password).

The main configuration window appears.
3. In the main configuration window, clicket.

4, Navigate to the Help menu and sekbbut. The About window
appears.

File Edit Panels Reports Tools

v

MNew apen Backup

w# Help Topics

© ©

Purchase Advertising Module... )
And Exit Help

About...

& Touch Screen

Layouts Themes Videos and Banne

Figure 41. Help Menu Navigation

5. In the About window sele&ave Log Filesand save them to a USB
flash drive.

About &l

Mircom T3 Configuration And bManitoring Utility
Wersion 1.2.9 11/2/2011 12:57.58 Pk
Dratabase Version 8.0

IP address 127.0.0.1

Copyright 2011 Mircom Group of Companies.
All rights reserved,

I Save Log Files.. I [ 0k ]

Figure 42. Log Files Save Screen

6. To return to the main touch screen display, dekd and Exit
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2.16 Upgrade the Touch Screen Software on 15 and
22 Inch Touch Screens

1. Contact Mircom customer servicedbtain the latest Touch Screen
software.

2. Copy the Touch Screen software installer to a USB flash drive.
3. Insert the USB flash drive intbe USB port on the Touch Screen.

4. From the main touch screen display en®999'. The administrator
access code window appears.

Please enter the password

Figure 43. TX3 Touch Admin Access

5. Enter the Touch Screen administrgitassword to log in to the system
and pres©K (by default the there is no password). The main
configuration window appears.

6. Navigate to the File menu and selExit to windows.

TX3 Configuration and Administrator Manual 61



M. Mircom

7.

8.

Getting Started

Navigate to the Control Panel.
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Figure 44. Control Panel

SelectUninstall a Program.

ks

@@v@ b Control Panel »

Adjust your computer’s settings

iy  System and Security
. Review your computer's status
Find and fix problems

MNetwork and Internet
M View network status and tasks
- Choose homegroup and sharing options

, [/ Hardware and Sound
View devices and printers
Add a device

= Programs
k b | Uninstall a program

Wiews ke Category =

User Accounts

) Add or remove user accounts
Appearance and Personalization
Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and Region
Change keybeards or other input methods

@ FE

Ease of Access
Let Windows suggest settings
Optimize visual display

@

Figure 45. Uninstall a Program
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9. Double-clickTX3 Touch Entry Phone System
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Figure 46. TX3 Touch Entry Phone System

10. ClickYesto remove the existing software.

hﬂlmﬂ#llhup

; i-, B g it e it b9 sl Tad Temeth Bty Phect Sitirn?

It e, o rot thiows mop bhi e b | T | | He |

Figure 47. Uninstall TX3 Touch Entry Phone System

11.  After the software is removed, click the back ar{gv ~ to go back to the
Desktop.

12. Navigate to the USB flash drive, and drag the new Touch Screen
software installer to the desktop.
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Double click the new Touch Screefftaare and follow the instructions
to install it.

=X

‘_’@ T3 Touch Entry Phone Systerm

Welcome to the TX3 Touch Entry Phone
System Installer

This installer will install T3 Touch Entry Phone System on your
computer. To continue, dlick Mext.

MIMIMUM SYSTEM REQUIREMENTS:
Sindows XP SPZ f Wiska, S12M RAM, 1GHz CPU, S00M disk
sparce, 1 USE part f COM part,

Mext = ] [ Cancel ]

< Back [

Figure 48. The first window of the TX3 Touch Screen software
Installer

After the new software is installethe Configurator software starts.

Verify that the job is complete, and cliClonnectto test the connection
to the Touch Screen.

Quit the Configurator software.

Double-click thdrestart icon on the desktop to restart the Touch Screen.
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Figure 49. Restart the Touch Screen

64 TX3 Configuration and Administrator Manual



° Getting Started
4. Mircom' g
2.17 Shut Down the TX3 Touch Screen

Shut down the TX3 unit from the touch screen

1. From the main touch screen display en@&99'. The administrator
access code window appears.

Please enter the password

Figure 50. TX3 Touch Admin Access

2. Enter the Touch Screen administrggassword to log in to the system
and pres©OK (by default the there is no password). The main
configuration window appears.

3. Navigate to the menu bar along the top and seleéiildenenu.
4, In the menu that appears selgbtit Down and selecEhut Down again.
5. Confirm your selection when the pop-up window appears.

The Configurator software shuts down followed by the Windows
environment and the hardware.

Note: Do not disconnect the power until the full shut down process has
been completed.
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Add and Connect to a Panel

The TX3 Configurator lets you connect to any panel on the network. Once you
connect to a panel, you can monitor aodfigure activities of all controllers
connected to the TX3 network and add resident and card information.

This chapter explains

. Add a Panel
. Change a Main Node’s IP Address

. Connect to a Panel
. Send the Job
. Disconnect from a Network
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3.1 Add a Panel

The first step in setting up the panel is to add the panel to the network. Once a
Touch Screen, Card Access or Telephone Access panel is added to the network,
access configuration information can be entered.

Note: When adding additional panelsseme the selected panel matches
the panel and model you wish to connect to.

For information about the installation of the Telephone Access and Card
Access Systems, refer to the manuals shipped with the system and on the
Mircom website (www.mircom.com).

The procedure for adding panels differs slightly depending on how you are
connecting to your TX3 system. If you a@nnecting directly to a panel (using
a modem, the USB port, or a COM poft)llow the instructions in section
3.1.1. If you are connecting to a TX3ssgm with Main Nodes and Secondary
Nodes on an Ethernet TCP/IP network, see section 3.1.2.

General information on how TX3 devices can be connected together (RS-485,
Ethernet, or both) can be found in section 1.1.4.

3.1.1 Add Panels Using a Mode m, USB, or COM Connection

When you connect to a panel using a modem, USB, or COM connection, you
can add that panel as well as any other panel connected to the same RS-485
network to your job. In order to add a panel to your job, you need to know both
the RS-485 network address and model of the panel.
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Add a panel to the network

1. Right click anywhere on the tree and sefeid Panel The Add Panel
window appears.

Add Panel (3]
Label Panel3 (Lob
i

Panelmodel  [TX3-120/2004 (420LCD) |

Find

[ Add ] [ Close

. A

Figure 51. Add Panel

2. Provide the following information:
Panel model.Click the drop down list and select a panel.

Address. This field displays the remaining available panel addresses.
Click the drop down list and selecetpanel address. Ensure that this
address matches the panel address.

Label. Provide a name for the panel.

3. Click Add to add the panel and return to the configuration window, or
click Closeto exit without saving the changes.

3.1.2 Add Panels Using a TCP/IP Connection

If you connect to your TX3 system using a TCP/IP network connection, you
can add any of the panels in the TX3teyn to your Jobyhether they are
connected directly to the Ethernet TCP/IP network (Main Node) or they are
connected to an RS-485 network (Secondary Node). You can also use the TX3
Configurator to change the IP addres#lain Nodes once they have been

added to your Job.
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3.1.21 Add a Main Node

Note: If you are having problems adding nodes to your Job, there may be
another program using the TCP/IP ports that the TX3 system
communicates on. See section fb2information on what ports

the TX3 system uses.

Note: If you cannot find the panel, then it might have a static IP and be on
a different subnet. Follow thastructions in section 3.2.

Add a Main Node panel to your job
1. Connect your PC to the TX3 sgst’'s Ethernet TCP/IP network.

2. Right click anywhere on the tree and sefed Panel The Add Panel
window appears.

Add Panel 3]
Label Panel] (Lobby)
i

Panelmodel  [TX3-120/2004 (420LCD) |

Master Node: I{This is Master) 'l

Master Node Details

IP Address 192.168. 1 .10 Find

MAC Address

[ Add ] [ Close

w

Figure 52. Add Main

3. Selec{(This is a Master)from theMaster Nodelist.

Note: In the Configurator, the ternMaster andMain are equivalent.
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4, Click Find. The Find IP Panel window opens. This window shows all the
Main Nodes on the TCP/IP network.

' ” ™y
Find IP Panel i8]

Please select a panel below:
RS485  Fimware =
Panel Type Model A Vs, MAC Address IP Addregss  ~ —
Telephone Access System 00:07:32:25:77C9 10.10.8.112
Telephone Access System T*3-Touch | 11 2315 00:07:32:25:77CB 10.10.8.126
Telephone Access System T¥3-Touch 12 208 00:07:32:23:40:3C 10.10.8.142 2
Telephone Access System T¥3-200-8 (R0 LCD) 13 2315 00:04:A3:61:B222 | 10.10.8.151
Telephone Access System T*3-Touch i} |D.D.D 00:07:32:22:-A8:86 10.10.8.153
Telephone Access System T¥3-Touch i} 000 00:07:32:24:87:57 10.10.8.162 Il
Telephone Access System T*3-Touch 10 2038 00:0B:AB:5F:CA:9F |(10.10.8.176 -
| ScanAgan | [ ok | | Cancel
W o

Figure 53. Find IP Panel

5. Select the Main Node you want to add to your job, and then@Hkck
6. In the Add Panel window, clickdd.

Note: If you cannot find the panel, then it might have a static IP and be on
a different subnet. Follow the instructions in section 3.2.

3.1.2.2 Adding a Secondary Node
Notes: Before you can add a Secondary Node to a job, you must first do
the following:

¢ Add the Secondary Node’s Main Node to the job.
¢ Record the RS-485 address and model of the Secondary Node.

Add a Secondary Node panel to your job

1. Right click anywhere on the tree and sefaid Panel The Add Panel
window appears.

2. From theMaster Nodelist, select the panel that is the Main Node of the
panel you want to add.

3. Provide the following information:

Panel model.Click the drop down list and select a panel.
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Address. This field displays the renv@ing available panel addresses.
Click the drop down list and select thanel address. Ensure that this
address matches the panel address.

Label. Provide a name for the panel.

4. Click Add to add the panel and return to the configuration window, or
click Closeto exit without saving the changes.

3.1.3 Delete a Panel from the Network

Deleting a panel from the networkmoves it entirely from the system.
Configuration information insidéhe panel remains unchanged.

Delete a panel from the network

1. Select the panel, and then seledit > Delete The Delete Panel window
appears.

2. Click Yesto confirm the deletion d¥o to exit and return to the main
window.

3.2 Change a Main Node’s IP Address

You might need to change a non-Touch Screen Main Node’s IP address when
you are adding the panel to a new network, or when the panel was turned on for
the first time with DIP switch 8 on.

Notes: Before you change a Main Node’s IP address:

» If you are having problems changing IP addresses, there may
be another program using the TCP/IP ports that the TX3
system communicates on. Seetiggrl.2 for information on
what ports the TX3 system uses.

* Youcannotchange the IP address for a 15 or 22 inch Touch
Screen panel using the TX3 Configurator. 15 or 22 inch Touch
Screens are configured to use DHCP to get their IP addresses.

3.2.1 Static or Dy namic IP Address

For non-Touch Screen units with an IP Module installed, DIP switch 8
determines how the IP address is assigiiSee LT-969 TX3 Telephone Access
System Installation and Ogion Manual for details.)

. DIP switch 8 OFF: The IP address is assigned using a DHCP server.
This is the default factory setting.
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. DIP switch 8 ON when it was previously OFFThe IP address is static
and is set to the last IP addsghat was assigned to the panel.

. DIP switch 8 ON when the panel isurned on for the first time: The
IP address is static and is set to:

* 0.0.0.0 (for card access firmware lower than 3.1.26, lobby firmware
lower than 3.0.45, and elevator regton firmware lower than 3.1.14)

e 192.168.3.1 (for card access firmwa&ré.26, lobby firmware 3.0.45,
elevator restrictin firmware 3.1.14)

* 192.168.1.74 (for card access, lobhyd @levator restriction firmware
version 3.4.x or higher)

If the panel is turned on for the fitsine with DIP switch 8 on, then follow the
instructions below to change the IP address.

3.2.2 Try to Discover the Panel
1. SelecfTools > IP Change Toal
The IP Change Tool window appears.

IP Change Tool - - “ e - S5

Warning: If you change the IP Address of a panel, please make sure to
update the IP Address of the panel in your job file.

Flease select a panel below:

Panel Type Mode! Ejjrg‘:s 32?;‘;?? MAC Address IP Address
XICH2 | 2 1. OD:1ECOSB:86:BA | 192.168.3.1
Telephone Access System | TX3-Touch 1 (3035 |00:07:322487:97 10108173 |
Telephone Access System | TX3-Touch (12 |204 |wo7az2eap7 0108185 |5
Telephone Access System | TX3-2000-4 (420 LCD) 41 (2045 |oodEcose2cac 10108253 ‘
.Car\:l Access System . iTX}CX—‘I {1 Ii)oor 2 Readers) “E‘I I 31.26 I 00:1E:C0:8B:0E:DD :.‘I 0.10.8.58 .
Telephone Access System | TX3-Touch Ik (3044 [o00732235825 | 10109108
Telephone Access System | TX3-Touch 1 [3045 |o0o7az2s77ce w0081 |-

L
Mew P Address:
[ Scan Again ] [ QK ] [ Cancel

Figure 54. IP Change Tool

If you can see the panel, go to section 3.2.4.

If you cannot see the panel, go to section 3.2.3.

3.2.3 Configure your PC so th at it is on the Same Subnet

If you cannot see the panel in the IP Change Tool, then you must configure
your PC so that it is on ¢hsame subnet as the panel.
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Connect your PC to the TX3 sgst’s Ethernet TCP/IP network.

Add and Connect to a Panel

Center.
3. Click Local Area Connection

4. Click Properties.

Click Start, thenControl Panel, then open thiletwork and Sharing

#

U Local Area Connection Status [ﬂ
General
Connection
IPw4 Connectivity: Internet
IPwi Connectivity: Mo Internet access
Media State: Enabled
Duration: 0o:12:49
Speed: 1.0 Gbps
Activity
Sent L‘M! Received
L4
Bytes: 234,355,415 212,539,565
l '&'Eroperh’es ] @gisable ] [ Diagnose ]
Figure 55. Local Area Connection
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Add and Connect to a Panel

Double-clickinternet Protocol Version 4

[l Local Area Connection Properties

eS|

Networking | Sharing

Connect using:

I_I? Intel(R) 825780M Gigabit Network Connection

This connection uses the following tems:

% Client for Microsoft Metworks

o= \ituzlBox Bridged Networking Driver

o= 1305 Packet Scheduler

Q File: and Printer Sharing for Microsoft Networks

L L

1 = e W

B Intemet Protocol Version 4 (TCP/IPv4d) j
e o e e L b Driver
& Link-Layer Topology Discovery Responder

e

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Figure 56.

Local Area Connection Properties
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The Internet Protocol Version 4 window appears.
Internet Protocol Version 4 (TCP/IPv4) Properties [ 2 iz-l\

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically

(@) Use the following IP address:

IP address; 192,168, 1 . 10
Subnet mask: 255 .255.255. 0
Default gateway:

Obtain DNS server address automatically
i@ Use the following DNS server addresses:

Preferred DS server:

Alternate DMNS server:

[T validate settings upon exit

l OK. ] ’ Cancel ]

Figure 57. Internet Protocol Version 4

6. Make a note of the settings in the window. You will need this
information to set the PC babk its default settings later.

7. SelectUse the following IP addressand enter the following
information:
IP address:192.168.1.10 (firmware vers 3.4.x) or 192.168.3.10
(firmware version 3.1.26)
Subnet mask:255.255.255.0

8. Click OK and continue to section 3.2.4 below.

3.2.4 Change the Panel's IP Address
1. In the Configurator, click theetwork node.
2. Enter the following information in order to configure the panel for the

destination network (the network that the panel should be on).

Mask: The subnet mask of the destination network. Consult the network
administrator.

Gateway IP: The IP address of the gateway for the destination network.
Consult the network administrator.
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This information will be sent to the panel when you change the IP
address in the steps below.

HNetwork Configuration
PC connection TCP/IP N
Details
Mash: 256 . 285 0 252 . 0
Gateway IP: m . 1m0 . 8§ . 5

Mew IP Range
Start: 192 0 1.2 . 1 . 10
End: 152 0 1.2 . 1 . 50

Figure 58. Network Configuration

3. SelecfTools > IP Change Toal

The IP Change Tool window appears.

IP Change Tool — - — - — =5

Warning: If you change the IP Address of a panel, please make sure to
update the IP Address of the panel in your job file.

Flease select a panel below:

Panel Type Modsl R5dd> Tmware  aC Address P Address
| TX3LX-2 (2 Doors 2 Readers) OD:1ECO:8B:86:BA | 152.168.1.74
Telephone Access System iTXEI—Touch 1 3035 00:07:32:24:B7.57 10.10.8.173
Telephone Access System ITX}Touch 2 3044 00:.07:322E:4D:77 |10.10.8.195 3
Telephone Access System TH3-2000-4 (20 LCD) 41 3045 00:1E:CO:8B:2C:2C | 10.10.8.253
Card Access System TX3ICX¥-1(1 Door 2 Readers) &1 3126 00:1E:C0:8B:0E:DD |10.10.8.58
Telephone Access System TA3Touch 1 3044 00:07:32:23:5B:25 10.10.5.108 T
Telephone Access System T¥3FTouch 1 3045 00:07:32:25:77.C9 10.109.123 -
! New IP Address:
[ Scantgan | [ ok | [ Cancel

Figure 59. IP Change Tool

4, Select the panel that you want to change the IP address for.

5. Enter the new IP address in tdew |IP Addressbox.
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6. Click OK.
7. If you have firmware version 3.1.26 or higher:
a. If an error message appears saldngble to assign new IP

address. Not responding to pingclick OK. This message appears
because the PC was configured to the panel's subnet mask, and that
subnet mask has now changed.

b. Follow the instruction in section 3.2.3 to restore the PC’s TCP/IP
information to the default. Conk your system administrator for
assistance.

8. In the IP Change Tool, clickcan Againand make sure that the panel
appears.

9. Click Connectfrom the Tool Bar.

10. ClickSend

3.25 Change the IP Address in the Job File

If the panel is already in your Job, youshalso change its IP address in your
Job file by doing the following.

1. Open your Job file.

2. Select the Main Node whose IP address you changed using the IP
Change Tool.

3. Enter the Main Node’s new IP address in the IP address box.

Figure 60. IP address

4, Click Connectfrom the Tool Bar.
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5. Click Send

Connect to a Panel

The network configuration option letsy set the parameters required for the
PC to communicate with a single panel or a nekvadpanels using a COM
port, Modem, USB, or TCP/IP connection.

Note: Whenever configuring a netwqrfirst disconnect from that
network.

Each controller must be set with a level 3 passcode. By default this passcode is
3333

Note: The level 3 panel passcode must match the network passcode in
order to connect to that panel.€llevel 3 passcode is initially set
at the panel (except for the TX3-T10).

When a panel is successfully connectethessage displays in the Lower Pane
Online Events indicating it is currentbyline. If unsuccessful an error message
appears.

Once connected, the Connect toolbar button showstmméctedicon and
you can begin adding resident and card information.

Establish a network connection
1. If connected, Cliclbisconnectfrom the toolbar.
2. Establish the USB, COM, modem, or TCP/IP connection from the PC to

the controller (USB or COM portjelephone line (modem), or Ethernet
network (TCP/IP).

Note: When using an RS-48®nnection selec€OM Port from the PC
connection list.
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3. Click Network. The Network Configuration window appears.

Figure 61. Network Configuration

4. Select the type of connéart you are using from theC Connectionlist.

5. Click Advanced The Advanced Network Setup window appears.

Figure 62. Advanced Network Setup

6. Enter the following parameters:

Network passcodeThe network passcode is used for logging into each
panel. All panels on the network must use this passcode as their highest
level passcodes.

Network timeout. The timeout is the time treoftware will wait for each
panel to respond to a communicatemmmand. Increasing this value
may help when there are many communication errors.

7. Proceed with a COM port, model$SB, or TCP/IP configuration as
described in the following sections.
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3.3.1 Connect Through the COM Port

Connect to a panel using the COM port

1. SeleclCOM Port from the PC connection list. The Port Details window
appears.

Figure 63. Network Configuration - COM Port

2. Select the COM port number. The speed is fixed set at 115200 baud.
Data bit settings are fixed at parity, 8 data bits and 1 stop bit.

3. Click Connectfrom the Tool Bar. Once connected the connection icon
appears.

Figure 64. Connection Status Icon - Connected
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3.3.2 Connect Though a Modem

Connect to a panel using the modem

1. SelectModem from the PC connection list. The Modem window
appears.

Figure 65. Network Configuration - Modem

2. Enter the following parameters:
Modem. Select a modem currently configured into the PC.

Phone #.Provide the telephone number the panel is connected to. If
necessary use a comma for a pause.

Note: The pause length depends on the type of modem.

Extra initialization commands. Provide any extra modem initialization
commands. The characters "AT" are automatically added before the
initialization commands. Refer to the manufacturer's modem
documentation for additional information.

3. Click Connectfrom the Tool Bar to connect.
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3.3.3 Connect Through USB

Connect to a panel using the USB port

1. SelectUSB from the PC connection list. The USB window appears. The
connection automatically establishee®d no settings are required. The
software looks for the USB to the swvirtual COM port configured on
the PC. The speed and data bit settings are the same as the COM port

option.

Figure 66. Network Configuration - USB
2. Click Connectfrom the Tool Bar.

3.34 Connect Through TCP/IP

Note: If you are having problems connecting through TCP/IP, there may
be another program using the TCP/IP ports that the TX3 system
communicates on. See section 1.2 for information on what ports

the TX3 system uses.
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Connect to a panel using a TCP/IP network

1. SelecfTCP/IP from the PC connection list. The TCP/IP window
appears.

Figure 67. Network Configuration - TCP/IP

2. Enter the following parameters:
Mask. The subnet mask of the network that the job is connecting to.
Gateway IP.The IP address of the gateway on the network.

3. If you are using a range of #ldresses in your network, in tNew IP
Rangesection, enter the following parameters:

Start. Starting IP address of your network.
End. Ending IP address of your network.

4, Click Connectfrom the Tool Bar.

3.4 Send the Job

After you have configured the site, yowst send the configuration data to the
TX3 panels. Sending the data to the panels is caiading a job

5. Click Connect from the Tool Bar if you are not already
connected.

6. Click Send
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3.5 Disconnect from a Network

The disconnection process, by pressirggiisconnect icon, is opposite to that
of connection process. The softwargdmut each panel and disconnects from
the communication port.

The disconnection process is also auttica#ly invoked when closing a Job or
closing the software.

Note: Some configuration functions, such as changing the panel address
or model, require you to disconnect from the network. Whenever
you are doing any kind of configuration ensure whether
disconnection from the network is required.

Disconnect from the panel network

1. Click theDisconnectbutton. The Disconnectdo disappears, indicating
that it is ready to connect.

Figure 68. Connection Status Icon - Disconnected

2. Proceed with the configuration.
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4 Configure the 15 and 22 Inch Touch
Screen Appearance

The TX3 Configurator lets you easithange the appearance of the user
interface by setting the sgsh parameters and options.

This chapter explains

Overview

Configure the Touch Screen Appearance
Modify Layouts

Create and Modify Themes

Modify Videos and Banners

Configure the Advertising Module

Modify More Options

Calibrate the Touch Screen

Log into the Touch Screen Teimal Using Remote Desktop for
Troubleshooting
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4.1 Overview

You must be logged in to the TX3 Condigitor as an administrator in order to
configure the Touch Screen appearamheaddition to logging in as an
administrator, you must connect using one of the following methods.

. Connecting to Touch Screen Main Nodes on a TCP/IP network with the
TX3 Configurator (see section 3.3)

. Connecting to a Main Node over thidernet with the TX3 Configurator
(see section 14)

4.2 Configure the Touch Screen Appearance

Touch Screen customizatitets you set the layout,éime, videos and banners,
and specific user options. If the presgbearance is not to your liking, you can
change it.

The appearance of all Touch Screen stedements are configurable and may
be saved and re-applied. Figure 69 shthesuser interface configurable screen
elements.

Note: If your network connection type is TCP/IP, you can configure the
appearance of Main Node Touch Screens in your job, but not
Secondary Node Touch Screens. The appearance of a Secondary
Node Touch Screen can only tiganged at the Touch Screen
(section 2.14) or by connecgitio it using Remote Desktop
(section 4.9).
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A -
B G, H
c

- F
D - _

- E

A. Main Video B. Help Button C. Call Reception D. Keyboard E. Bottom Banner F. Clock/Language
Selection G. Call Resident H. Disconnect |. Resident Scroll Buttons

Figure 69. User Interface Screen Elements

Configure the Touch Screen appearance

1. Log in to the TX3 Configurator aslministrator, then connect to the
Touch Screen.

Note: In order to connect to a Tou8treen Main Node using the TX3
Configurator, the Admin Password setting in the TX3 Configurator
must match the Touch Screen adisiirator password. See section
4.7.5 for instructions on how to enter the Admin password in the
TX3 Configurator.

2. From the Left Pane, selekib > Network.
3. Expand thé\etwork tree.

4. Expand the panel entry for your Touch Screen, and then Selecit
Screen
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The Touch Screen Options wind@ppears in the Right Pane.

Figure 70. Touch Screen Appearance

5. Proceed with the configuration lofyouts, Themes Videos and
Bannersor More Options as described in the following sections.

4.3 Modify Layouts

Layouts lets you determine how each of the major screen areas are arranged
and portrayed, and may be selectednfiexisting templates or customized.

Change the current Layout
1. From the Left Pane, selekib > Network.

2. Expand thé\etwork tree.

3. Expand the panel entry for your Touch Screen, and then Selecit
Screen
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4.

In the Right Pane, seldcayouts. The Layouts menu appears.

Figure 71. Touch Screen Layouts

From theScreen Layoutsselect one of the tw available layouts.

From theVirtual Keyboards select from one of the following options:
Full size.Displays the keyboard in full size.

Full + Num. Displays the keyboard in full size with numbers.
Simple. Displays the keyboard in basic formatted lettering.

Accessible Displays a keyboard, selectibatton, and resident scroll
buttons at the bottom of the screen.

To show the dial codes orethesidential directory seleStiow dial
codesbox.

If you have a Configurator versiontter than 2.0.0: to enable resident
names to exceed 15 chaexstin length select tHenable long names
box.

Proceed with another configuration or préesd and Exitfrom the
Tool Bar to apply the stégs and exit the session.
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Create and Modify Themes

Themes lets you set the screen feime, color and element attributes.

Selections may be savedths files and existing themes may be imported.

You can accept an existing customized theme or modify it as necessary. Preset
themes are fixed and cannot be modified.

The option to test themes is availabtdy if you log into the Touch Screen
terminal (section 2.14).

See the Appendix for a detailed descdptdf the user interface elements.

Create or modify themes
1. From the Left Pane, selelib > Network.

2. Expand thé\etwork tree.

3. Expand the panel entry for your Touch Screen, and then Telach
Screen

4, In the Right Pane, selethemes The Themes menu appears.

Figure 72. Touch Screen Themes

Note: Preset themes can not tm@dified, only exported.
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5. Select a custom theme and présstomize The Customize Theme
window appears showing the font and color selections.

Figure 73. Touch Screen Customize Theme

6. Select the font size and color tbe user interface elements. For a
complete list of all the configursbuser interface elements see section
15.

7. Presdmport to retrieve an existing theme or pré&sgort to save the
theme to a file.

8. Pres€OK to apply the settings andtuen to the previous window.

9. Proceed with another configuration or pr8esd and Exitfrom the
Tool Bar to apply the settgs and exit the session.

4.5 Modify Videos and Banners

Videos and Banners lets you define and select the multi media options for the
Touch Screen user interface. There are four different locations where media can
be displayed. Figure 74 shows the onsizable Touch Screen user interface
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areas. Table 1 gives the dimensions for these areas. Media can be in any of the
following video or still image formatsavi, .wmv, .swf, .jpg, .jpeg, .omp, or
.png.

A. Top Banner B. Main Video C. Help Video D. Bottom Banner E. Screen Saver
Figure 74. Touch Screen Videos and Banners

Table 1: Banner Dimensions

Banner Banner Dimensions in Pi xels (Width x Height)
15” Touch Screen Models 22" and Larger Touch

Screen Models

A. Top Banner 1024 x 100 1080 x 100

B. Main Video 238 x 230 250 x 227

C. Help Video 238 x 230 250 x 227

D. Bottom Banner 911 x 230 960 x 374

E. Screen Saver 1024 x 768 1080 x 1920
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Set videos, screen saver and banners
1. From the Left Pane, selekib > Network.

2. Expand théNetwork tree.

3. Expand the panel entry for your Touch Screen, and then Seleci
Screen

4, In the Right Pane, sele¢ideos and Banners The Videos and Banners
window appears.

Figure 75. Touch Screen Videos and Banners

5. Configure theMain Video, Help Video, Top Banner, Bottom Banner
andScreen Saveias described in the following sections.
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Set the Main Video

1.

SelecMain Video. The Media Selection window appears.

Figure 76. Touch Screen Main Video
To determine how you want the vad® display, define the following
parameters:

Single Video.To show a single media file on the main video display
select this option.

Advertising. To show multiple media files on the main video display
select this option. Refer to section 4.6.

Select File.PressSelect Fileto select a media file from a directory.

Original Size. This option appears when ine&agr flash file formats are
selected. Selecting this option displalys image in its original size. The
dimensions of the image dependtba size of your Touch Screen:

. 15" Touch Screens:238 pixels wide by 230 pixels high.
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. 22" and larger Touch Screens250 pixels wide by 227 pixels
high.

Resize to fit. This option appears when image or flash file formats are
selected. Selecting this option resizesithage to fit within the display
area. For best results, the dimensiofithe image should be proportional
to the banner’s original sizsee the preceding paramet@riginal

Size).

To preview the selected media filse the video control buttons to play,
stop, pause, rewind or fast forward.

To adjust the volume use the voluomatrol buttons to the right of the
media preview window.

Pres©K to apply the settings andiethe Media Selection window
session or pressancelto exit without sedcting the media file.

Proceed with another configuration or pr8esd and Exitfrom the
Tool Bar to apply the setigs and exit the session.

Note:

To disable the Main Video selectayout that does not include it.
Refer to section 4.3.
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Set the Help Video

1.

SelectHelp Video. The Media Selection window appears.

Figure 77. Touch Screen Help Video

To determine how you want the vid® display, define the following
parameters:

Single Video.To show a single media file on the help video display
select this option. For the help video this is the only option available and
it is automatically selected.

Advertising. This option is disabled for help videos.
Select File.PressSelect Fileto select a media file from a directory.

Original Size. This option appears when imagr flash file formats are
selected. Selecting this option displalys image in its original size. The
dimensions of the image dependtba size of your Touch Screen:

. 15” Touch Screens:238 pixels wide by 230 pixels high.

. 22" and larger Touch Screens250 pixels wide by 227 pixels
high.
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Resize to fit. This option appears when image or flash file formats are
selected. Selecting this option resizesithage to fit within the display
area. For best results, the dimensiofihe image should be proportional
to the banner’s original siZsee the preceding parameteriginal

Size.

To preview the selected media filse the video control buttons to play,
stop, pause, rewind or fast forward.

To adjust the volume use the voluooatrol buttons to the right of the
media preview window.

Pres©OK to apply the settings andiethe Media Selection window
session or presSancelto exit without sedcting the media file.

Proceed with another configuration or pr8esd and Exitfrom the
Tool Bar to apply the stgs and exit the session.

Note:

To disable the Help Video seleclagout that does not include it.
Refer to section 4.3.
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Set the Top Banner

1.

SelectTop Banner. The Media Selection window appears.

Figure 78. Touch Screen Top Banner

To determine how you want the vid display, define the following
parameters:

Single Video.To show a single media file on the top banner display
select this option. Only image or flaile formats can be used for the top
banner.

Advertising. This option is disabled for the top banner.
Disable.To disable the top banner select this option.
Select File.PressSelect Fileto select a media file from a directory.

Show Text.To display customized text setk this option and enter the
desired text into the text field onetight. When this option is selected
only text appearing in the text fieldll be displayed and any previously
selected media files will not be diaged in the top banner. The text
format can be edited as described in section 4.4.
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Original Size. Selecting this option displayse image or flash object in
its original size. The dimensions thfe image depend on the size of your
Touch Screen:

. 15” Touch Screens:1024 pixels wide by 100 pixels high.

. 22" and larger Touch Screens1080 pixels wide by 100 pixels
high.

Resize to fit.Selecting this option resizes the image or flash object to fit
within the display area. For best results, the dimensions of the image
should be proportional to the banner’s original size (see the preceding
parameterQriginal Size).

3. Pres©OK to apply the settings andiethe Media Selection window
session or pregSancelto exit without sadcting the media file.

4. Proceed with another configuration or pr8esd and Exitfrom the
Tool Bar to apply the stégs and exit the session.
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Set the Bottom Banner

1.

SelecBottom Banner. The Media Selection window appears.

Figure 79. Touch Screen Bottom Banner
To determine how you want the vad® display, define the following
parameters:

Single Video.To show a single media file on the bottom banner display
select this option.

Advertising. To show multiple media files on the bottom banner display
select this option. Refer to section 4.6.

Disable.To disable the bottom haer select this option.
Select File.PressSelect Fileto select a media file from a directory.

Original Size. This option appears when imagr flash file formats are
selected. Selecting this option displdlye image in its original size. The
dimensions of the image dependtba size of your Touch Screen:

. 15” Touch Screens911 pixels wide by 230 pixels high.
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. 22" and larger Touch Screens960 pixels wide by 374 pixels
high.

Resize to fit. This option appears when image or flash file formats are
selected. Selecting this option resizesithage to fit within the display
area. For best results, the dimensiofithe image should be proportional
to the banner’s original sizsee the preceding paramet@riginal

Size).

3. To preview the selected media filse the video control buttons to play,
stop, pause, rewind or fast forward.

4. To adjust the volume use the voluamatrol buttons to the right of the
media preview window.

5. Pres©K to apply the settings andiethe Media Selection window
session or pressancelto exit without sedcting the media file.

6. Proceed with another configuration or pr8esd and Exitfrom the
Tool Bar to apply the sings and exit the session.
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Set the Screen Saver

1.

SeleciScreen SaverThe Media Selection window appears.

Figure 80. Screen Saver Options
To determine how you want the vid® display, define the following
parameters:

Single Video.To show a single media file evthe entire display while
the screen saver is active select this option.

Advertising. To show multiple media files on the over the entire display
while the screen saver is active setbi option. Refer to section 4.6.

Disable.To disable the screen saver select this option.
Select File.PressSelect Fileto select a media file from a directory.
Wait. Specify the amount of time befotlge screen saver begins playing.

Original Size. This option appears when in&gr flash file formats are
selected. Selecting this option displdlys image in its original size. The
dimensions of the image dependtba size of your Touch Screen:
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. 15" Touch Screens:1024 pixels wide by 768 pixels high.

. 22" and larger Touch Screens1080 pixels wide by 1920 pixels
high.

Resize to fit. This option appears when image or flash file formats are
selected. Selecting this option resizesithage to fit within the display
area. For best results, the dimensiofihe image should be proportional
to the banner’s original sizsee the preceding paramet@riginal

Size.

3. To preview the selected media filse the video control buttons to play,
stop, pause, rewind or fast forward.

4. To adjust the volume use the voluamatrol buttons to the right of the
media preview window.

5. Pres©K to apply the settings andiethe Media Selection window
session or pressancelto exit without sedcting the media file.

6. Proceed with another configuration or préesd and Exitfrom the
Tool Bar to apply the skigs and exit the session.

4.6 Configure the Advertising Module

Note: In order to enable the advertigimodule, you must log into the
Touch Screen terminal (section 2.14). To configure the advertising
module, use the PC Configurator.

The advertising module is an optioaldition to the TX3 Touch. It allows
advertisements in the form of videamages or animations to be displayed on
the touch screen. Advertigirmedia can play on the Main Video display, the
Bottom Banner display and as a Screen Saver over the entire display.

The advertising module allows property magers to recoup the costs of their
telephone entry and card access security system by selling advertising time on
their Touch Screens in high traffic lobbies and entrance ways.

The subsequent sections explaie tbllowing configuration options:

. Enabling the Adertising Module

. Advertising Module Configuration

. Adding an Advertisement

. Editing an Advertisement

. Deleting an Advertisement

. Advertisement Priority Settings

. Advanced Advertisement Options

. Setting the Screen Saver Timer (Screen Saver selection only)
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Enable the Advertising Module

To activate the softwarfer the advertising moduli®llow the steps below.

1. Log into the Touch Screegarminal (section 2.14).

2. From the menu at the top of the screen greds > Purchase
Advertising Module. The Purchase TX3 Touch Advertising Module
window appears.

Figure 81. Activate Advertising Module

3. PressGenerate Licensing File The Save Advertising Licensing File
window will appear.

4, Select a location to save the file and p&mge

Note: Remember where the licging file is saved.

5. Once the licensing file has beenedeontact customer support at the
number provided on the Purchase TX3 Touch Advertising Module
window or from the inform#&bn provided in section 1.6.

6. Once customer support has been contacted a license key will be
generated and provided to you. Enter the provided key into the Purchase
TX3 Touch Advertising Module window. Pre8stivate to activate the
advertising module.

Note: The key is only valid for the unibr which the licensing file was

generated. Each unit requireseparate key to activate its
advertising module.
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Configure the advertising Module

Note: To configure the advertising rdale, use the PC Configurator.

From the Videos and Banners tab the advertising module can be activated for
the following selections: Main Vide®ottom Banner and Screen Saver.

All media files are listed in the Video Fidist. The files in this list are played
based on each file’'s associated schedule.

A. Video Location Tabs B. Video Files List C. Configuration Buttons

Figure 82. Advertising Module Configuration Screen

The advertising module configurati screen has several components:

A.  Video Location Tabs.Advertisements can be played on three
screen locations: Main Video, Bom Banner and Screen Saver.
Select a tab to configure adtisement options for each screen
location.

B.  Video Files List.Media files are listed here. The files in this list are
played during the three hour timetsl that they have been assigned
to in the scheduling window. See Scheduling Window.
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Configuration Buttons. These buttons allow video files to be
added, removed and configured.

Screen Saver TimeoutDetermines how long the TX3 Touch
software will idle before it enters Screen Saver mode.

Playlist Editing Buttons. These buttons configure the schedule by
specifying the video rotation for each of the 3 hour time slots.

Scheduling Window.The Scheduling display screen lists the 7 days
of the week, with each day consisting of 8 three hour time slots. Each
cell shows the number of videosthwill play during each of the 56
time slots. Once all of the videosdrime slot have played they will

be looped until the time slot is over.

Once advertisements have been camfig for each of the three selections,
Main Video, Bottom Banner and Screen Saver, pgaégo apply the settings
and exit the Media Selection window session or p@estxelto exit without
saving any changes.

Add an Advertisement

To add a media file to videdds list follow the steps below.

1. PressAdd and the Add New AdvertisinMedia File Wizard appears.

Figure 83. Adding a Media File Part 1
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2. PressSelect Fileto select a media file fromeidirectory. If an image or
flash file format is chosen then options to keep the original size or resize
the image or object to fit withithe display will appear. Select the
appropriate option.

Note: In addition to the other fillormats, audio file formatsvav and
.mp3 are enabled for screensaver media file selection.

Note: If the dimensions for your image or flash file are not the same as
the dimensions for the Main Videébanner, the Bottom Banner or
the Screen Saver, there may be some distortion when the image or
flash file are displayed. See TaHl for the dimensions of these
areas.

3. To preview the selected media filse the video control buttons to play,
stop, pause, rewind or fast forward.

4. To adjust the volume use the voluooatrol buttons to the right of the
preview file window.

5. Press\Next to confirm the media file selection and continue to the next
stage of the wizard or pre€ancelto exit without confirming a
selection.

Figure 84. Adding a Media File Part 2
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6. The schedule for the advertisement barset to one of several preset
times by using the Advertising Scheme drop down menu. The Start Date
and End Date indicate when the advertisement will be added to and
removed from the schedule rotation. Select the corresponding drop down
menus to set them. The default settinly kdep the file in the rotation for
5 years.

7. Presd-inish to confirm the selection and exit the wizard, pfgask to
change settings or pre€ancelto exit without confirming a selection.

Edit an Advertisement

Editing video file entries allows chaag and updates to etiigy entries without
having to create new entsiAll the settingselected for the initial addition of
the media file are saved including the associated scheduling settings. This is
useful for quickly replacing an old advertisement with an updated version.

1. To edit an existing media file selélse media file you would like to edit
from the Video Files list then preEslit. The Edit an Media File window
appears.

Figure 85. Edit an Advertising Video
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2. The Start Date and End Date indicate when the advertisement will be
added to and removed from the schedule rotation. Select the
corresponding drop down menus to set them. The default setting will
keep the file in the rotation for 5 years.

3. PressSelect Fileto replace the current media file with another file from
the directory. If an image or flash fifermat is chosen then options to
keep the original imaggze or resize the image fiowithin the display
appear. Select the appropriate option.

4. To preview the selected media filse the video control buttons to play,
stop, pause, rewind or fast forward.

5. To adjust the volume use the voluamatrol buttons to the right of the
preview file window.

6. Pres©K to apply the selected settingdagxit the Edit an Advertising
Video window session or pre€ancelto exit without saving any
modifications.

Delete an Advertisement

1. To remove a media file from thedeo file rotation select the media file
from the Video Files list and preBelete A Delete File Confirmation
box appears.

2. Pressresto confirm the deletion or presk to cancel.

Set Advertisement Scheduling

Figure 86. Advertisement Scheduling Settings
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For each time slot media files play in a repeating rotation for the duration
of the time slot. Each time slotsgilays a number that represents the
number of files currently in its rotation.

Each time slot requires separate ogunfation. To select a time slot press
on the time slot. To configuredtselected time slot press thdit
Playlist button. The Playlist Scheduling window appears.

Figure 87. Playlist Scheduling

In the Playlist Slkeeduling window presadd to add an entry to the

playlist for the timeslot. Once anteynnhas been added select the entry

and use the drop down menu to set a specific media file for the entry. The
media files available for selectioneathe same as the ones in the video
files list in the Media Selection window. The same media file can be
added multiple times in the playlist. An entry can be removed by
selecting it and pressing tBeletebutton.

PressOK to apply the playlist schedusmd exit the Playlist Scheduling
window or pres€ancelto exit without saving any modifications.
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A playlist schedule can be copi/dm one time slot to another for
quicker configuration. To copy a plagfischedule select the timeslot that
contains the playlist then preGspy. Then select the timeslot that you
wish to copy the play list to and preéRaste The Playlist Copy Options
window appears.

Figure 88. Playlist Copy Options

PresOverwrite if you wish to replace thechedule in the destination
time slot with the schedule being copied. PAdd if you wish to

include the schedule being copiedhe schedule in the destination time
slot. Pres€ancelto return to the Media Selection window without

copying.

Set the Screen Saver Timer
In theScreen Saver Timeoubox press on the time that the TX3 Touch

will idle for before entering Screen Saver mode. This option is only
available in the Screen Saver tab.

Print an Advertising Report

1. Log into the Touch Screaarminal (section 2.14).
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From the menu bar preRgports > Advertising Report The
Advertising Report Options window appears.

Figure 89. Advertising Report Options

Provide the following information:

Panel. Select the panel that the advertisement plays on.

Video window. Select the video window that the advertisement plays on.
Video file. Select the advertisement you want to print the report for.

Report Period. Define the reporting period. Select from one of the four
predefined periods: theurrent Week, theCurrent Month , theLast
Week and thd_ast Month. Once any of these four options are selected
the date range will be defined in the greyedroim andTo boxes. To
define a custom date sel€&ustom. Select the desired dates in Brem
andTo boxes.

To delete the advertising record of the selected advertisement press
Delete A Delete Current Advertising Records box will appear. Press
to confirm the deletion or pres to cancel.

To delete the advertising records of all of the advertisementdekss
All. A Delete All Advertising Reaals dialogue box will appear. Press
Yesto confirm the deletion or pres® to cancel.

Pres®OK to generate an advertising report with the selected settings or
pressCancelto exit. If OK is selected an Advertising Report preview
window appears.
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A. Browse or Select Pag8s RefreshC. PrintD. Print
LayoutE. Page Setup. Export

Figure 90. Advertising Report Preview Screen
7. The Advertising Report preview window shows how the report will
appear. There are several options on the toolbar:

A. Browse or Select PagedJse these buttons to browse through each
page of the advertising report.

Refresh.Refresh the report preview.

C. Print. If the TX3 touch is on the same network as a printer then the
report can be printed directly from the touch screen.

D. PrintLayout. This option previews how the report will look when it
is printed
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E. Page Setuplf the TX3 touch is on the same network as a printer then
page setup options can be customized.

F. Export. The advertising report can be saved as either a Microsoft
Excel spreadsheet document forms, or as an Adobe Acrobat
portable document formapdf.

7. Once the advertising report has bpénted or saved exit from the
Advertising Report window by pressing tBésebutton at the top right
and then exit from the Advertigj Report Options widow by pressing
the Closebutton at top righaigain or by pressinGancel

8. Presg-ile, then presg&xit without Send to exit the session.

4.7 Modify More Options

More Options lets you specify more specifscreen characteristics such as
screen contrast, volume and other vagiaser options, such as clock and email
settings.

Configure More Options
1. From the Left Pane, seleliib > Network.

2. Expand thé\etwork tree.

3. Expand the panel entry for your Touch Screen, and then $elech
Screen

4, In the Right Pane, selediore Options.
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The More Options window appeatrs.

Figure 91. Touch Screen More Options

5. Define the following parameters:

Screen Contrast.Defines the brightness ratio of the lightest to the
darkest part of the Touch Screen interface.

Master Volume. Defines the volume of the speakers for videos, event
prompts, and VOIP calls.

VOIP, Event, Voice.Defines the volume of all notifications and VOIP
calls as a percentage of the Mastelume. Select the play button to
preview the volume level.

Note: If the Touch Screen has telephone access controller board model
MD-1086, use these two volume cais only for notifications and
VOIP calls (not telephone calls). Telephone call volume is
controlled fromPanel Configuration (section 5.1.2).

If the Touch Screen has telephone access controller board model
MD-1245, use these two volumertdrols for notifications, VOIP
calls, and telephone calls.

To determine which model of telephone access controller board
you have, see section 12.1.7.

Voice prompt. Enables voice prompting for every selection.
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Show clock.Enables the clock display.

Scroll by page.Enables page scrolling.
Keyboard voice.Enables the audible keystrokes.
Show date Enables date display.

Scroll by line. Enables line scrolling.

Auto Get Job. This option applies to TotcScreens that are either
Secondary Nodes or nodes on an RS-485 network and ensures that the
Touch Screen database is up-to-ddtben you select this option, the
Touch Screen monitors its internal lobby board for any changes. When a
change is made to the internal lobby board database, the Touch Screen
automatically updates its own databaBas option can only be enabled

at the Touch Screen unit (sectiod4. or by connecting to the Touch
Screen by Remote Desktop (section 4.9).

Note:

Ensure the selected panel ismfigured, connected and assigned
with a unique panel address.

Proceed with configuring the datad time, resident groups, email
messages, language options, ardAdmin password. For details on
how to set these options, see section®4477.2, 4.7.3, 4.7.4, and 4.7.5.

7. Presssend and Exitfrom the Tool Bar to applthe settings and exit the
session.
4.7.1 Set the Date and Time

Set the Touch Screen date and timtéhe Monitoring section of the
Configurator. See section 12.1.1.

4.7.2 Configure Resident Groups

You may configure residents into specific groups by their dial codes using
designated text and logos. This fgatallows visitors to easily make a
selection using the Group Buttons at the of the user interface. Up to five
groups may be created.
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Configure resident groups

1. On theMore Options tab, clickResident Groups The Resident Groups
window appears.

Figure 92. Group Configuration

2. PressAdd to create a resident group. Tthefault Group Name appears.
Presdeleteto delete an existing resident group.

3. Provide the following information:
Enable Groups.Select this check box to enable resident grouping.
Group name.Provide a group name.
Dial Code Range StartEnter the start value for the group dial code.
Dial Code Range EndEnter the end value for the group dial code.
Text Only. Select Text Only to display only the Group Name.
Logo Only. Select Logo Only to display only the Logo.
Logo and Text.Select Logo and Text to display both the Logo and Text.

Group Logo. Select a logo for the group from a file.
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4. Pres©K to apply the settings and exit the Group Configuratiordow
session or pressancelto exit without saving the information.

5. Proceed with another configuration or pr&ssd and Exitfrom the
Tool Bar to apply the sehgs and exit the session.

4.7.3 Configure Email Messages

You may configure the email addressfegture and send a test message to
verify the connection.

Configure email messages
1. On theMore Options tab, clickEmail Messages

The Email Messages window appears.

Figure 93. Touch Screen Email Messages

2. Provide the following information:

Enable Email MessagesSelect this check box to enable email
messaging.

Server type.(Version 2.3 and higher.) Select the server type: custom
SMTP, Live (Hotmd), or Gmail.

Email server (SMTP). Enter the email service provider IP address.
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Username.Enter the user name.
Password.Enter the password.

From address.Provide the email address of the sender. This email
address tells the receiver and the ISP provider who is sending the email.

Note:

TheFrom addressis required.

To address Enter the email address of the person you wish to send a test
message to.

3. To verify that all of the emadlervice parameters are correct, send a
sample email message by pressing the Send Sample Email Message Now
button.

4. PresOK to apply the settings andiethe Email Message Options
window session or pregsancelto exit without saing the information.

5. Proceed with another configuration or pr&esd and Exitfrom the
Tool Bar to apply the setiys and exit the session.

4.7.4 Set Language Options

1. On theMore Options tab, clickLanguages The Language Editor

window appears.
Figure 94. Language Editor
2. Select the language to edit using the drop down menu.
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Once a language has been chosen it can beAeaiteble for selection
using the check box. At least olamguage must always be set as
Available for selectionand by default this is English. If more than one
language is set a@svailable for selectionan option appears on the main
Touch Screen display to choose between languages.

A list of messages are listed for each language. A message can be altered
by pressing on the text once to select the message and then pressing on
the text again to edit it.

Note:

If you erase the message, thendlsociated element on the user
interface screen is hidden.

Presfeset to defaultto restore all messagestteir original content.

PresOK to apply the selected settings and exit the Language Editor
window or pres€ancelto exit without saving any modifications.

Figure 95. Language Selection

If multiple languages are enablib@ main Touch Screen display will

have a button to select between languages. This will replace the clock as
shown in Figure 95. Press the language button and buttons appear for
each language enabled then press the button corresponding to the
language you wish to select.

Note:

With multiple languages enablecetouch Screen will prompt for
a language choice each time the screen saver clears.
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47.5 Set the Admin Password

The value stored iAdmin Passwordis used by the TX3 Configurator to
connect to a Touch Screen Main Noilbkis value must match the Touch
Screen administrator password.

Note: Whenever you change the administrator password on a Touch
Screen Main Node (section 2.§hu must makéhe same change
to Admin Passwordfor that Touch Screen Main Node in the PC
TX3 Configurator.

Set the Admin Password

1. In the TX3 Configurator, on thdore Options tab for the Touch Screen,
click Admin Password

2. Enter the administrator passwdod the Touch Screen in the box.

3. Click OK.

4.7.6 Customize Buttons

The functions of th€all ReceptionandLeave Messagduttons on the Touch
Screen main interface (Figure G2 customizable. By default, tQall
Receptionbutton calls the guard phe. By default, theeave Messagédutton
opens a window where the visitor camter a message that is sent to the
resident if Email Messages is configured (section 4.7.3).

You can configure these buttonsctll a specific dial code instead.

Note: To change the text on these buttons, see section 4.7.4.

Customize buttons

1. On theMore Options tab, clickCustomize Buttons

Figure 96. Customize Buttons
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2. On theCall Receptiontab, clickCustomize then enter the dial code to
call when a visitor presses t@all Receptionbutton.

Click Default to set theCall Receptionbutton to call the guard phone.

3. Click theLeave Messagéeab, then clickCustomizg then enter the dial
code to call when a visitor presses tleave Messagdutton.

Click Default to set thd.eave Messagéutton to leave an emalil
message.

4. Click OK.

4.8 Calibrate the Touch Screen

The TX3 Touch Screen does not reguialibration for the initial setup.
However, over time and with continued use it may require re-calibration. The
resistive Touch Screen hardware istrolled by thirdparty software from
PenMount. Calibration cannot be perfornrechotely and must be performed
locally at each terminal. This sectierplains how to calibrate the Touch
Screen using the PenMount software.

4.8.1 Calibrate the 15” Touch Screen
The resistive Touch Screen hardwaredatrolled by third party software from
PenMount. Calibration cannot be performrethotely and must be performed

locally at each terminal. This sectierplains how to calibrate the Touch
Screen using the PenMount software.

Enter the PenMount Control Panel

Log in to the Touch Screen

1. At the Touch Screen terminal, en®99 The administrator password
window appears.

2. Enter your administrator password, and then @ik (by default, there
is no password).

3. From the menu bar seldéte > Shut Down > Exit to Windows Press
Yesto confirm.

4. Press twice on thieesktopicon in the upper left corner of the window.

Figure 97. Desktop Icon
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5. Press twice on tHieenMount Control Panelicon.

Figure 98. PenMount Control Panel Icon
The PenMount Control Panel appears.

Calibrate the Touch Screen

Figure 99. PenMount Control Panel

1. From the PenMount Control Panelesstlthe device to configure in the
Device tab. If the device does not appeasure that it is connected and
turned on, then pres&efresh
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2. Once the device is selected préssfigure. The Device Calibration
window will appear.

Figure 100. PenMount Device Calibration

There are two types of calibratioptions. For most Touch screens the
Standard Calibration option is sufficient. However, over time, the
Advanced Calibration option may be required.o perform standard
calibration proceed to step 3. Torfeem advanced calibration skip to
step 4.
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To start standard calibration press onStendard Calibration button
in the Device Calibration window. The PenMount softwailedisplay a
series of four red squares on the screen which must be pressed in
sequence. Use your finger or a ag/to press each square. After each
square is pressed calibration will complete. Skip to step 7.

Figure 101. Standard Calibration

The Advanced Calibration option can be configured to use between 4 to
25 points of calibration from the Adnced Mode box in the Device
Calibration window. Increasing thi&lue increases the accuracy of the
calibration. From the Advanced Mode box select the number of points of
calibration to use.

The Plot Calibration Oa option displays a linearity comparison graph
after advanced calibration has beampleted. Black lines on the graph
indicate the ideal linedy while the blue lies show the calculated
linearity. Select Plot Calibration Data to display this graph at the end of
calibration.

To begin the advaed calibration seleédvanced Calibration from
the Device Calibration window. THeenMount software will display a
series of red squares on the screen which must be pressed in sequence.
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Use your finger or a stylus to press each square. A stylus is recommended
for increased accuracy. After eacluarg is pressed calibration will
complete.

Figure 102. Advanced Calibration (9 Points)

7. Once calibration has been completed p@d§sn the Device Calibration
window. Pres©K again in the PenMount @trol Panel. Quickly press
twice on the TX3 Touch icon fromehdesktop to restart the TX3 Touch
software.

4.8.2 Calibrate the 22" Touch Screens
Calibration cannot be performed remotely and must be performed locally at

each terminal. This sectiexplains how to calibrate the Touch Screen using
the third party MT 7 software.

Enter the MT 7 Software Control Panel

1. At the Touch Screen terminal, en®99 The administrator password
window appears.

2. Enter your administrator password, and then ¢k (by default, there
is no password).
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3. From the menu bar seld€te > Shut Down > Exit to Windows Press
Yes to confirm.

4. Press twice on thHeesktopicon in the upper left corner of the window.

Figure 103. Desktop Icon

5. Press twice on tH&M Touch Calibration folder.

6. In the3M Touch Calibration folder, press twice on th@ontrol Panel
icon.

Figure 104. Calibration Control Panel

7. If a message appears saying that there is a problem with the shortcut, then
follow the instructions starting #&tstall the MT 7 Software Control
Panelon the next page.

If the Problem with Shortcut window does not appear, then go to
Calibrate the Touch Screernon page 129.

Figure 105. Problem with Shortcut
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Install the MT 7 Software Control Panel

1. Connect a USB mouse to the Touch Screen.

Note: Connect a mouse because thgctofunctionality might stop
working during this process.

2. Press twice on theetupicon.

Figure 106. setup icon

TheMT for Windows Setup Wizard appears.

Figure 107. MT for Windows Setup Wizard
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3. Scroll to the bottom of the agreement, sdlecicept the agreement
and then clickNext.

Figure 108. License Agreement

4, Follow the instructions to gtall the calibration software.

Note: Do not change any installation options.

5. After the installation is complete, press twice onGbatrol Panelicon.

6. Go toCalibrate the Touch Screenbelow.

Calibrate the Touch Screen

Figure 109. MT 7 Software Control Panel
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1. From the MT 7 Software Control Panel, clichlibrate.

2. The MT 7 software displays a sert#ghree green circles on the screen
which must be pressed in sequendse your finger or a stylus to press
and hold each circle for a second.

Figure 110. Calibration on the 22" Touch Screens

If you do nothing, calibration will timeut and the system will show the
MT 7 Software Control Panel again.

3. Once calibration is complete, présscept
4. Pres<losein the MT 7 Software Control Panel.

5. Press twice on thieestart icon to restart the TX3 Touch software.

Figure 111. Restart Icon

4.9 Log into the Touch Screen Terminal Using
Remote Desktop for Troubleshooting

Touch Screen provides you with aifég to access the application remotely
using a Windows PC. This procedure is for troubleshooting.

Using remote access requires thatToech Screen and all TX3 system
components are networked.
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Remote Access configuration of theubt Screen also requires that you
complete the configuration by sendithe Job to the panel using ®end
command and then restarting the PC usindrstart PC command from the
menu bar.

Note: Do not use th&end and Exitcommand when using Remote
Access.

Establish a remote connection

1. TypeRemote Desktop Connectiorn the Windows Search box, then
press Enter. The Remote Desktop Connection window appears.

Figure 112. Remote Desktop Connection
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2. Click ShowOptions. The Remote Desktop Connection Options window
appears showing the General tab.

Figure 113. Remote Desktop Connection - General

3. Provide information for the following:
Computer. Enter the Touch Screen computer’s IP address.

User name.Enter the user name, admin.
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4, Click Display. The Display window appeatrs.

Figure 114. Remote Desktop Connection - Display

5. Set the remote desktop size to 1024 x 768 pixels by dragging the slider.

6. Click Local ResourcesThe Local Resources window appears.

Figure 115. Remote Desktop Connection - Local Resources
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Provide information for the following:
Remote audio.Click Settings then seledPlay on remote computer

Keyboard. From the drop down list sele®n the remote computer
This selection allows tase the Alt-Tab control.

Printers. UncheckPrinters. Touch Screen is not connected to a printer.
Clipboard. Enabling this selection lets you to use the clipboard.

In Local devices and resources, clidkre.... The Local devices and
resources window appears.

Figure 116. Remote Desktop Connection - Local Devices and
Resources

Unselect th&mart cards check box.

Select th®rives check box. You can now copy files from the local PC
to the remote PC.

ClickOK to save the information and return to the previous window, or
click Cancelto exit withoutsaving the changes.

Click General. The General window appears (Figure 113).

Click Save As..to save this configuration to a file on the PC. For
convenience save the file to the desktop.
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14.

15.

16.

17.

18.
19.

Pres€onnect The remote computer login window appears.

Figure 117. Remote Desktop Connection - Log On to Windows

Enter the Touch Screen administrator password and@kck

. With Touch Screen software below version 2.9.10, the password is
blank.

. With Touch Screen software 2.9.10 and above the password is
blank if you have never changed the Touch Screen administrator
password (section 2.6).

. If you have Touch Screen software 2.9.10 and above and you have
changed the Touch Screen admiirator password (section 2.6),
then Remote Access uses the same password.

Once connected the remote degkTouch Screen window appears
giving you full control of the ToucBcreen. In this mode Touch Screen
is not accessible by visitors.

At the Touch Screen terminal, erff®99 The Touch Screen
administrator password window appears.

Enter your Touch Screen admsinator password, and then clioK (by
default, there is nogssword). The Main Window appears. You are now
ready to begin configuration.

Proceed with the configuration. Once completed @iekd

Click File > Shutdown > Restart Touch Screen restarts in user mode
and the Remote Access session ends.

End Remote Access at any time

To exit the Remote Access user session at any time, enter the configuration
mode and cliclile > Shutdown > Restart
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5 Configure a Telephone Access
System Panel

The TX3 Configurator lets you acee®add and modify Telephone Access
System panels. Once you connect to a building panel, you can begin
configuration.

This chapter explains

. Configure a Telephone Access System Panel
. Configure Inputs

. Configure Outputs

. Establish Correlations

. Configure Residents
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5.1 Configure a Telephone Access System Panel

Configuring a Telephone Access Systeamel sets the entry panel system
parameters and establishes how inpuéslabelled, assigned, defined and
correlated with outputs.

By default Touch Screen has one Ppélene Access System panel. Additional
panels may be manually added to the network.

Note: When adding additionglanels ensure the pdmeodel you wish to
add to the Job tree matches ffaamel you wish to connect to.

Configuring a Telephone Access System lets you:

. label a panel
. set the panel options
. define the phone lines as ADC or NSL

. set the resident telephone call controls

. define and assign inputs and outputs

. correlate events with actions

. create a schedule

. create passcodes

. create hold open times

. define a limit on postal lock usage

. set elevator usage if elevator controls are used
. set custom entry access codes

For information about the installation of the Telephone Access Systems, refer
to the manuals shipped with thesssm and on the Mircom website
(www.mircom.com).

5.1.1 Label a Panel

Labelling a panel lets yogpecify the panel name and establish its network
address.
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Label a panel

1. Select a panel. The Pa@nfiguration window appears.

Figure 118. Panel Configuration

2. Provide information for the following:
Panel label.Provide a name for the Panel.

Panel model.The application automaticalhgtrieves the selected panel
model information. This field is read only.

RS485 AddressSelect the address that matches the RS-485 address of
the Touch Screen’s Telephone Access Controller Board.

3. Proceed with the rest tife configuration or cliclSend and Exitfrom
the Tool Bar to apply the settings and exit the session.

5.1.2 Configure Calls

Configuring calls lets you specify the call duration, number of rings and call
scheduling.

Configure calls

1. SeleciCalls from the Panel Configuration window. The Calls window
appears.

Figure 119. Panel Configuration - Calls
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Provide information foeach of the following:

Maximum talk time. Specify the maximum timi seconds the visitor
may communicate with the residentasingle call. After this time, the
panel disconnects.

Maximum number of rings. For NSL lines, specify the number of rings
of each call before the panel reports no answer and hangs up. For ADC
lines, this setting is not useddanng duration is determined by the
maximum talk time.

Allow calls. Use this selection to allow catis the residents based on the
selected schedule.

Allow unlock. Use this selection to allow the resident to use their phone
to unlock doors during a set schedule.

Allow keyless entry.Use this selection to allow keyless entries during
selected schedule.

Allow postal entry. Use this selection to enable the postal lock during a
set schedule.

Speaker volume.Specify the panel speaker call volume.

Microphone volume. Specify the microphone call sensitivity.

Note:

On Touch Screens with telephone access controller board model
MD-1086, use the speaker amicrophone volumes only for
telephone calls (not VOIP calls). Use theuch Screen Options
(section 4.7) to set the volume footifications, event prompts and
VOIP calls.

On Touch Screens with telephone access controller board model
MD-1245, use th@ouch Screen Optiongsection 4.7) to set the
volume for notifications, eant prompts and VOIP calls.

To determine which model of telephone access controller board
you have, see section 12.1.7.

Default to. (Version 2.3 and higher on Touch Screens only.) Click a
button to set the optimal call volursettings for that type of Touch
Screen unit.

Proceed with another configuration or cl#énd and Exitfrom the Tool
Bar to apply the settings and exit the session.

5.1.3 Optimal Call Volume Settings

Table 2 shows the optimal call volureettings for different TX3 models.

TX3 Configuration and Administrator Manual 139



Configure a Telephone Access System Panel

M. Mircom

The speaker and microphowelumes are used only for telephone calls, not
VOIP calls. For volume for the vide, event prompts and VOIP calls see
section 4.7.

Table 2: Optimal Call Volume Settings

Model Speaker Microphone
TX3-TOUCH-F22 8 7
TX3-TOUCH-S22
TX3-TOUCH-F15-A 4 8

TX3-TOUCH-S15-A
with MD-986 audio mixer board

TX3-TOUCH-F15-A 7 10
TX3-TOUCH-S15-A
with MD-1105 audio mixer board

TX3-200-8C-A 9 8
TX3-1000-8C-A
TX3-2000-8C-A

514 Configure Messaging

Messagess a Configurator feature thdétermines how messagand settings
associated with a lobby panel appeattenLCD. This feature is not used by
Touch Screen.

Configure messages

1. SeleciMessagedrom the Panel Configration window. The Messages
window appears.

Figure 120. Panel Configuration - Messages

2. Provide information for each the following:

Display messages irSelect the language to use for welcome messages.
A multiple language selection sdokequentially through each message.
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Select language to editSelect the welcome message to edit based on
language.

Font. Select the type of font tese when displaying welcome messages.
This option is only available for the 8-line lobby unit model. This feature
is not used by Touch Screen.

Welcome message line§Velcome messages shows the instructions in
the specified language. Use this area to make changes to the text. This
feature is not used by Touch Screen.

The up arrow and down arrow symbols are represented in the
Configurator with the flowing ASCII characters:

. Up arrow: A (hold down the Alt key and type 0197 on the
numeric keypad)

. Down arrow: 4 (hold down the Alt key and type 0198 on the
numeric keypad)

These two characters will appear on the TX3 screen as the correct up and
down arrow symbols.

3. Proceed with another configuration or cl&énd and Exitfrom the Tool
Bar to apply the settings and exit the session.

5.15 Configure Phone Lines and Guard Phone

The Phone Lines window lets you selt telephone line type used by the
lobby panel—either ADC or NSL. Up to five lines may be configured.

If a guard phone is installed with the st in order to use it you must first
activate the guard phone using this vand For a description on how to install
and use the guard phone, see LT-969 TX3 Telephone Access System
Installation and Operation Manual.
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Configure phone lines

1. SelectPhone Linesfrom the Panel Configuration window. The Phone
Lines window appears.

Figure 121. Panel Configuration - Phone Lines

2. Provide information for each the following:
Phone lines Select eithenot used, ADCor NSL.

Guard phone is connectedSelect this check box if the TX3-GPM
Guard Phone Module is installed on this panel

3. Proceed with another configuration or cl#&énd and Exitfrom the Tool
Bar to apply the settings and exit the session.

5.1.6 Configure the Keypad

Configuring the Keypad lets you setrpassions for the resident for opening
doors, using call waiting anding the panel during calls.

Configure the keypad

1. SelectKeypad from the Panel Configuration window.
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The Keypad window appeatrs.

Figure 122. Panel Configuration - Keypad

2. Provide information for each the following:

Open Main door by pressing.Specifies which key on the resident’s
phone unlocks the main door.

Note: Do not select 4 (this is used to refuse entry or disconnect).

Do not use the same number fog thain door, auxiliary door, and
call waiting (call waiting weks on NSL systems only).

Unlock door for. Specifies the time duratido unlock the main door.

Open Aux door by pressing Specifies on Telephone Access Systems
the key to press on the residence phone to unlock the auxiliary door.

Note: Do not select 4 (this is used to refuse entry or disconnect).

Do not use the same number fog thain door, auxiliary door, and
call waiting (call waiting woks on NSL systems only).

Note: If the Telephone Access SystemmBbhas controller board model
MD-1245, do not select 1, 7, or * f@pen Main Door by
Pressing and Open Aux Door by Pressing

To determine which model of telephone access controller board
you have, see section 12.1.7.

Unlock door for. Specifies the time duratido unlockthe auxiliary
door.
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Get call waiting by pressing.Specifies the key to press on the residence
phone to connect to the lobby phonelelon an outside call. Do not
select 4. This is used to refuse entry or disconnect.

Note: Get call waiting by pressingworks only on NSL systems.

Enable front panel keypad during calls.Selecting this check box
allows the panel keypad to be used during a call.

3. Proceed with another configuration or cli&&nd and Exitfrom the Tool
Bar to apply the settings and exit the session.

Configure VOIP (SIP)

With software version 2.3 or later, you can configure the TX3 Touch Screen to
make VOIP calls to residents usind?§Bession Initiation Protocol). SIP is a
protocol for controlling phone or video messaging on an IP network. The TX3
Touch Screen is a SIP client and cammunicate with other SIP clients

through a SIP server.

Requirements

SIP works on théollowing models:

TX3-TOUCH-F15-C
TX3-TOUCH-F15-D
TX3-TOUCH-F15-E
TX3-TOUCH-S15-C
TX3-TOUCH-S15-D
TX3-TOUCH-S15-E

TX3-TOUCH-F22-C
TX3-TOUCH-F22-D
TX3-TOUCH-F22-E
TX3-TOUCH-F22-F
TX3-TOUCH-S22-C
TX3-TOUCH-S22-D
TX3-TOUCH-S22-E
TX3-TOUCH-S22-F

TX3-TOUCH-S15B-WR
TX3-TOUCH-S15S-WR
TX3-TOUCH-S15B-WR-A
TX3-TOUCH-S15S-WR-A

The 15 and 22 inch Touch Screens supthe following codecs for SIP calls.

The SIP server and other SIP clients must support one or more of these codecs
to work with the TX3 Touch system.F5bn the Touch Screens is compatible

with Mircom’s Unified Building Soltion, and the MiEntry mobile app.

. Audio codecs: G.722-64k, G.722.2, G.722.1-32K, G.722.1-24K, G.711-

ALaw-64k

. Video codecs: H.263, H.263plus
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5.1.7.2 Configure SIP
To set up SIP, you need:

. The IP address or URL of the SIP server.

. The proxy IP address or URL of the SIP server (also called outbound
proxy). Not all SIP servers require this.

. The SIP username, SIP password, and authorization ID (also called
authorization username) of the Touch Screen. These are configured in
the SIP server. Not all SIP sergeequire an authorization ID.

. The SIP username of each resident.

Configure SIP
1. Select the panel in the job tree.

2. Click VOIP from the Panel Configuration window.

The VOIP window appears.

Figure 123. VOIP

SIP server.The URL of the SIP server.

SIP username.The SIP username of the Touch Screen.

Password.The SIP password for the Touch Screen.

Proxy server. The proxy server (also called outbound proxy) required by the
SIP server. This is required by MircdP Service. Other SIP services may not
require it.

Authorization ID. The authorization ID (also tted authorization username)

for the Touch Screen. This is requiteg Mircom SIP Service. Other SIP
services may not require it.
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Display name.This name appears on the resident’s SIP phone when the Touch
Screen calls the resident.

Compatibility. Usually, leave this djpn at the default{{as application layer
gateway). This indicates that your nebnk’s router has a SIP Application
Layer Gateway enabled.

Call sequencelf you selectvOIP call first then phone line, the Touch

Screen will try to call the resident’s VOIP number first when a visitor makes a
call. If you selecSelectable by callerthe Touch Screen will prompt the visitor

to select either VOIP or PSTihen the visitor makes a call.

Note: The VOIP call first then phone line option works only if both a
VOIP account and phone line arenfigured for the resident.

Set up a resident’s SIP account
1. Click Residentsin the job tree.

2 Select the resident that you want to set up.
3 Click Edit/Edit Residents

4. Click theVOIP tab.
5

Type the SIP username of this resident infeusernamefield.

Figure 124. Resident VOIP Setup

6. Click OK.
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Call a resident’s SIP username

1. From the main Touch Screen display (see Figure 69), select the
resident’s name, and then sel€eill.
2. If Selectable by calleiis selected undétall Sequencen the VOIP
window (page 146), a window appears with the butiémise Call and
VOIP Call. SelectvOIP Call.
5.1.8 Configure the Passcode

Passcodes let you define and set thdedo permit panel access. There are

three levels of access. Panel passcode levels 1 and 2 are set by Touch Screen.
Passcode level 3 is read only and is atiiiset at the panel. All passcodes are

10 digits long.

Configure the panel passcode

1.

SelectPasscoddrom the Panel Configuration window. The Passcode
window appears.

Figure 125. Panel Configuration - Passcodes

Provide a permission code for each the following:
Level 1.future use

Level 2.Level 2 provides access to op@was withoutconfiguration
privileges.

Level 3.Level 3 grants full panel access and is read only. It is initially set
at the panel, but can be changed afterwards using the Monitoring
provision (See section 12.1.1). The l[e¥gasscode is also the network
passcode.
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3. Proceed with another configuration or cli#énd and Exitfrom the Tool
Bar to apply the settings and exit the session.

Note: At any time if you lose or forget the passcode, call Technical
Support to receive a temporarggscode. This temporary passcode
is only valid for the day it is issued.

5.1.9 Configure Advanced Functions

Advanced Functionslets you set the date and @rfor the panel and specify
the main door unlock schel@y elevator restriction timgostal lock use, phone
line type and display scroll speed.

The elevator restriction feature limhsilding accessibility by granting visitor
access only to the destination flobhis prevents the visitor from accessing
non-designated floors.

The date and time option lets you setpheel clock according to the PC clock.
If installed the postal lock providesail carriers access to the building. The
building administrator arrameg for the installation dhis lock with the post

office and defines its usage on a daily or indefinite basis. The “Postal Usage”
function lets you define the mamum usage for the postal lock.

Configure advanced functions

1. SelectAdvancedfrom the Panel Configuration window. The Advanced
window appears.

Figure 126. Panel Configuration - Advanced

2. Provide information for each the following:

Auto unlock Main Door. Use this selection to unlock the main door
based on the selected schedule.
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Elevator restriction time. Specifies the amount of time an elevator is
accessible for a visitor after the resident grants access. See section 11.

Daily postal lock usageSpecifies the daily limit for postal access. The
range is 1 to 254 and the default is 4. For unlimited usage set the value to
255.

DTMF type. This is set tol'one and is not configurable.

DTMF sensitivity. Set the sensitivity to a level between 1 to 8. The
default is 5. Lower sensitivity lelgereduce interference from nearby cell
phones

Echo Reduction.Select a setting to enf@ncall clarity by reducing the
echo in the room.

Text scroll speed.Specifies the scroll speéal the resident record
directory display on Telephone Acceédgstem panels. This option is not
available on Touch Screen.

Voice help.Select this check box to enable voice help for the Telephone
Access System.

Handset.Select this if a handset is connected to the Lobby Control Unit.

3. Proceed with corguring the Date and Time or cli&end and Exit
from the Tool Bar to apply ehsettings and exit the session.

Set the date and time

1. Click Date and Time The Date and Time Options window appears.

Figure 127. Date and Time Options
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Provide information for the following parameters:

Set Date and TimeSelecting this option lets you set the panel clock to a
time other than the PC clock. &y time you access the Set Date and
Time window the cuent PC time appears.

Figure 128. Set Date and Time

Enable Daylight Savings Time Select this check box to enable daylight
saving time. When enabled provide the daylight savings start and end
time for the local area.

Adjust panel time for. Provide a value to compensate for the daily drift
away from the true time.

Click OK to save the information amdturn to the configuration
window, or clickCancelto exit without saving the changes.

Click Send and Exitfrom the Tool Bar to applthe settings and exit the
session.

5.2 Configure Inputs

Inputs 1 to 5 are assigned specifiadtions. Inputs 1 to 3 have pre-defined
functions and connect to specific des$. Inputs 4 and 5 are general purpose
inputs that can be manually assigneat(glated) to activate a general purpose
output.

The application automatically senghe on/off status of connected
components. In order t@weurately monitor the functional state of the panel
inputs, you must first define the elecdi circuit characteristics of the input.

5.2.1 Inputs 1 to 5

Inputs 1 to 5 are designated as follows:

Input 1. Input 1 connectt the Postal Lock. Activation of this input unlocks
the main door and starts the main dtiorer. The door locks when the timer
expires or when the door sense inisudctivated. Daily usage is limited
according to a pre-defined amount. Ariieenpt to use the postal lock beyond
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this point causes a warning messageppear and the system to return to
normal operation. Input 1 can also, whemfigured, activate a general purpose
output to perform anrequired function.

Input 2. Input 2 connects to the fire alapanel and receives fire notification.
Activation of this input unlocks the main and auxiligigors. These outputs are
active as long as the fire panel input is active. Input 2 can also, when

configured, activate a general purposgpatito perform any required function.

Input 3. Input 3 connects to the door serswitch. Unlocking the main door
activates the main door open timerti&ation of the Main Door Sense locks
the main door and resdtse main door open timerFhis function is typically
used to prevent ‘tailgating’. Inputén also, when configured, activate a
general purpose output to perform any required function.

Input 4. Input 4 is a general purpose inplodt, when configured, activates a
general purpose output to perform any required function.

Input 5. Input 5 is a general purpose inpldt, when configured, activates a
general purpose output to perform any required function.

Configure inputs

1. Selectinputs/Outputs. The Inputs/Outputs Configuration window
appears.

Figure 129. Input Configuration

2. Click Inputs. A list of the panel inputs appears.
3. Select an input and provide infieation for the following parameters:

Label. Use this text box to provide a label name for this panel input. This
information is not stored in the pdaad reverts to the state when a Job
is retrieved from the panel.
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Assigned to. Assigned t@ontains a drop-dowlist of all assigned
inputs. This option is read onbn Telephone Access System panels.

Active state. Active statespecifies the state by which it is considered
active. Two selections are present8dlect one of the following:

Open
Close

Circuit supervision. Circuit supervision specifies the circuit type and
indicates whether the input is supeed. Select one of the following:

None

Open circuit

Short circuit

Open and short circuit

4, Click Add to add the panel and return to the configuration window, or
click Closeto exit without saving the changes.

5.3 Configure Outputs

Outputs are programmed for specific ftianality, such as specific delay and
on/off times.

The Telephone Access System hasftiilowing four panel outputs:

Output 1. Output 1 is a dedicated output tieantrols the relays for the AC and
DC main door lock strikes.

Output 2. Output 2 is a dedicated output tkkahtrols the relay for the auxiliary
door lock strike.

Output 3. Output 3 is a general purpose output that performs any required
function.

Output 4. Output 4 is a general purpose output that performs any required
function.
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Configure outputs

1.

Selectinputs/Outputs. The Inputs/Outputs Configuration window
appears.

Figure 130. Output Configuration

Click Outputs. A list of the panel outputs appears.
Select an output and provide information for the following parameters:

Label. Use this text box to provide a label name for this panel output.
This information is not stored in the panel and reverts to the default state
when a Job is retrieved from the panel.

Assigned to. Assigned tdesignates the panel output to the device. From
the list select a device. Thistam is read only on Telephone Access
System panels.

Active state. Active statespecifies the state by which it is considered
active. Two selections are preseht8elect one of the following:

Energized. When the device is energized it is considered to be active.

De-energized. When the device is de-energized it is considered to be
active.

Click Add to add the panel and return to the configuration window, or
click closeto exit without saving the changes.
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Establish Correlations

Correlations let you establish specifidationships between panel inputs
(events) and outputs (actions). Use Correlations to specify the relationships
between events, actions and schedules.

Note: All inputs, outputs and schedules must be defined before applying
correlations.

The application shows a list of correlatiansrently configured to the panel. A
check box appears besides each active correlation. When unchecked, the
correlation is inactive.

You can apply a correlation to a specifioph to all the panels on the network,
or to a custom correlation targgtyou are connected by TCP/IP).

Create a correlation

1. SeleciNetwork > Panel >Correlations. The Correlations
Configuration window appears in the Right Pane.

Figure 131. Correlation Configuration

2. Route IP Correlations. If the panel is a Touch Screen, there Roaite
IP Correlations checkbox. If the ToucBcreen is a Main Node
connecting two RS-485 networks, itetonot route correlations from one
network to the other by default. Select this checkbox to make the Touch
Screen share correlatiohstween RS-485 networks.

You can have more than one Touch Screen Main Node on the same RS-
485 network, but only one Touch Scrédain Node can have this option
selected.

3. Enhanced Correlation Messagedf the firmware in the job is 3.5 or
above, select this option. If therfiware is lower than version 3.5,
unselect this option.
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4, Click Add. The Add Correlation window appears.

Figure 132. Add Correlation

5. Enter the following parameters:

When. This parameter defines the input event that activates an output
action. Select one of the following:

Input is active. Select a panel input from 1 to 5 as defined in section
5.2.

Input is normal. The general purpose input becomes inactive.
Call Started. A call to a resident is placed from the lobby.

Call finished. A call to a resident ends.

Call is connected A call is established.

Access is grantedResident grants access using their telephone
keypad.

Access is deniedResident denies access.

Action. Action specifies the type of actida occur for a specific input.
Select one of the following:

Turn ON output
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Turn OFF output

Call Dial Code. Call the dial cod#¥91 or 9992. This is used for the
emergency phone. See LT-6113 TX3 Emergency Phone Installation
and Operation Manual on http://www.mircom.com.

On panel.On panelapplies the action either to one of the panels on your
system or to a group of panels auy system. If, for example, you have
two panels (Panell and Panel2) in your TX3 system, you could select
from the following options:

Panell- Apply the correlation to Panell only.
Panel2- Apply the correlation to Panel2 only.

All - Apply the correlation to all Telephone Access, Card Access, and
Touch Screen panels on the network.

Custom - Apply the correlation to a custom target. This option is
only available for TCP/IP network connections. When you select this
option, you can click on th@ustom button to select from the

following custom targets:

. All panels on the RS485 network of the Master Node
(select a Main Node from the list)

. All Master Nodes only
. All panels with RS485 addresgselect the address from the
list)

Note:

Correlation signals are not tismitted by Touch Screen Main
Nodes by default. If you plan on using thié or Custom
correlation optionsselect th&koute IP Correlations checkbox on
one of the Main Nodes. See section 5.4.

Nano - Apply the correlation to a TX3 Nano. This option is only
available for TCP/IP network anections. When you select this
option, you can click on thidano button and enter ¢nIP address of a
TX3 Nano. ClickFind to find any TX3 Nanos on the network.

Output. Output applies the action to a specific output on the panel.
Select one of the following:

Output3
Outputd

For. For represents the duration ofthction in minutes and seconds up
to a maximum of 600 minutes. Uncheck the box if you want the action to
continue indefinitely.
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During schedule.This parameter lets you apply this correlation to a
schedule. The two default selections (Always and Never) and any
previously defined schedules are presented.

6. Click OK to save the information and return to the configuration
window, or clickCancelto exit without saving the changes.

Edit a correlation

1. Select a correlation and présdit. The Edit Correlation window
appears.

2. Provide the information as you wld when creating a correlation.

3. Click OK to confirm the edit o€ancelto exit and return to the previous
window.

Delete a correlation
1. Select a correlation and pré&slete

2. Click Send and Exitfrom the Tool Bar to apply the settings and exit the
session.

Activate a correlation
1. Click on the checkbox beside the correlation.

2. Click Send and Exitfrom the Tool Bar to apply the settings and exit the
session.

5.5 Configure Residents

Residentsappears as an entry in the Jaetafter you have added a Telephone
Access panel.

« To configure residents, see section 8.
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6 Configure a TX3-T10

This chapter explains

. Configure TX3-T10 Settings
. Configure Inputs
. Configure Outputs

. Configure Card Access Settings
. Configure Access Points
. Establish Correlations

. The Reception Button
. Configure Residents, Cards, and Access Levels
. Interlock mode
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6.1 Configure TX3-T10 Settings

For information about the installation of the TX3-T10, refer to the manuals
shipped with the system, which are@hvailable on the Mircom website
(www.mircom.com).

6.1.1 Add a TX3-T10 Panel
1. Click Edit > Add Panel

The Add Panel window appears.

Figure 133. Add Panel

2. In thePanel Modelmenu, select X3-T10.
3. Click Add.

6.1.2 Label a Panel

Labelling a panel lets yospecify the panel name and establish its network
address.

Label a panel

1. Select a panel. The Panel Configuration window appears.

Figure 134. Panel Configuration
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Provide information for the following:
Panel label.Provide a name for the Panel.

Panel model.The selected panel model. This field is read only.

Configure Calls

Configuring calls lets you specify the call duration, number of rings and call
scheduling.

Configure calls

Click theCalls tab in the Panel Configuration window. The Calls
window appears.

Figure 135. Panel Configuration - Calls

Provide information for each of the following:

Maximum talk time. Specify the maximum timie seconds the visitor
may communicate with the resident osiragle call. After this time, the
panel disconnects.

Maximum number of rings. For NSL lines, specifthe number of rings

of each call before the panel reports no answer and hangs up. For ADC
lines, this setting is not used amdg duration is determined by the
maximum talk time.

Allow calls. Use this menu to allow calls to the residents based on the
selected schedule.

Allow unlock. Use this menu to allow the resident to use their phone to
unlock doors during a set schedule.

Allow keyless entry.Use this menu to allow keyless entries during
selected schedule.

Allow postal entry. Use this menu to enable the postal lock during a set
schedule.
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Allow QR code entry.Use this menu to enable the QR code reader
during a set schedule.

Volume. Specify the panel speaker call volume.

6.1.4 Configure Screen

Screendetermines the appearance of the TX3-T10 screen.

Configure Screen

1. Click theScreentab in the Panel Configuration window. The Screen
window appears.

Figure 136. Panel Configuration - Messages

2. Provide information for each the following:

Show Residence GroupShow or hide directory groups (see section
6.1.8).

Enable Screen SaverTurn the screensaver on or off.

Enable Adaptive Brightness.Turn this on to allow the TX3-T10 to
automatically adjust the screendtitness and automatically switch
between light and dark mode depemgdan the ambient light. Turn this
off to prevent the TX3-T10 from autwatically changing the brightness
or lighting mode.

Enable Dark Mode. Enable or disable dark mode. When dark mode is
disabled, the screen is white. Thistion is available only whelBnable
Adaptive Brightnessis off.

Brightness.Move the slider to changedlscreen brightness. This option
is available only whe&nable Adaptive Brightnessis off.

Primary and Secondary LanguageThese two languages appear as
options on the TX3-T10 screen. The primary language is the language
that the TX3-T10 uses by default. If the visitor selects the secondary
language, the TX3-T10 switches to that language. The TX3-T10
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switches back to the primary languadter 55 seconds of inactivity. The
Configurator includes three languagEsglish, French, and Spanish.
However, only two languages can be enabled at the same time.

6.1.5 Configure Phone Line

The Phone Line window allows you to select the type of phone line the TX3-
T10 panel will use.

Configure phone line

1. SelectPhone Linefrom the Panel Configation window. The Phone
Line window appears.

Figure 137. Panel Configuration - Phone Lines

2. If the panel is connectedMSL, seleciNSL. If the panel is connected to
ADC, selectADC. If the panel is not connected to eith&dC or NSL,
selectNot used

6.1.6 Configure the Keypad

Configuring the keypad lets you set permissions for the resident for opening
doors and using call waiting.

Configure the keypad
1. Click theKeypad tab in the Panel Configuration window.

The Keypad window appeatrs.

Figure 138. Panel Configuration - Keypad
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2. Provide information for each the following:

Open Main door by pressing.Specifies which key on the resident’s
phone unlocks the main door.

Note: Do not select 4 (this is used to refuse entry or disconnect).

Do not use the same number foe thain door, auxiliary door, and
call waiting (call waiting wdks on NSL systems only).

Unlock door for. Specifies the time duratido unlock the main door.

Open Aux door by pressingSpecifies on Telephone Access Systems
the key to press on the residence phone to unlock the auxiliary door.

Note: Do not select 4 (this is used to refuse entry or disconnect).

Do not use the same number foe thain door, auxiliary door, and
call waiting (call waiting weks on NSL systems only).

Note: Do not select 1, 7, or * fdDpen Main Door by Pressingand
Open Aux Door by Pressing

Unlock door for. Specifies the time duratido unlockthe auxiliary
door.

Get call waiting by pressing.Specifies the key to press on the residence
phone to connect to the lobby phone while on an outside call. Do not
select 4. This is used to refuse entry or disconnect.

Note: Get call waiting by pressingworks only on NSL systems.

6.1.7 Configure VOIP (SIP)

You can configure the TX3-T10 to mak®IP calls to residents using SIP
(Session Initiation Protocol). SIP igeotocol for controlling phone or video
messaging on an IP network. The TX3-T10 is a SIP client and can
communicate with other SIP clients through a SIP server.

Configure VOIP

1. Click theVOIP tab in the Panel Configuration window.
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The VOIP window appears.

Figure 139. VOIP

SIP server.The URL of the SIP server.

SIP username.The SIP username of the TX3-T10.

Password.The SIP password for the TX3-T10.

Proxy server.The proxy server (also called outbound proxy) required by the
SIP server. This is required by Mircom SIP Service. Other SIP services may not
require it.

Authorization ID. The authorization ID (also Bad authorization username)

for the TX3-T10. This is required bylircom SIP Service. Other SIP services
may not require it.

Display name.This name appears on the resident’s SIP phone when the TX3-
T10 calls the resident.

Compatibility. Usually, leave this option at the defadtu(ly SIP compliant).

Transport. Leave this option at the defaultGP).

Configure Directory Groups

You can put residents into groups, called resident groups or directory groups.
This feature allows visitors to easily k&aa selection using the group buttons at
the top of the TX3-T10 user interface. You can make up to seven groups.

1. Click theDirectory Groups tab in the Panel Configuration window.
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2. Click Add to add a group.

Figure 140. Directory Groups

Change the Group Name

1. Click on the group you want to rename.

Figure 141. Select group

2. Click on theGroup Nametext field and type the new name.

Figure 142. Rename group

3. Click on the group, then click on the on the text field to update the
Group Name.

Figure 143. Group name changed
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Edit a group

1. Click Edit.

Figure 144. Edit Resident Group

2. Enter a group name.
3. Select the residents that you want to add to this group.

4. Click Save

Delete a directory group
1. Click Directory Groups from the Panel Configuration window.

2. Select the group you want to delete, then clicktekete button.

6.1.9 Configure the Passcode

Passcodes let you define and set the code to permit panel access. There are
three levels of access. All passcodesloanip to 10 digits long. They can be
changed through the Configurator.
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Configure the panel passcode

1. SelectPasscoddrom the Panel Configuration window. The Passcode
window appears.

Figure 145. Panel Configuration - Passcodes

2. Provide a permission code for each the following:
Level 1.future use

Level 2.Level 2 provides access to op@was withoutconfiguration
privileges.

Level 3.Level 3 grants full panel access and cannot be changed here. It
can be changed using the Monitayiprovision (see section 12.1). The
level 3 passcode is also the network passcode.

Note: At any time if you lose or forgf the passcode, call Technical
Support to receive a temporary passcode. This temporary passcode
is only valid for the day it is issued.

6.1.10 Configure Advanced Functions

The advanced functionstlgou enable daylight sangs time for the panel,
specify the main door unt& schedule, disable themiger alarm, enable the
firewall, and enable theemote update feature.
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Click theAdvancedtab in the Panel Configuration window. The
Advanced window appears.

Figure 146. Panel Configuration - Advanced

Provide information for each the following:

Daily postal lock usageSpecifies the daily limit for postal access. The
range is 1 to 254 and the default is 4. For unlimited usage set the value to
255.

DTMF sensitivity. Set the sensitivity to a level between 1 to 8. The
default is 5. Lower sensitivity leveteduce interference from nearby cell
phones.

Audio Profile. Specifies the type of audio quality settings the TX3-T10
will use.

* Indoor — Audio quality settingdesigned for TX3-T10 units
installed indoors.

* QOutdoor — Audio quality settingdesigned for TX3-T10 units
installed outdoors.

Voice help.Specifies whether voice help messages and welcome
message are enabled on the TX3-T10. If checked, the panel’s voice help
messages and welcome message will be turned on. The voice help
messages are played whenever the TXB-is activated after being idle.

Tamper Alarm. Enable or disable the tamper alarm.

Remote Update When this option is enabled, the TX3-T10
automatically checks for softwamgdates from Mircom’s server on a
regular basis.
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Date and Time.See section 6.1.11.

Firewall. Click this button to enable the firewall. Enter up to three IP
addresses that can access the TX3wWhile the firewall is enabled.

Attention: When the firewall is enabled, th&X3 Configurator can still connect
to the TX3-T10 from any computer. However, the software update
via local web interface ond#hTX3-T10 will not work.

Figure 147. Firewall

6.1.11 Set the Date and Time

1. Click Date and Time The Date and Time Options window appears.

Figure 148. Date and Time Options

2. Provide information for the following parameters:
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Enable Daylight Savings Time Select this check box to enable daylight
saving time. When enabled provide the daylight savings start and end
time for the local area.

Adjust panel time for. Provide a value to compensate for the daily drift
away from the true time.

3. Click OK to save the information amdturn to the configuration
window, or clickCancelto exit without saving the changes.

Configure Inputs

Inputs 1 to 4 can be assamthe following functions:

Door sense for reader A (internal reader) or B (external reader)An input
assigned this function senses if a dassigned to reader A lock or reader B
lock is opened or closed.

Request to exit for reader A (intenal reader) or B (external reader).An
input assigned this function sends a sigadhe controller that a request to exit
has been made at a door assigned to reader A lock or reader B lock.

Postal lock input. Activation of this input unlock the main door or main door
& reader A lock and starts the mainaddimer. The door locks when the timer
expires or when the door sense inigwadctivated. Daily usage is limited
according to a pre-defined amount. Anieenpt to use the postal lock beyond
this point causes a warning messageppear and the system to return to
normal operation.

Fire panel override. This input connects to theé alarm panel and receives
fire notification. Activation of thisnput unlocks the main and auxiliary doors
and reader A and B locks and their hiaag@ locks. These outputs are active as
long as the fire panel input is activ@eneral purpose outputs are not affected
by fire panel override.

General door senseAn input assigned this fution monitors a door for open
or closed status. This door appearthie Access Point Status (section 12.1.8).

General purpose.A general purpose input can activate a general purpose
output to perform any required function.
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Configure inputs

1. Expand the panel in the job tree, then sefgmits/Outputs. The Inputs/
Outputs Configuration window appears.

Figure 149. Input Configuration

2. Click Inputs. A list of the panel inputs appears.
3. Select an input and provide infieation for the following parameters:

Label. Use this text box to provide a label name for this panel input. This
information is not stored in the pdraad reverts to the state when a Job
is retrieved from the panel.

Assigned to.Select an input from the menu. Seléeneral door sense
to make the input monitor a door for open or closed status. This door
appears in the Access Point Status (section 12.1.8).

Active state. Active statespecifies the state by which it is considered
active. Two selections are preseht8elect one of the following:

Open
Close

Circuit supervision. Circuit supervision specifies the circuit type and
indicates whether the input is sugead. Select one of the following:

None

Open circuit

Short circuit

Open and short circuit

Delay. The Configurator shows the panel as being in an alarm state when
the input becomes activBelay specifies the amount of time to wait
before raising the alarm condition.
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Configure Outputs

Outputs are programmed for specific ftianality, such as specific delay and
on/off times.

Outputs 1 and 2 can be assigned the following functions.

Main door. This output is activated whextcess is granted through a PSTN
call, SIP call, keyless code, or QR code. It is not activated by card access.

Reader A or B lock. This output is assigned to either reader A (the internal
reader) or reader B (the optional external reader). When access is granted at the
designated reader, this output is activalidds output is not activated by PSTN

call, SIP call, keyless code, or QR code.

Main door & reader A lock. This output is activategdthen the resident grants
access by PSTN call, SIP call, keyless code, or QR code OR when access is
granted at reader A.

Aux door. This output is activated whextcess is granted through a PSTN call,
SIP call, keyless code, or QR code. It is not activated by card access.

Aux door & reader B lock. This output is activated when the resident grants
access by PSTN call, SIP call, or kesd code OR when access is granted at
reader B.

Handicap lock for reader A or B. This output is assigned to either reader A
(the internal reader) or reader B (thtional external reader). When access is
granted at the designated reader, thipuilis activated. This output is not
activated by PSTN call, SIP call, keggecode, or QR code. Access is granted
to cards with designati handicap privileges.

General purpose. A general purpose outptitat performs any required
function.

Configure outputs

1. Selectinputs/Outputs. The Inputs/Outputs Configuration window
appears.

Figure 150. Output Configuration
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2. Click Outputs. A list of the panel outputs appears.
3. Select an output and provide information for the following parameters:

Label. Use this text box to provide a label name for this panel output.
This information is not stored in the panel and reverts to the default state
when a Job is retrieved from the panel.

Assigned to. Assigned tindicates the function of the output.

Active state. Active statespecifies the state by which it is considered
active. Two selections are preseht8elect one of the following:

Energized.When the device is energizedstconsidered to be active.

De-energized When the device is de-energized it is considered to be
active.

6.4 Configure Card Access Settings

The application lets you set and define log reporting, facility code usage, and
interlock access.

See section 1.1.3 for a list of cdmtmats supported by the TX3-T10.

Interlock mode is typicallysed in a double door application to prevent
unauthorized access. During this modeuber presents the card at both doors.
The second door unlocks after presentirggdird, if the first door is locked and
closed.

Cards contain facility code and cardhmher informationThe TX3-T10 is
configurable to grant access ot thasis of one of the following:

. facility code only
. card number only
. facility code and card number
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Click Access PointsThe Access Point Configuration window appears:

Figure 151. Panel Configuration - Card Reader

Provide information for each of the following:

Card format. Select the card reader format for each access point. See
section 1.1.3 for a list of card formats supported by the Card Access
System. Select only the formats that being used. In addition, do not
select more than one format with geme bit length. For example, select
either 36-bit HID Simplex or 36ibKeyscan, but do not select both.

Card discovery mode.Enable this option, thesend the Job to the panel
to put the panel into ¢d discovery mode. While the panel is in card
discovery mode and you present edc® the reader, the panel will
display the card’s raw data in tlmline Events pane. To disable the
feature, uncheck Card discovery mode, then send the job to the panel
again.

Custom Formats.See section 7.2.

Report real time events to PCEnable or disable real time event
sending to the PC. If enabled, onlgtteal time logs are sent to the PC.

Facility code.Enter the building’s facility code with a value from 0 to
4294967294, Enablintpe facility code modéets you grant access to
cards based on facility code.

Interlock. If enabled, door B cannot be unlocked until door A is locked
and closed. Door A cannot be unlocked until door B is locked and closed.
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6.5 Configure Access Points

You can apply schedules to access poiotsexample a period of time when
the door is always unlocked. You stdirst create the schedule using the
Schedule Configuration Window (see section 10).

The TX3-T10 has 2 access points.

. Access Point 1is the internal reader.
. Access Point ds the optionakxternal reader.

Configure access points

1. Expand the Access Point list and click an access point. The Access Point
Configuration window appears.

Figure 152. Access Point Configuration - Timers

2. In theAccess point labeprovide a name for the access point.
3. Click theTimers tab and provide informain for each the following:

Auto-unlock schedule.The auto-unlock schedule lets you specify when
the door will be unlocked. From tlist select an auto-unlock schedule.
This schedule allows free access without an access card.

PIN required schedule.If a card is assigned a PIN, this schedule lets
you specify when to grant access toaad with a PIN. From the list
select the schedule.

Unlock time. Specify the amount of time the door remains unlocked
after granting access.

Extended unlock time.Specify the amount of time the door remains
unlocked for a card assigned with #iadended unlock time privilege.
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Door held open warning.Specify the amount of time for the door to
stay open until a warning is issued.

Door held open alarm.Specify the amount of time for the door to stay
open until an alarm is issued.

Anti-passback. Specify the time period in which the same card cannot
be used twice at this reader.

4, Click theElevator tab.

Figure 153. Access Point Confi guration - Elevator Access

5. SeleciEnable Elevator Control, then selecBelect elevator(s)
associated with this access point

6. Select the Elevator Restriction Unthat this access point controls. For
more information see section 11.

7. Click theAdvancedtab.

Figure 154. Access Point Configuration - Advanced
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Provide information for each the following:

High security. SelectingHigh security grants access only to cards
assigned with the high security privilege.

PC decision required.When enabled the PC decision to grant access is
transferred from the controller tbe PC with an attendant. For this

option to work the PC needs to bealhthe time. Use this option when
the building has a securitiesk or a concierge.

Deduct usage countSelecting this option enables a counter to deduct by
one every time a card is used as thccess point. When it reaches zero,
the card is deactivated.

First person in. When enabled the door becomes unlocked by the first
valid card presented during the unlock schedule, causing the door to
remain unlocked for the duration of the unlock schedule. The 'First
person in' option must also be set on the card (see section 9.1.2).

Facility code mode.Enabling the Facility code mode grants access to
cards based on their facility code gidddition to all other registered cards.
Card holders with the same facilitgde are granted access, regardless of
their card numbers.

Note:

If you are enabling the facility codeode ensure that the facility
code is set on the panel (see section 6.5).

Inhibit ID. When enabled the card code is not sent to the PC. This
feature prevents the logging angoeting of cards at this access point.

Timed anti-passback.Selecting this option enables the anti-passback
feature in which the same card cannot be used twice at the same reader
until the anti-pass back time period expires.

Report request to exit.Selecting this option enables the panel to report
‘request to exit events’ to the PC.

Report unknown format. Selecting this option enables the panel to
report ‘unknown card format’ events to the PC.

Report door not open.Selecting this option endds the panel to log and
report ‘door not open’ events toetPC when access is granted but the
door remains closed.

Auto relock. Selecting this option locks the door as soon as the door
closes before the door open timer or extended door timer expire.
Disabling this option locks the door, but only after the expiration of door
open timer or extended door open timer.
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RTE bypass DC.Enable this option if there is a mechanical egress
device installed on the door. In this situation, the door is unlocked
manually, and the TX3 system does not unlock the door. If the door is
opened, the system updates the door status and the LED on the reader
turns green. The door contact is bypassadi so there is no forced entry
alarm.

Disable forced entry alarm.Selecting this option disables the forced
entry alarm.

Ignore card facility code. Selecting this option grants access to card
holders on the basis of their cardmhers and not the card facility code.

6.6 Establish Correlations

Correlations let you establish specifgationships between panel inputs
(events) and outputs (actions). Use Correlations to specify the relationships
between events, actions and schedules.

Note: All inputs, outputs and schedules must be defined before applying
correlations.

The application shows a particular Jeith a list of correlations currently
configured to a panel. A check bagpears besides eaotrrelation. When
unchecked, the correlation is inactive.

Create a correlation

1. SeleciNetwork > Panel > Correlations The Correlations
Configuration window appears in the Right Pane.

Figure 155. Correlation Configuration
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2. Click Add. The Add Correlation window appears.

Figure 156. Add Correlation

3. Enter the following parameters:

When. This parameter defines the input event. Select one of the
following:

Card access is deniedAccess by card is denied.

Telephone or QR access deniedccess by telephone or QR code
reader is denied.

Card access is grantedAccess by card is granted.

Telephone or QR access granted\ccess by telephone or QR code
reader is granted.

Door not open.Access is granted but the door remains closed.
Forced entry. A door is forced open.
Request to exit.A request to exit has been made.

Door held open alarm.A door did not close and the door held open
alarm was issued.

Door held open warning.A door did not close and the door held
open warning was issued.

Unlock mode on.When in unlock mode the door is unlocked.

Unlock mode off.When in lock mode the door is locked.
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HiSec mode onWhen enabled only access cards with the high
security privilege can open the door.

HiSec mode off. When disabled all access cards can open the door.
Forced entry restored.The forced entry alarm is restored.

Door held open warning restored.The door held open warning was
restored.

Door held open alarm restored.The door held open alarm is
restored.

Input activated. Select a panel input.
Input normal. The general purpose input becomes inactive.
Call started. A call to a resident is placed from the lobby.
Call finished. A call to a resident ends.
Call is connected A call is established.
At access point.This parameter defines the access point if relevant.

Action. Action specifies the type of action to occur for a specific input.
Select one of the following:

Turn ON output. When enabled the output assigned a specific
function performs the required action.

Turn OFF output. When disabled the output assigned this specific
function does not perform the designated action.

Turn ON high security. When enabled only access cards with this
privilege are able to open the door.

Turn OFF high security. When disabled all access cards are able to
open the door.

On panel. On panelapplies the action either to one of the panels on your
system or to a group of panels asuy system. If, for example, you have
two panels (Panell and Panel2) in your TX3 system, you could select
from the following options:

Panell- Apply the correlation to Panell only.
Panel2- Apply the correlation to Panel2 only.

All panels - Apply the correlation to all Telephone Access, Card
Access, and Touch Screen panels on the network.
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Custom - Apply the correlation to eustom target. When you select
this option, you can click on teustom button to select from the
following custom targets:

» All panels on the RS485 network of the Master Nodéselect
a Main Node from the list)

* All Master Nodes only

» All panels with RS485 addresgselect the address from the
list)

Output. This parameter applies the action to a specific output or access
point on the panel. For an output to appear on this list it must be
designated as a general purpose outputaFeader to appear on this list
the output must be assigned teeader. For a Job that uses two outputs
and two readers on a Two Door Collieng select one of the following:

Output 3
Output 4
Reader A
Reader B

For. For represents the duration of thetion in minutes and seconds up
to a maximum of 600 minutes. Uncheck the box if you want the action to
continue indefinitely.

During schedule.This parameter lets you apply this correlation to a pre-
defined schedule. For a schedule toespn this list it must be created
(see section 10).

Edit a correlation

1.

Select a correlation and cliéldit. The Edit Correlation window
appears.

Provide the information as you wld when creating a correlation.
Click OK to save your edits.

Connect to your panel, and then send the job to the panel.

Delete a correlation

1.

2.

Select a correlation and cli€lelete

Connect to your panel, and then send the job to the panel.
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Activate a correlation

1. Click on the check box beside the correlation as shown in Figure 157.

Figure 157. Correlation activation

2. Connect to your panel, and then send the job to the panel.

The Reception Button

The TX3-T10 has a dial code reserved for recep8805 Tapping the
Receptionbutton on the TX3-T10 screen calie resident that has the dial
code 9995. See section 8 for details on adding residents.

Configure Residents, Cards, and Access Levels

Residents Cards, andAccess Levelappear as entries in the Job tree after you
have added a TX3-T10 panel. Cards ninesaidded to the job and given the
appropriate access level in order &mcess to be granted at an access point.

» To configure residents, see section 8.

» To configure cards, see section 9.

Interlock mode

This mode is typically used indouble door application to prevent
unauthorized access. During this mode tiser presents the card at both doors.
The second door unlocks after presentirggdard, if the first door is locked and
closed. If enabled door B cannot be unkedtkintil door A is locked and closed.
Door A cannot be unlocked tindoor B is locked and closed.

To enable Interlock mode in tHeX3-T10 panel, do the following:

1. In the Job Tree, expand the TX3-T10 panel and sa&tmess Points
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2. In theAccess Point Configurationwindow, check the box beside
Interlock under Options.

Figure 158. Access Point Configuration

3. Return to the Job Tree and seleguts/Outputs under the same panel.

4. In the Outputs tab, assign Output Iv&sn door & reader A lock.

Figure 159. Output 1
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5. Assign Output 2 aReader B lock.

Figure 160. Output 2

6. Create a correlation that unlodReor B when access is granted at the
Main door.

Figure 161. Add correlation
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Configure a Card Access System
Panel

The TX3 Configurator lets you acceasld and modify Two Door Controller
and Single Door Controller Card Accesgstem panels. Once you connect to a
building panel, you can begin configuration.

This chapter explains

. Configure a Card Access System Panel
. Custom Card Formats

. Configure Access Points

. Configure Inputs

. Configure Outputs
. Establish Correlations
. Configure Cards and Access Levels
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7.1 Configure a Card Access System Panel

Configuring a Card Access System pasedls the panel systgparameters and
establishes how inputs are labelledsigned, defined and correlated with
outputs.

Note: When adding additional panelsseme the selected panel matches
the panel you wish to connect to.

Card Access System panel configuration lets you:

. label a panel

. set panel options

. define and assign inputs and outputs

. correlate events with actions

. create hold open timers

. set elevator usage if@lator controls are used

For information about the installation thie Card Access Systems, refer to the
manuals shipped with the systemd on the Mircom website
(www.mircom.com).

7.1.1 Label a Panel

Labelling a panel lets you specify thanel name and establish its network
address.

Label a panel

1. Select a panel. The Pa@nfiguration window appears.

Figure 162. Panel Configuration

2. Provide information for the following:
Panel label.Provide a name for the Panel.

Panel model.The application automaticalhgtrieves the selected panel
model information. This field is read only.
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Address. The drop down list displays the remaining available panel
addresses. From this list select theglaaddress. This field is disabled if
a connection is active. Ensureathhis address matches the panel
address.

Master Node.If you are connected to yoliX3 system through TCP/IP,
this option lets you to either cogfire the panel as a Main Node (select
This is a masterfrom the list) or to specify the Main Node for your
panel (select the Main Node from the list).

Note:

In the Configurator, the ternMaster andMain are equivalent.

Test Connection.If you are connected to your TX3 system through
TCP/IP, this option test the connection between your computer and a
Main Node. You can only test a connection to a Main Node panel. You
must be connected to the TX3 system in order tolesé Connection

IP address.The IP address of your panel if it is a Main Node on a TCP/
IP network. This field only appears if you are connected to your TX3
system through TCP/IP.

Note:

You cannot change a Main NdgléP address by editing the
addressfield. To change a Main Node’s IP address, use the IP
Change Tool. See secti@2 for more information.

3.

Proceed with the rest of the configuration or cbeind and Exitfrom
the Tool Bar to apply theettings and exit the session.

7.1.2 Set the Card Access Panel

The application lets you set and define log reporting, facility code usage,
interlock access and daylight savings time.

See section 1.1.3 for a list of cdatmats supported by the Card Access
System.

Interlock mode is typicallysed in a double door application to prevent
unauthorized access. During this modeuber presents the card at both doors.
The second door unlocks after presentirgydird, if the first door is locked and
closed.

Cards contain facility code and cardwmieer information. The Card Access
System is configurable to grant accesshe basis of one of the following:

facility code only
card number only
facility code and card number
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Click Panel. The Panel Configuration window appears:

Figure 163. Panel Configuration - Card Reader

Provide information for each of the following:

Card format. Select the card reader format for each access point. See
section 1.1.3 for a list of card formats supported by the Card Access
System. Select only the formats that being used. In addition, do not
select more than one format with geame bit length. For example, select
either 36-bit HID Simplex or 36ibKeyscan, but do not select both.

Card discovery mode.Enable this option, thesend the Job to the panel
to put the panel into cd discovery mode. While the panel is in card
discovery mode and you present edc® the reader, the panel will
display the card’s raw data in tlmline Events pane. To disable the
feature, uncheck Card discovery mode, then send the job to the panel
again.

Custom Formats.See section 7.2.

Report real time events to PCEnable or disable real time event
sending to the PC. If enabled, onlgtteal time logs are sent to the PC.

Facility code.Enter the building’s facility code with a value from 0 to
4294967294, Enablintpe facility code modéets you grant access to
cards based on facility code.

Interlock. If enabled door B cannot be unlocked until door A is locked
and closed. Door A cannot be unlocked until door B is locked and closed.

Single door mode(TX3-CX-1 and TX3-CX-1NRonly) If this option is
selected, then the panel controls only one door and both access points
represent the same door.

TX3 Configuration and Administrator Manual



Configure a Card Access System Panel

Wi, Mircom

If this option is unselected, then the panel operates as a Two Door
Controller and each access point is a separate door.

Date and Time.Select this option to set tidate and time of the panel,
set daylight savings time, andgdet the panel adjustment time.

3. Proceed with another configuration or cl®é&nd and Exitfrom the Tool
Bar to apply the settings and exit the session.

Set the daylight saving time

1. Click Date and Time The Date and Time Options window appears.

Figure 164. Date and Time Options

2. Provide information for the following parameters:

Set Date and TimeSelecting this option lets you set the panel clock to a
time other than the PC clock. &y time you access the Set Date and
Time window the current PC time is shown.

Figure 165. Set Date and Time

TX3 Configuration and Administrator Manual 189



Configure a Card Access System Panel

M. Mircom

Enable Daylight Savings Time Select this check box to enable daylight
saving time. When enabled provide the daylight savings start and end
time for the local area.

Adjust panel time for. Provide a value to compensate for the daily drift
away from the true time.

3. Click OK to save the information andtuen to the configuration
window, or clickCancelto exit without saving the changes.

4, Click Send and Exitfrom the Tool Bar to applthe settings and exit the
session.

7.2 Custom Card Formats
The Custom Formatsfeature lets you create custom card formats.

Create a custom card format
1. Click Custom Formats

The Custom Card Detail window appears.

Figure 166. Custom Card Detail

2. Provide information for each of the following:
Name.Enter a name for the new format.

Bit Length. Specify the number dfits in the format.
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Card Number. Specify the start bit and the bit length for the card
number. This must not overlap the facility code.

Facility Code. Specify the start bit and tté length for the facility
code. This must not overlap the card number.

The Custom Card Detail window shew visual representation of the

card code and facility code bitsgiire 167 shows a card format with a

bit length of 20, where the card number is defined by bits 2 to 7, and the
facility code is defined by bits 8 to 13.

Figure 167. Custom card format with a bit length of 20

3. Click OK.

The new custom card format appearthatbottom of the list of formats.

Create a second custom card format

1. Click theAdd New button.

Delete a custom card format

1. Click theDeletebutton.
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7.2.1 Parity

Parity is a form of error detection @ata transmission. If the card format uses
parity, then you can specify even paritgld parity, even parity 1, and odd
parity 1 if necessary.

Specify even parity

1. In theParity section, specify the position of the even parity bit. This
must not overlap the card number, facility code, or the odd parity bit.

2. Enter the bit mask of the evparity in hexadecimal notation.

For example, in the custom cardrfat shown in Figure 168, the even
parity bit is 1, and the even parity bit mask is bits 2 to 7. The bit mask is
expressed as 1111110, which is read fright to left. The rightmost bit
represents bit 1, which is not part ot thnask, so it is 0. The next 6 bits
are part of the mask, so they are 1. The binary number 1111110 is
expressed as 7E in hexadecimal notation.

Figure 168. Custom card format with an even parity mask

Specify odd parity

1. Specify the position of the odd pariiif. This must not overlap the card
number, facility code, or the even parity bit.

2. Enter the bit mask of the odd parity in hexadecimal notation.
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In the same example, the odd parity bit is 14, and the odd parity bit mask
is bits 8 to 13. The bit mask is expressed as 1111110000000, which is
read from right to left. The rightmogtbits are not part of the mask, so

they are 0. The next 6 bits are part of the mask, so they are 1. The binary
number 1111110000000 is representetlz80 in hexadecimal notation.
Figure 169 shows the same card format with this odd parity mask.

Figure 169. Custom card format with an odd parity mask

Specify even parity 1 and odd parity 1

1. Click theAdvanced button.
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The Custom Card Detail window shows the even parity 1 and odd parity
1.

Figure 170. Custom Card Detail - Advanced

2. Repeat the steps und@pecify even parityon page 192 anfipecify odd
parity on page 192 for even parity 1 and odd parity 1.

7.3 Configure Access Points

Card readers at access psirequire additional configuration to specify how
certain access requirements run on a scheduled basis. Access privileges may
have dependencies and consequently may be more suitable to run as a
scheduled task.

To apply schedules, they must be fatated using the Schedule Configuration
Window (see section 10).

The auto lock/unlock scheduling foraooperation allows free access without
an access card, during specified times and areas.

7.3.1 Access Points on the Two Door Controller
The panel has 2 access points by default.

. Reader Ais the reader connected to the Wiegand #1 terminal.
. Reader Bis the reader connectedttee Wiegand #2 terminal.
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7.3.2 Access Points on the Single Door Controller

When you add a Single Door Controller in the Configurator, it has 2 access
points by default.

. Reader Ais the built-in reader (TX3-CX-1 only).

. Reader Bis the external reader. If you do not have an external card
reader, the system does not use Reader B.

Configure access points on all card access controllers

1. Expand the Access Point listdadick on an access point. The Access
Point Configuration window appears.

Figure 171. Access Point Configuration - Timers

2. In theAccess point labeprovide a name for the access point.

3. From the tab sele@imers and provide information for each the
following:

Auto-unlock schedule.The auto-unlock schedule lets you specify when
the door will be unlocked. From thist select an auto-unlock schedule.

PIN required schedule.If a card is assigned a PIN, this schedule lets
you specify when to grant access taad with a PIN. From the list
select the schedule.

Unlock time. Specify the amount of time the door remains unlocked
after granting access.

Extended unlock time.Specify the amount of time the door remains
unlocked for a card assigned with #wended unlock time privilege.
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Door held open warning.Specify the amount of time for the door to
stay open until a warning is issued.

Door held open alarm.Specify the amount of time for the door to stay
open until an alarm is issued.

Anti-passback. Specify the time period in which the same card cannot
be used twice at this reader.

4, From the tab seleétdvanced The Advanced Configuration Window
appears:

Figure 172. Access Point Configuration - Advanced

5. Provide information for each the following:

High security. SelectingHigh security grants access only to cards
assigned with the high security privilege.

PC decision required.When enabled the PC decision to grant access is
transferred from the controller toefPC with an attendant. For this

option to work the PC needs to be on all the time. Use this option when
the building has a security desk or a concierge.

Deduct usage countSelecting this option enables a counter to deduct by
one every time a card is used at this access point. When it reaches zero,
the card is deactivated.

First person in. When enabled the door becomes unlocked by the first
valid card presented during the unladtedule, causing the door to
remain unlocked for the duration thfe unlock schedule. The 'First
person in' option must also be set on the card (see section 9.1.2).
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Facility code mode.Enabling the Facility code mode grants access to
cards based on only tindacility code. Card holders with the same
facility code are granted accessgardless of their card numbers.

Note:

If you are enabling the facility codeode ensure that the facility
code is set on the panel (see section 7.1.2).

Inhibit ID. When enabled the card code is not sent to the PC. This
feature prevents the logging angoeting of cards at this access point.

Timed anti-passback.Selecting this option enables the anti-passback
feature in which the same card cannot be used twice at the same reader
until the anti-pass back time period expires.

Report request to exit.Selecting this option enables the panel to report
‘request to exit events’ to the PC.

Report unknown format. Selecting this option enables the panel to
report ‘unknown card format’ events to the PC.

Report door not open.Selecting this option enkds the panel to log and
report ‘door not open’ events toetPC when access is granted but the
door remains closed.

Auto relock. Selecting this option locks the door as soon as the door
closes before the door open timer or extended door timer expire.
Disabling this option locks the door, but only after the expiration of door
open timer or extended door open timer.

RTE bypass DC.Enable this option if there is a mechanical egress
device installed on the door. In ttgguation, the door is unlocked
manually, and the TX3 system does not unlock the door. If the door is
opened, the system updates the door status and the LED on the reader
turns green. The door contact is bgped and so there is no forced entry
alarm.

Disable forced entry alarm.Selecting this option disables the forced
entry alarm.

Ignore card facility code. Selecting this option grants access to card
holders on the basis of their card numsb@nd not the card facility code.

Proceed with another configuration or cl#&énd and Exitfrom the Tool
Bar to apply the settings and exit the session.
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7.4 Configure Inputs

In order to accurately monitor the functad state of the panel inputs, you must
first define the electrical circuit cheateristics of the input (active state and
circuit supervision). For a detailed degtion of the circuit characteristics see
LT-980 TX3-CX Card Access System Installation and Operation Manual.

7.4.1 Two Door Controller

Each Two Door Controller has eight inputs that can be configured to
accommodate specific events foe thollowing controller functions:

Door contact for reader A or B. An input assigned this function senses if a
door is opened or closed.

Request to exit for reader A or B.An input assigned this function sends a
signal to the controller thatraquest to exit has been made.

General purpose function.An input assigned this function can activate a
general purpose output to perform any required function or turn on or off the
high security mode.

General door status.An input assigned this functianonitors a door for open
or closed status. This door appearthim Access Point Status (section 12.1.8).

7.4.2 Single Door Controller

Each Single Door Controller has 4 pragraable inputs that can be configured
to accommodate specific events foe following controller functions:

Door contact.An input assigned this functi@enses if a door is opened or
closed.

Request to exitAn input assigned this functi@ends a signal to the controller
that a request to exit has been made.

General purpose.An input assigned this function activates a general purpose
output to perform any required function or turn on or off the high security
mode.

General door status.An input assigned this functianonitors a door for open
or closed status. This door appearthmAccess Point Status (section 12.1.8).
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Configure inputs on all card access controllers

1. Selectinputs/Outputs. The Input/Output Configuration window
appears.

Figure 173. Input Configuration

2. Click Inputs. A list of the panel inputs appears.
3. Select an input and provide infaation for the following parameters:
Label. Use this text box to provide a name for the input.

Assigned to.Select an input from the menu (for examjlepr contact

or Request to exi}. SelectGeneral door statusto make the input
monitor a door for open or closedtts. This door appears in the Access
Point Status (section 12.1.8).

Active state. Active statespecifies the state by which it is considered
active. Two selections are preseht8elect one of the following:

Open
Close

Circuit supervision. Circuit supervision specifies the circuit type and
indicates whether the input is sugead. Select one of the following:

None
Open circuit
Short circuit

Open and short circuit
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Delay. The Configurator shows the pamal being in an alarm state when
the input becomes activBelay specifies the amount of time to wait
before raising the alarm conditiohhis option is only available to card
access panels.

4, When you have finished making all of the configuration changes for your
panel, connect to your panel, and then send the job to the panel.

7.5 Configure Outputs

For a detailed description of the ciitccharacteristics see LT-980 TX3-CX
Card Access System Installation and Operation Manual.

7.5.1 Configure Outputs on a Two Door Controller

By default output 1 is assigned to Reaflénck with an energized active state.
When access is granted thigpmut unlocks the main door.

Whenever you configure an output, the active state of the output must be
defined as a function of the device it attaches. When the device is energized it is
considered to be active. When the devicde-energized it is considered to be
inactive.

Each card access controller has emitputs that can be configured to
accommodate specific actions foetfollowing controller functions:

Lock for reader A or B. This output is assigned &ther reader A or B to
unlock the main door. When access iarjed at the designhated reader, this
output unlocks the door.

Handicap lock for reader A or B. This output is assigned to either reader A or
B to unlock the accessible door. Whemtess is granted at the designated
reader, this output unlocks the door. Acaesgranted to cards with designated
handicap privileges.

General purpose output.An output assigned this function can perform any
required function, such as turning on a light.

Outputs 1 to 8 have thelfowing default settings:
Output 1. Lock for reader A
Output 2. Reader A handicap
Output 3. General Purpose
Output 4. General Purpose
Output 5. Lock for reader B
Output 6. Reader B handicap
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Output 7. General Purpose

Output 8. General Purpose

Configure outputs on a Two Door Controller

1. Selectinputs/Outputs. The Inputs/Outputs Configuration window
appears.

Figure 174. Output Configuration

2. Click Outputs. A list of the panel outputs appears.
3. Select an output and provide infation for the following parameters:
Label. Use this text box to provide a label name for this panel input.

Assigned to.Assigned todesignates the output dospecific controller
function. From the list select one thie following controller functions.

Reader A lock.
Reader B lock
Reader A handicap
Reader B handicap
General Purpose

Active state.Active state specifies the state by which it is considered
active. Two selections are preseht8elect one of the following:

Energized. When the device is energized it is considered to be active.

De-energized. When the device is de-energized it is considered to be
active.
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When you have finished making all of the configuration changes for your
panel, connect to your panel, and then send the job to the panel.

7.5.2 Configure Outputs on a Single Door Controller

If single door mode is enabled, outpdt, 2 and 3 are configured as follows:
Output 1: Lock. Connect this output to a door strike. By default output 1
has an energized active state. Whecess is granted, this output unlocks
the door.

Output 2: General purpose.An output assigned this function can
perform any required function, such as turning on a light.

Output 3: General purpose.This output can power a door strike or a
maglock.

Configure outputs on a Single Door Controller

1. Selectnputs/Outputs. The Inputs/Outputs Configuration window
appears.

Figure 175. Output Configuration

2. Click Outputs. A list of the panel outputs appears.
3. Select an output and provide information for the following parameters:

Label. Use this text box to provide a label name for this panel input.
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Assigned to.Select a function from the menu (for examjleck or
Handicap).

Note: For output 3, seledtock if you want output 3 to power a door
strike or a maglock.

Active state. Active statespecifies the state by which it is considered
active. Two selections are preseht8elect one of the following:

Energized. When the device is energized it is considered to be active.

De-energized. When the device is de-energized it is considered to be
active.

Note: For output 3, selednergizedfor a door strike or
De-energizedfor a maglock.

. When you have finished making all of the configuration changes for
your panel, connect to your panel, and then send the job to the panel.

7.6 Establish Correlations

Correlations let you establish specific relationships between panel inputs
(events) and outputs (actions). Usar€lations to specify the relationships
between events, actions and schedules.

Note: All inputs, outputs and schedules must be defined before applying
correlations.

The application shows a particular Jeibh a list of correlations currently
configured to a panel. A check boxpmars besides each correlation. When
unchecked, the correlation is inactive.
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Create a correlation

1. SeleciNetwork > Panel > Correlations The Correlations
Configuration window appears in the Right Pane.

Figure 176. Correlation Configuration

2. Click Add. The Add Correlation window appears.

Figure 177. Add Correlation
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3. Enter the following parameters:

When. This parameter defines the input event. Select one of the
following:

Access is grantedAccess is granted.

Access is deniedAccess is denied.

Forced entry alarm. A door is forced open.

Forced entry alarm restored.The forced entry alarm is restored.

Door held open alarm.A door did not close and the door held open
alarm was issued.

Door held open alarm restored.The door held open alarm is
restored.

Door held open warning.A door did not close and the door held
open warning was issued.

Door held open warning restored.The door held open warning was
restored.

Door not open.Access granted but the door remains closed.
Request to Exit.A request to exit has been made.

Input is active. Select a panel input from 1 to 8 as defined in section
7.4.

Input is normal. The general purpose input becomes inactive.
Unlock mode is onWhen in unlock mode the door is unlocked.
Unlock mode is off.When in lock mode the door is locked.

High security is on.When enabled only access cards with this
privilege are abléo open the door.

High security is off. When disabled all access cards are able to open
the door.

Tamper detected.(TX3-CX-1 and TX3-CX-1NP) The tamper alarm
is on.

Tamper restored. (TX3-CX-1 and TX3-CX-1NP) The tamper alarm
is off.

At access point/Input label.This parameter defines the access point or
input.
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Action. Action specifies the type of action to occur for a specific input.
Select one of the following:
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Turn ON output. When enabled the output assigned a specific
function performs the required action.

Turn OFF output. When disabled the output assigned this specific
function does not perform the designated action.

Turn ON high security. When enabled only access cards with this
privilege are able to open the door.

Turn OFF high security. When disabled all access cards are able to
open the door.

On panel. On panelapplies the action either to one of the panels on your
system or to a group of panels auy system. If, for example, you have
two panels (Panell and Panel2) in your TX3 system, you could select
from the following options:

Panell- Apply the correlation to Panell only.
Panel2- Apply the correlation to Panel2 only.

All - Apply the correlation to ETelephone Access, Card Access, and
Touch Screen panels on the network.

Custom - Apply the correlation to a stom target. This option is only
available for TCP/IP network connections. When you select this
option, you can click on theustom button to select from the
following custom targets:

» All panels on the RS485 network of the Master Nodéselect
a Main Node from the list)
» All Master Nodes only

» All panels with RS485 addresgselect the address from the
list)

Note:

Correlation signals are not tiemitted by Touch Screen Main
Nodes by default. If you plan on using thié or Custom
correlation optionsselect th&koute IP Correlations checkbox on
one of the Main Nodes. See section 5.4.

Nano - Apply the correlation to a TX3 Nano. This option is only
available for TCP/IP network connections. When you select this
option, you can click on thdano button and enter the IP address of a
TX3 Nano. ClickFind to find any TX3 Nanos on the network.
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Output. This parameter applies the action to a specific output or access
point on the panel. For an output to appear on this list it must be
designated as a general purpose outputaFeader to appear on this list
the output must be assigned teeader. For a Job that uses two outputs
and two readers on a Two Door Collgg select one of the following:

Output 3
Output 4
Reader A
Reader B

For. For represents the duration of thetion in minutes and seconds up
to a maximum of 600 minutes. Uncheck the box if you want the action to
continue indefinitely.

During schedule.This parameter lets you apply this correlation to a pre-
defined schedule. For a schedule toespn this list it must be created
(see section 10).

When you have finished making aflthe configuration changes for your
panel, connect to your panel, and then send the job to the panel.

Edit a correlation

1.

Select a correlation and présdit. The Edit Correlation window
appears.

Provide the information as you wld when creating a correlation.
Click OK to save your edits.

Connect to your panel, and then send the job to the panel.

Delete a correlation

1.

2.

Select a correlation and pré&slete

Connect to your panel, and then send the job to the panel.

TX3 Configuration and Administrator Manual 207



Configure a Card Access System Panel

M. Mircom

Activate a correlation

1. Click on the check box beside the correlation as shown in Figure 178.

Figure 178. Correlation activation

2. Connect to your panel, and then send the job to the panel.

7.7 Configure Cards and Access Levels

Cards andAccess Levelappear as entries in the Job tree after you have added
a Card Access System panel. Cardstine added to the job and given the
appropriate access level in order &mcess to be granted at an access point.

See section 9 for information on how tomage cards and access levels in your
job.

208 TX3 Configuration and Administrator Manual



4. Mircom'

8 Residents

The TX3 Configurator lets you add and modify residents.

This chapter explains

. Add Residents
. Modify Residents
. Delete Residents
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8.1 Add Residents

The application lets you add residents and modify resident information. Adding
the first access panel to the network autiically adds the resident list to the
Job tree.

To facilitate the task of enteringarge resident list you can add multiple
resident information at the same éirand then edit their automatically
generated default values.

The resident list provides browsing aaick searching capabilities of resident
information and displays the mplete residential list wheResidentsis
selected from the Job tree. Clicking t@umn header sorts the list by that
column in either ascending or descending order.

Single residents can be connectedidtiple lobby panel units, making it
possible for the resident to beached from dlierent lobbies.

Note: All resident information is stordd the panel with the exception of
profile information, which is stred on the PC. See Figure 185.

Find a resident

1. SeleciResidentsfrom the Job tree. The Resident Configuration list
appears in the Right Pane.

Figure 179. Resident Configuration List

2. To find a resident, enter the persardme in the Find box. The resident
list automatically sorts as yoype. To refine the search, select a
parameter from thi column list.

3. Press th€lear button to restore the lisiack to its full state.
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Add a resident

1. SeleciResidentsfrom the Job tree. The Resident Configuration list
appears in the Right Pane (see Figure 179).

2. SelectAdd Residentsfrom the Menu Bar or right click on the Resident
Configuration list. The Add Residents window appeatrs.

Figure 180. Add Residents

3. Provide information for the following parameters:

Total number of residents to add Specify the total number of residents
to add.

Connect to panel.Select the panel to add residents to.

Panel phone lineSelect the phone line on the panel the resident(s) will
use.

Note: Ensure that the panel phone linesjecified. If the phone line is
not specified, the residentlivnot be added to the panel.

Resident nameProvide the resident name. If more than one resident is
added at a time, a number will béaghed to the names to make them
unique.

Note: On a TX3-T10, enter an asterisk (*) at the beginning of the
residents name to make TX3-T10 display the resident at the top of
the list.
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Dial code.The dial code is set automatically for each resident based on
the initial starting value.

Note: The TX3-T10 has a dial code reserved for recep8685
Tapping theReceptionbutton on the TX3-T10 calls the resident
that has the dial code 9995.

Keyless entry codeEnter zero to disable the keyless entry code for the
new resident or residents. Enteradue other than zero to enable the
keyless entry code for the new residentesidents. If enabled, each
resident added gets a unique keyless entry code starting from the value
entered and then incrementingdnye for each additional resident.

Telephone (ADC only).The resident’'s phone number.
4. Edit each resident for specific detaflmultiple residents were added.

5. Click OK to add a resident and return to the configuration window, or
click Closeto exit without saving the changes.

8.2 Modify Residents

1. SelecResidentsfrom the Job tree. TheeRident Configuration window
appears (Figure 179).

Note: You can edit multiple residents at the same time by selecting
multiple residents then rigdtlicking and selectingdit
Residents Some options may be disabled if their values are
resident specific.
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2.

Residents

To edit a resident’s informationjal its row header on the far left or
double click elsewhere on the row. Ymay also right click and select
Edit Resident The Resident Details window appears.

Figure 181. Resident Details

Provide the following information:
Name.Enter the resident’'s name.

Apt#. Enter the apartment or suite number.
Dial code.Enter the resident’s dial code.

Hide from directory. Check this box to hide the resident’'s name from
the panel directory.

8.2.1 Phone Lines

1.

Click thePhone linestab and provide the following information to
determine which panels are connected to this resident.

Lobby Unit. Each lobby unit is shown in a list.

Phone Line.Select the telephone line for each lobby unit. For a TX3-
T10, selecConnectedto enable the phone line for this resident.
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8.2.2 Entry

1. Click theEntry tab. The Entry window appears.

Figure 182. Resident Details - Entry

8.2.2.1 Keyless Entry

Provide the following information to able the use of the resident keyless
entry code.

Keyless entry codeEnter the resident keyless entry code using a
number from 1 to 999999.

Open Main door. Selecting this option opens the main door when the
resident enters their keyless entry code.

Open Aux door. Selecting this option opens the auxiliary door when the
resident enters their keyless entry code.

8.2.2.2 Secure Phone Entry

Provide the following information tenable a phone egtcode for this

resident. The resident must enter this code on their phone followed by pound
(#) in order to open the door. This entgde overrides the entry code set in the
panel keypad options (section 5.1.6 for lobby panels and section 6.1.5 for TX3-
T10).

Open main door by pressingEnter a series of up to 4 digits from 0 to 9.
Do not select *.This code (followed by pmd #) will replace the button
set in section 5.1.6 and sectiod.6.for opening the main door. This
applies to the specific resident.
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Open aux door by pressingEnter a series of up to 4 digits from 0 to 9
Do not select *.This code (followed by pour#) will replace the button
set in section 5.1.6 and section 6.fbbopening the auxiliary door. This
applies to the specific resident.

8.2.3 VOIP

The TX3-T10 device supports callingPslisernames and includes a rollover
feature. When a call is placed to fré@mary SIP username and the call is not
answered, is rejected, or otherwia#s to connect, the system will
automatically attempt to reach SIP useme 2. While both the TX3-T10 and
TX3 Touch devices follow the same call process, only the TX3-T10 supports
calling two SIP usernames.

If the call to SIP username 2 alsdgathe TX3-T10 proceeds to dial the
configured phone number or NSL.

1. Click theVOIP tab. The VOIP window appears.

2. Type the SIP usernames of this resident irBifreusernameandSIP
username 2field.

Figure 183. Resident VOIP Setup

3. Click OK.
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8.2.4 Elevator

1. SelecElevator. The Elevator window appears.

Figure 184. Resident Details - Elevator

2. SelectEnable Elevator Control to enable elevator restriction.

» SelectUse floor groupand select the floor groups for this resident. and
select the Elevator Restriction Unitsat are allowed for this resident.

» Or, selectegacy elevator controland provide the RS-485 address of
the Elevator Restriction Utrthat the resident willse, and the elevator
relay code for the resident’s floor.

See section 11 for more information.
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8.2.5

Profile

1.

Residents

Click theProfile tab. The Profile window appears.

Figure 185. Resident Details - Profile

Provide the following information:

Select a photoSelect the residentfghoto from a directory.
First name. Enter the resident’s first name.

Last name.Enter the resident’s last name.

Email. Enter the resident’s email.

Note:

After you get a job, residents’ ehaddresses will be blank. If you
want to preserve email addresses, do noQGetelob. SeeGet a
Job on page 44.

Mobile phone.Enter the resident’'s mobile phone number.
Notes.Provide additional notes.
Profile ID. Provide a profile ID.

Click OK to add a resident and retumthe configuration window, or
click cancel to exit vihout saving the changes.
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8.3 Delete Residents

1. Right click one or more residents and then s®ettte PressindDel
key will achieve the same purpose.

2. Click Yesto delete a resident and return to the configuration window, or
click No to exit without saving the changes.
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9 Cards and Access Levels

Once you have added a Card Access Panel to your job, you can start adding
cards and start configuring access levels.

This chapter explains

. Add or Modify Cards
. Find a Card
. Configure Access levels
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9.1

9.1.1
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Add or Modify Cards

Cards appear in the Job tree with thditoin of the firstCard Access panel.
Selecting Cards from the Job tree digplall currently configured cards and
their corresponding dets on the Right Pane.

Clicking on an item in the column headerts the list in either its ascending or
descending order.

Note: All card information is stored ithe panel with the exception of
card profile information, which istored on the PC in the Job
database file. See Figure 191.

Figure 186. Card Configuration

Add Cards

The application lets you easily add anddifpa user’'s card information. To
facilitate the task of entering ardge card list you can add multiple card
information at the same time and then edit their specific values.

There are two ways to add a card: nalyu(you type in the card code and
facility code) and automatically (you g the card and the system reads the
card code and facility code).

For information on how to provide @éled configuration information for a
card see section 9.1.2.
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Add a card manually

1. SelectAdd Cards from the Menu Bar or right click in the Card
Configuration window and seleédd Cards. The Add Cards window
appears.

Figure 187. Add Cards

2. Provide the following information:
Total number of cards to add.Specify the number of cards to add.

Card name. Specify a name for the cardThe maximum number of
characters is 30.

Card number. Provide a unique card number. If more than one card is
added at a time, a number will béaahed to the cards to make them
unique.

Access LevelSelect an access level from the list. Access levels are
preset by the administrator. Setion 9.3 for information on how to
create Access Levels.

Facility code. Enter a facility code for #ncard with a value from 0 to
4294967294, Access is granted when thadslity code matches the value
set for the Card Access Panel (see section 7.3).

3. Click OK to add the card(s) and return to the configuration window or
click Detail to proceed with additionabafiguration as described in the
next section. You may also cli€kdoseto save the existing changes and
continue with adding another card.
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Add a card automatically

1.

2.

Right-click in the Online Events pane, and sedaid Card.

Swipe a card at a reader connected to the system.

If the card is not recognized, aald Card button appears in the Online
Events window.

Click theAdd Card button.

The Add Cards window appears witte card code and facility code
automatically filled in.

Figure 188. Add Cards

Provide the following information:

Card name. Specify a name for the cardThe maximum number of
characters is 30.

Access LevelSelect an access level from the list. Access levels are
preset by the administrator. See gBt.3 for information on how to
create Access Levels.

Repeat steps 2 to 4 todagnother card automatically.

When you are finished adding cardght-click in the Online Events
pane, and deselegtdd Card.

TX3 Configuration and Administrator Manual



/////// ) M ircom Cards and Access Levels

9.1.2 Edit Card Details

A card can be edited by selecting Dieftamm the Add Card window or by
double clicking the card.

Multiple cards can be edited at the sdimee by selecting and right clicking on

multiple cards. Some options maydisabled or their values may not be
assigned to multiple cards.

Edit card details

1. Click the row header on the far left or double click anywhere on the row.
You may also right click and seldgétlit Cards. The Card Details
window appears.

Figure 189. Card Details

2. Provide the following information:

Select a photo hereClick this area and select the card holder’s photo
from a directory.

Card number. Specify the card number. This number is printed on the
card.

Note: For card readers with a keypad, the card number serves as the
keypad entry access code.
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PIN. Enter a Personal Identification Number. The PIN is 1 to 4 digits
long and is programmed for each cards Aot accepted. This is required
if the ‘PIN required scheduleghture is enabled on the card reader.

Name.Provide a name for the card holder.
Facility Code. Provide the facility code.
Notes.Provide any notes for this card.

3. SeleciGeneral and provide the following information to specify access
levels and activation dates and status:

Access levelSelect up to three access levels for the card. Access
privileges to designated areas are defined by the administrator.

Activation date. Specify the activation date for the card.
De-activation date.Specify the de-activation date.

Status. Status shows the current status of this card. Sdlemttive to
de-activate oActive to activate the card.

Usage counterUsage counteris a configurable feature that uses a
counter to specify a card usage limibateader. Each time the card is

used this value decreases by one in the database. When it reaches zero,
the card is de-activated. Seleat theck box and specify the maximum
usage count for this card. When desétd the card has an unlimited use.

Note: For the Usage counter tonction enable thBeduct Usage Count
feature on the card reader (see section 7.3).
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4.

SelectAdvanced The Advanced tab appears.

Figure 190. Card Details Advanced

Enable the following features $pecify additional access privileges:

High security privilege. Assigns the card access rights to areas
designated as high security. A card vihifs privilege can toggle the high
security mode to either on or dff swiping the card four times in
succession. This option must also be set when configuring the Access
Point as described in section 7.3.

Extended unlock time.Enables the card to be used during the extended
unlock time period. During this tim&ie door remains unlocked. This
option is commonly given to seniors and persons with limited mobility.

Ignore anti-passback.When this option is specified the card holder is
not restricted, if set, by the timeanti-passback mode of the reader.
Selecting this option allows thersa card unlimited use at the same
reader. To set anti-passback see section 7.3.

Handicap. Enables the card to access points designated as accessible as
well as the regular lock. The access point must be designated as a
handicap lock as described in section 7.5.

TX3 Configuration and Administrator Manual 225



Cards and Access Levels

M. Mircom

Lock-Unlock privilege. Enabling the lock/unlock privilege overrides

any scheduled card access restrictidwsaccess card with lock/unlock
privileges, if swiped twice isuccession, toggles between lock and

unlock mode. The access point must be designated as a specific lock as
described in section 7.5.

First person in. When enabled the door becomes unlocked by the first
valid card presented during the unladtedule, causing the door to
remain unlocked for the duration thfe unlock schedule. This option
must also be set when configuring the Access Point as described in
section 7.3.

6. SelectProfile. The Profile window appears.

Figure 191. Card Details Profile

7. Provide the following profile information:
First name. First name of the card holder.
Last name.Last name of the card holder.
Phone.Phone number.
Mobile phone.Mobile phone number.
E-mail. Email address.
Department. Provide the business department.
Profile ID. future use

Select Profile.future use
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8. Select MoréProfile Info. The More Profile Info window appears.

Figure 192. Card Deta ils More Profile Info

9. Provide the following adtional address information.
Address.Resident address
City. City name.
Province/state.Province or state.
Country/region. Country or region name.
Postal/zip codePostal or zip code.
Apt#. Resident apartment number.

10. ClickOK to add the card information and return to the configuration
window, or clickCancelto exit without saving the changes.

9.2 Find a Card

The application provides you with qkibrowsing and searching capabilities
for finding card information.

Figure 193. Card Search

To find a card, enter the card name inFimed box above the list. The list will
automatically refresh au type in the criteria.

To find by another column, say by cardmber, select Card Number in tine
column box. To restore the full list, press tGéar button.
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Configure Access levels

Creating an access level lets you defifeere and when to use a card, and how
to set elevator usage if elevator region units are used. Access levels are
assigned to cards to help the admnaistr keep track of access privileges (for
instructions on how to assign an access level to a card see section 9.1).

You can create a maximum of 128 access levels for each controller and a
recommended maximum of 2000 access levels for the job. For each access
level, you can select a schedule fthro&the access poia in your job.

For example, if your job has a Card Access System panel called Panell with
two access points (Reader A and Re&)erou could define the following
access levels.

Access Level ID=1

. Panell: Reader A schedule = Always
. Panell: Reader B schedule = Never

Access Level ID =2

. Panell: Reader A schedule = Office hours
. Panell: Reader B schedule = Always

If a card is assigned Access Level 1, the user has access to Reader A on Panell
at all times but will not havaccess to any other access point.

If a card is assigned Access Level 2, the user has access to Reader A during the
Office Hours schedule only and will\'aaccess to all of the other access
points all of the time.

Access levels appear inetldob tree with the additioof the first Card Access
System panel. Selecting Access Levelsitbie Job tree displays all currently
configured access levels and their corresponding details in the Access Level
Configuration window in the Right Pane.
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Create an access level
1. SelectAccess Leveldrom the Job tree.

The Access Level Configation window appears.

Figure 194. Access Level Configuration

Note: By default theAdmin level has access to all access points at all
times and it is not configurable.

2. Click Add.
A new access level appears.
3. Supply the following information:

Label. Provide a name for this access level.

Note: When you get a Job from a panel, access level labels are reset to
their default values.

Access PointsSelect the checkbox for @tcess point to enable or
disable access. If an access point ish@cked, it will not allow access to
cards with this access level.

To select or clear bhccess points, click tiget all or Clear all buttons.
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During Schedule.From the schedule, list select when access is granted.
You can select fromlways, Never or any other user-defined schedule.

Elevators. Click this button to enablelevator access control for this
access level. See section 11.

When you have finished configuring the access level, connect your
computer to your TX3 netwrk, and then send the job.

Delete an Access Level

1.

SelectAccess Leveldrom the Job tree. The Access Level Configuration
window appears.

Select the Access Level you want to delete from the Access Levels list.
PresDelete

Connect to your TX3 network, and then send the job.
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10 Holidays and Schedules

The TX3 Configurator lets you define holidays and schedules.

This chapter explains

. Holidays
. Schedules
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10.1 Holidays

Holidays allow you to define a calendz#rholiday periods for determining
when certain panel functis, such door access péssion, are allowed. A
holiday is part of a schedule.

Holidays consist of start date and tineed date and time, and may include
holidays that re-occur on the same date every year.

Create a holiday

1. Click Holiday from the Job tree. The Hday Configuration window
appears listing the available holidays.

Figure 195. Holiday Configuration

2. Select a holiday or clickdd to create a new holiday. Provide
information for the following parameters:
Name.Provide a name for the holiday.
Start. Specify a start day and time.
End. Specify an end day and time.

Repeat annually.Check this box if the same start, end date and time re-
occur every year.

3. Click Send and Exitfrom the Tool Bar to applthe settings and exit the
session.
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Delete a holiday
1. Select the holiday and clickelete

2. Click Send and Exitfrom the Tool Bar to apply the settings and exit the
session.

10.2 Schedules

Schedules lets you define a timetablestablish when certain panel functions
are permitted to occur, such as when calls to residents are allowed, when
residents can grant access to a visitor or when the postal lock can be used.
These schedules are designated anediby name, and are available for
selection wherever it is necessary to invoke access permission.

Multiple periods may be used if the schklis not continuousr does not span
to the next day.

Create a schedule

1. Click Schedulesrom the Job tree. The Schedule Configuration window
appears listing the available schedules.

Figure 196. Schedule Configuration

2. Select a schedule or clidldd to create a new schedule. Provide
information for the following parameters:

Label. Provide a name for the schedule.

TX3 Configuration and Administrator Manual 233



Holidays and Schedules

M. Mircom

Start. Specify a start time.
End. Specify an end time.

Sun to Sat.Select the day or days of the week for the schedule to take
effect.

Hol. Select this check box to apply to include holidays. Holidays are
defined on the Holiday View.

Note: If your schedule starts beforeanight on one day and ends the
next day, you must defirtevo periods (one for each day). For
example, if you have a schdd that goes from 10:00PM on
Tuesday to 2:00AM on Wednesday, you need one period for
Tuesday and a second period Ydednesday. The Tuesday period
starts at 10:00PM and endslat59PM; the Wednesday period
starts at 12:00AM and ends at 2:00AM.

3. Click Send and Exitfrom the Tool Bar to applthe settings and exit the
session.

Delete a schedule
1. Select the schedule and clidoklete

2. Click Send and Exitfrom the Tool Bar to applthe settings and exit the
session.
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11 Elevator Control

This chapter describes how to set up alewcontrol in the TX3 Configurator
software.

This chapter explains

. Before you Begin

. Configure Card Access with Elevator Restriction Firmware Version
2.4.x or 3.4.x or higher

. Configure Card Access with Elevator Restriction Firmware Version
2.4.x or 3.4.x or higher

. Configure Card Access with Elevator Restriction Firmware 2.0.x, 3.0.x,
or 3.1.x

. Configure Residents with ElevatBestriction Firmware Version 2.4.x
or 3.4.x or higher

. Configure Residents with Elevator Restriction Firmware 2.0.x, 3.0.x, or
3.1.x
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11.1 Before you Begin

Make sure that you are using the rightrfivare versions agescribed in section
1.4. You must have the TX3 Configurator version of 2.12.12 or higher to
complete the instructions in this chapter.

Read LT-9940 the TX3 Elevator Restran Installation anddperation Manual
for detailed information on elevator control.

11.2 Configure Card Access with Elevator Restriction
Firmware Version 2.4.x or 3.4.x or higher

To configure elevator restriction you must:
1. Add Elevator Restriction Units to the Job Tree

Configure an Access Point to Control an Elevator Restriction Unit

Create a Floor Group

2

3

4. Create an Access Level

5 Assign a Floor Group to the Access Level
6

Assign Cards to the Access Level

Follow the instructions beloto complete these steps.

11.2.1 Add Elevator Restrict ion Units to the Job Tree

Note: You can add up to 6 TX3-ER-8(-A) Elevator Restriction Units
(ERU) to a job, and up to 16 TX3-ER-8-B Elevator Restriction
Units (ERU 2.0) to a job. The maximum number of Elevator
Restriction Units in a job is 16.

1. Selectdit > Add Panel.

2. If the panel is connected over TCP/IP, follow the instructions in section
3.1.2.1to add it.

3. Provide the following information.
Label. Enter a name for the &ator Restriction Unit.
Address. Specify the RS-485 address oé thlevator Restriction Unit.

Panel Mode.
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« ERU (Elevator Restriction Unit) for TX3-ER-8 or TX3-ER-8-A
* ERU 2.0 (Elevator Restiion Unit) for TX3-ER-8-B

Figure 197. Add ERU

4. Click Add.

5. Repeat these steps for every Elewv&estriction Uit in the job.

11.2.2 Configure an Access Pointto C ontrol an Elevator Restriction
Unit

1. Expand the Access Point list andestlthe access point that will control
an elevator restriction unit.
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2. Click theElevator tab.

Figure 198. Access Point Confi guration - Elevator Access

3. SelectEnable Elevator Control.

4, Select the Elevator Restriction Units that this access point controls.

11.2.3 Create a Floor Group

Floor groups are groups of floors that are assigned to access levels.

1. SelectFloor Groups from the Job tree.

2. Click Add.
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Floor GroupO appears.

Figure 199. Floor Groups

3. Select the floors that you want in this floor group.

Note: With TX3-ER-8(-A) (ERU), a m@mum of 24 relays can be
assigned to a floor group. With TX3-ER-8-B (ERU 2.0), a
maximum of 96 relays can be assigned to a floor group.

4. Provide the following information.

Activate relays for. Specify the amount of timhat the ERU relays are
active. This timer starts whehe access point reads the card.

Note: The minimum is 5 seconds and the maximum is 600 seconds.

5. Click Add to add another floor group.

Edit relays and schedules

1. Click Relay Labels and Schedules
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The Edit Relay Labels and Schedules window appears.

Figure 200. Edit Relay Labels and Schedules

2. Select a relay label, then double-click it.

3. Type a new name for the relay.

Note: Relay labels are the same for all elevator restriction units in the job.

4, UnderRelay Activation Schedule select when this relay should be
active. You can selegtlways, Never, or another useralined schedule.
See section 10.2 for instrumhs on creating schedules.

Note: Relay schedules work only with TX3-ER-8-B (ERU 2.0).

5. Click OK.

11.2.4 Create an Access Level

1. SelectAccess Leveldrom the Job tree.
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The Access Level Configation window appears.

Figure 201. Access Level Configuration

Note: The Admin level includes all access points. This cannot be
changed.
2. Click Add.
A new access level appears.
3. Supply the following information:

Label. Provide a name for this access level.

Access PointsSelect the checkbox for @tcess point to enable or

disable access. If an access point is checked, it will allow access to cards
with this access level. If an access point is uncheckaedl) ot allow

access to cards with this access level.

To select or clear bhccess points, click thget all or Clear all buttons.

During Schedule.From the menu, select when the access point should
grant access. You can selédivays, Never, or another user-defined
schedule. See section 10.2 for iastions on creating schedules.
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11.25 Assign a Floor Group to the Access Level

1. From the Access Level Configiion window, select the access level,
and then click th&levators button.

Figure 202. Access Level Configuration - Elevators button

The Elevator Control window appears.

Figure 203. Elevator Control

2. SeleciEnable Elevator Control, and selectse floor group.
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3. If no floor groups are defined, cli€ko to Floor Group screento define
them. See section 11.2.3.

4. Select the floor group assated with this access level.

5. Click OK.

11.2.6 Assign Cards to the Access Level
1. SelectCards from the Job tree.

2. The Card Configuration window appears.

Figure 204. Card Configuration

3. To edit a card, click the row hezrcbn the far left or double click
anywhere on the row.

Note: You can edit multiple cards atdtsame time by selecting and right
clicking on multiple cards.
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The Card Details window appears.

Figure 205. Card Details

In theAccess Levemenu, select up to three access levels for the card.
Access privileges to designated arassdefined by the administrator.

Click OK, and send the job to the panel.

Configure Card Access with Elevator Restriction
Firmware 2.0.x, 3.0.x, or 3.1.x

To configure elevator restriction you must:

1.
2.
3.
4,

Configure an Access Point to Control an Elevator Restriction Unit
Create an Access Level
Assign Floors to the Access Level

Assign Cards to the Access Level

Follow the instructions bedo to complete these steps.
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11.3.1 Configure an Access Pointto C ontrol an Elevator Restriction
Unit

1. Expand the Access Point list andestlthe access point that will control
an elevator restriction unit.

2. Click theElevator tab.

Figure 206. Access Point Configuration - Elevator Access

3. SelectEnable Elevator Control.
4. Select_egacy elevator control

5. If you have Elevator Restriction Wfirmware version 3.1.0 or higher,
select the RS-485 address of the elevedstriction unit that you want
this access point to control.

If you have an Elevator Restrigti Unit firmware version lower than
3.1.0, ignore this menu.

11.3.2 Create an Access Level

1. SelectAccess Leveldrom the Job tree.
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The Access Level Configuration window appears.

Figure 207. Access Level Configuration

Note: You cannot change the access poasgsigned to the Admin level,
but you can change the elevators.
2. Click Add.

A new access level appears.
Supply the following information:
Label. Provide a name for this access level.

Access PointsSelect the checkbox for an access point to enable or
disable access. If an access point is checked, it will allow access to cards
with this access level. If an access point is unchecked, it will not allow
access to cards with this access level.

To select or clear all access points, click$e¢ all or Clear all buttons.

During Schedule.From the menu, select when access is granted. You
can selecAlways, Never, or another user-defined schedule. See section
10.2 for instruction®n creating schedules.
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11.3.3 Assign Floors to the Access Level

1. From the Access Level Configuration window, select the access level,
and then click th&levators button.

Figure 208. Access Level Configuration - Elevators button

The Elevator Control window appears.

Figure 209. Elevator Control

2. SelectEnable Elevator Control.
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3. Selectegacy elevator control
4. Provide the following informain to restrict elevator use:
Activate relays for. Specify the amount of time that the ERU relays are
active. This timer starts when the access point reads the card.
Note: The minimum is 5 seconds atite maximum is 600 seconds.
Activate. Select the relay for each floor that requires access.
Note: With Elevator Restriction Unit firmware version 2.0.x and 3.0.x, a
maximum of 16 relays can be assigned to an access level.
With Elevator Restriction Unitfimware version 3.1.x, a maximum
of 24 relays can be assigned to an access level.
Elevator address.If you have an Elevator Restriction Unit firmware
version lower than 3.1.0, select the RS-485 address of the elevator
restriction unitfor this access level.
If you have Elevator Restriction Urfitmware version 3.1.0 or higher,
ignore theElevator addressmenu.
5. Click OK.
11.3.4 Assign Cards to the Access Level
1. SelectCards from the Job tree.
2. The Card Configuration window appears.
Figure 210. Card Configuration
3. To edit a card, click the row header on the far left or double click
anywhere on the row.
Note: You can edit multiple cards at tesame time by selecting and right

clicking on multiple cards.
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The Card Details window appears.

Figure 211. Card Details

4, In theAccess Levemenu, select up to three access levels for the card.
Access privileges to depiated areas are defined by the administrator.

5. Click OK, and send the job to the panel.

11.4 Configure Residents with Elevator Restriction
Firmware Version 2.4.x or 3.4.x or higher

Note: You cannot configure residents for elevator Restriction from a
Touch Screen. You must use the PC-based Configurator.

The elevator restriction feature limibuilding accessibilitby granting the
visitor access only to the destinatioadt. This prevents the visitor from
accessing non-designated floors.

To configure elevator restriction you must:

1. Add Elevator Restriatn Units to the Job Tree

2. Create a Floor Group

3. Configure Residents ificlevator Restriction
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Follow the instructions beloto complete these steps.

11.4.1 Add Elevator Restrict ion Units to the Job Tree

Note: You can add up to 6 TX3-ER-8(-A) Elevator Restriction Units
(ERU) to a job, and up to 16 TX3-ER-8-B Elevator Restriction
Units (ERU 2.0) to a job. The maximum number of Elevator
Restriction Units in a job is 16.

1. SelecEdit > Add Panel
2. Provide the following information.
Label. Enter a name for the &lator Restriction Unit.
Address. Specify the RS-485 address oé thlevator Restriction Unit.

Panel Mode.

* ERU (Elevator Restriction Unit) for TX3-ER-8 or TX3-ER-8-A
* ERU 2.0 (Elevator Restiion Unit) for TX3-ER-8-B

Figure 212. Add ERU

3. Click Add.
4, Repeat these steps for every Btev Restriction Unit in the job.
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11.4.2

Create a Floor Group

1. SelectFloor Groups from the Job tree.

2. Click Add.

Floor GroupO appears.

Figure 213. Floor Groups

3. Select the floors that you want in this floor group.

Note: With TX3-ER-8(-A) (ERU), a m@mum of 24 relays can be
assigned to a floor group. With TX3-ER-8-B (ERU 2.0), a
maximum of 96 relays can be assigned to a floor group.

4. Provide the following information.

Activate relays for. Specify the amount of timhat the ERU relays are
active. This timer starts whehe system grants the visitor access.

Note: The minimum is 5 seconds and the maximum is 600 seconds.

5. Click Add to add another floor group.

Note: The timers for the relays are settliwe Floor Group Configuration.
The Elevator restriction time in the Advanced tab of Panel
Configuration is not used.
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Edit relays and schedules
1. Click Relay Labels and Schedules

The Edit Relay Labels and Schedules window appears.

Figure 214. Edit Relay Labels and Schedules

2. Select a relay label, then double-click it.

3. Type a new name for the relay.

Note: Relay labels are the same for all elevator restriction units in the job.

4, UnderRelay Activation Schedule select when this relay should be
active. You can selegtlways, Never, or another useralined schedule.
See section 10.2 for instrumhs on creating schedules.

Note: Relay schedules work only with TX3-ER-8-B (ERU 2.0).

5. Click OK.

11.4.3 Configure Residents for Elevator Restriction

1. SelectResidentsfrom the Job tree.
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The Resident Configuration window appears (Figure 215).

Figure 215. Resident Configuration List

2. Click Edit > Edit Resident

The Resident Details window appears.

Figure 216. Resident Details

3. Click theElevator tab.
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The Elevator window appears.

Figure 217. Resident Details - Elevator

4, SelectEnable Elevator Control.
5. SelectUse floor group.

6. If no floor groups are defined, cli€ko to Floor Group screento define
them. See section 11.4.2.

7. Select the floor group for this resident.
8. Select the Elevator Restriction Unthat are allowed for this resident.

9. Click OK, and send the job to the panel.

11.5 Configure Residents with Elevator Restriction
Firmware 2.0.x, 3.0.x, or 3.1.X

The elevator restriction feature limtsiilding accessibility by granting the
visitor access only to the destinatioadt. This prevents the visitor from
accessing non-designated floors.

To configure elevator restriction you must:

1. Configure a Residentf&levator Restriction

2. Configure the Elevat Restriction Time
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Follow the instructions belo to complete these steps.

1151 Configure a Resident for Elevator Restriction
1. SelecResidentsfrom the Job tree.

The Resident Configuration window appears.

Figure 218. Resident Configuration List

2. Click Edit > Edit Resident

The Resident Details window appears.

Figure 219. Resident Details
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3. Click Elevator.

The Elevator window appears.

Figure 220. Resident Details - Elevator

4. SeleciEnable Elevator Control, then seledtegacy elevator control
5. Provide the following informain to restrict elevator use:

Elevator address.Type the RS-485 addressthE Elevator Restriction
Unit that the esident will use.

Elevator relay code.Type the elevator relay code for the resident’s

floor.
6. Click OK.
11.5.2 Configure the Elevat or Restriction Time

The elevator restriction time determinee #mount of time thatn elevator is
accessible for a visitor after the resident grants access.

1. Select a telephone access panel.

The Panel Configuration window appears.

2. Click theAdvancedtab from the Panel Configuration window.
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The Advanced window appears.

Figure 221. Panel Configuration - Advanced

3. BesideElevator restriction time, select the amount of time that an
elevator is accessible for a visitoteafthe resident grants access. This
timer starts when the system grants the visitor access.

Note: The minimum is 5 seconds and the maximum is 600 seconds.

4. Click OK, and send the job to the panel.
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1 2 Monitoring and Alerts

The TX3 Configurator lets you monitthe system information and status.

This chapter explains

. Monitoring
. Alerts
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12.1

12.1.1

Monitoring and Alerts

Monitoring

The TX3 Configurator displays all network and access point status. Selecting
Monitoring displays all paels and their corresponding details in the Network
Status window in the Right Pane.

Network Status
Network status provides informati@aout panel connectty and shows the

existing state as ‘normal’, ‘trouble’, ‘alarm’, or ‘offline’, as well as the
firmware version numbeAccess to additional paheptions is available.

Access network status
1. Start the TX3 Configurator and then connect to your job.

2. Click Monitoring in the Mode Selection section of the TX3
Configurator window.

3. Click Network Status on the Job tree. The Network Status window
appears showing the state of each panel.

Figure 222. Network Status

4., Click the panel, and then select from one of the following options. The
options available deperah the type of panel.

* Panel Information

» Set Date and Time

» Set Panel Passcode
* EventlLogs

* Elevator Commands
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12.1.2 Panel Information

Panel Information shows information including the panel name, type,
model, firmware version, hardwarersmn, RS-485 addresIP address,
network panel ID and the date of the last change. For Touch screens, the
window also shows the Touch software version, Touch hardware
version, Touch database versidouch GUID, and the WAN I[P address.

Figure 223. Panel Information

12.1.3 Set Date and Time

SelectingSet Date and Timéets you set the panel clock to a time other
than the PC clock. Every time yaacess the Set Date and Time window

the current PC time is shown.

Figure 224. Set Date and Time
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12.1.4 Set Panel Passcode

Set Panel Passcodallows you to set the level 3 passcode. This passcode
must match the passcode used to connect to the panel (section 3.3).

Figure 225. Set Panel Passcode

Note: The default passcode is 3333.

Note: For Touch Screen panels, thisygkts the passcode for the lobby
controller panel inside the TouS8treen. It does not change the
administrator password usedlag in to the Touch Screen.

12.1.5 Event Logs
Event Logslets you read the user and gystlogs, and save them to the

database. You may also erase the logs from the panel or from the
database.

Figure 226. Event Logs
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12.1.6 Elevator Commands

If the panel is a TX3-ER-8-B ElevatRestriction Unit (ERU 2.0), then
selectElevator Commandsto activate elevator relays. See section
12.1.9.

12.1.7 Determine the Model of Telephone Access Controller Board

1. Start the TX3 Configurator and then connect to your job.

2. Click Monitoring in the Mode Selection section of the TX3
Configurator window.

3. Click Network Status on the Job tree. The Network Status window
appears showing the state of each panel.

Figure 227. Network Status
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4, Click on the panel, and then selBeanel information.

Figure 228. Panel Information

The Hardware line providesformation about the telephone access
controller board.

. 0.17.127MD-1245
. 0.0.127:MD-1086

12.1.8 Access Point Status

Access Point Status displays the cursgatus of all the card reader access
points on the network and shows theirsteds ‘normal’, ‘trouble’, ‘alarm’, or
‘offline’, as well as their lock/unldcand high security on/off status.

Access Point Status also lets you graeeas, and turn on or off the unlock and
high security functions.

If you have assigned an input to General door status (section 7.4), then the door
appears here, and its status (open or closed) is shown.

View the status of access points
1. Start the TX3 Configurator and then connect to your job.

2. Click Monitoring in the Mode Selection section of the TX3
Configurator window.
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3. Click Access Point Statusn the Job tree. The Access Point Status
window appears showing tiséate of each access point.

Figure 229. Access Point Status

4, Click on an access point. The following selections appear:

Grant accessUse Grant access to admit acgesmit entry. Typically
this unlocks the door.

Unlock mode ON.Turns on the unlock mode until the next scheduled
event or the panel is reset.

Unlock mode OFF.Turns off the unlock mode until the next scheduled
event or the panel is reset.

High security ON. Turns on the high security mode until the next
scheduled event or the panel is reset.

High security OFF. Turns off the high securitynode until the next
scheduled event or the panel is reset.

5. If you want to send a command to the access point (for exadmpésk
mode ON), click on the command.

12.1.9 Send Elevator Commands

If the job has a TX3-ER-8-B Elevator Restriction Unit (ERU 2.0), then you can
activate elevator relays and you can see the activation status of all relays.

Activate an elevator relay
1. Start the TX3 Configurator and then connect to your job.

2. Click Monitoring in the Mode Selection section of the TX3
Configurator window.

3. Click Elevatorsin the Monitoring job tree.
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The status window shows all TX3-ER-8-B Elevator Restriction Units
(ERU 2.0) in the job. They are labelletev2.

Figure 230. Elevator Status

4. Click the icon for a TX3-ER-8-B Elator Restrictn Unit (ERU 2.0).

The Send Elevator Commands window appears.

Figure 231. Send Elevator Commands Window

Note: You can also open thigend Elevator Commandsvindow by
right-clicking the ERU 2.0 panel in tidetwork Status window.
See section 12.1.1.

5. Click the button in the bottom left of the window to expand the
window.
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The window expands to shaaill the elevator relays.

Figure 232. Expanded Send Elevator Commands Window

Note:

Active relays are highlighted in green.

Alerts

Click the menu besidgend toand select which ERU2.0 panel to send
the activation command to.

Select a time in thactivate relays for menu. This is the period of time
during which the elevator lays will remain active.

SelecSend to all ERU2.0 panels you want to send the activation
command to all ERU2.0 panels instead of just the panel selected in the
Send tomenu. If you select this optiothen the activation command is
sent to the same relay on all the ERU 2.0 panels.

Select the relay that you want to activate, then clicldttivate button.

The active relay is highlighted in green.

The system can send an email messalgen a specific event happens.

Set up email alerts

1.

Click Tools > Alert Setup.
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The Alert Setup Form appears.

Figure 233. Alert Setup Form

2. Click Email Server.
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The Email Messages window appears.

Figure 234. Touch Screen Email Messages

Note: These email options do not affélse email message options in the
Touch Screen Options. See section 4.7.3.
3. Provide the following information:

Enable Email MessagesSelect this check box to enable email
messaging.

Server type.Select the server type: custom SMTP, Live (Hotmalil), or
Gmail.

Email server. Enter the email service provider IP address.

Username.Enter the user name. Some email services require the full
email address as the username (for examsplagone@gmail.com

Password.Enter the password.

From address.Provide the email address of the sender. This email
address tells the receiver and the ISP provider who is sending the email.

Note:

The From addressis required.
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To address Enter the email address that you want to send a test message
to.

4. To verify that all of the emadlervice parameters are correct, send a
sample email message by pressingSead Sample Email Nowbutton.

5. Click OK.

Set up email alerts

1. In the Alert Setup form, clickdd.

Figure 235. Add Alert

2. Provide the following information:

When. Choose an event that will activae alert. See the list of events
in section 12.2.1.

On panel.On panelapplies the action either to one of the panels on your
system or to a group of panelsywour system. If, for example, you have
two panels (Panell and Panel2) in your TX3 system, you could select
from the following options:

Panell- Apply the correlation to Panell only.
Panel2- Apply the correlation to Panel2 only.

All - Apply the correlation to allelephone Access, Card Access, and
Touch Screen panels on the network.

At access pointlf the panel is a Card Access panel, select the access
point.

User email.Enter the email address that @lert should be sent to. If
you enter more than one email aglkl, separatedraddresses with
commas.

3. Click OK.
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12.2.1 Event List

Access: Access is grantedccess is granted to a card.
Access: Access is deniedccess is denied to a card.
Access: Forced entry alarmA door is forced open.
Access: Unknown card format.

Access: Forced entry alarm restoredThe forced entry alarm is
restored.

Access: Door held open alarmA door did not close.

Access: Door held open alarm restoredl'he door held open alarm is
restored.

Access: Door held open warningA door did not close and the door
held open warning is issued.

Access: Door held open warning restoredlhe door held open warning
is restored.

Access: Door not openAccess is granted but the door remains closed.
Access: Request to ExitA request to exit is made.

Access: Input is active The general purpose input becomes active.
Access: Input is normal.The general purpose input becomes inactive.

Access: Unlock mode is orlJnlock mode is activated, either by the
Auto unlock schedule, or manually, or by a card with the lock/unlock
privilege.

Access: Unlock mode is offunlock mode is deactivated, either by the
Auto unlock schedule, or manually, or by a card with the lock/unlock
privilege.

Access: High security is onHigh security mode is activated, either by a
card with high security privileg®r manually, or by a correlation.

Access: High security is offHigh security mode is deactivated, either
by a card with high security privilege, or manually, or by a correlation.

Access: Tamper detectedThe controller's tamper alarm is on.
Access: Tamper restoredThe controller’s tamper alarm is off.
Access: Battery OK.Not used.

Access: Battery low.Not used.
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Access: Battery flat.Not used.
Access: Lockset offlineNot used.
Access: Lockset onlineNot used.
Access: Door is lockedNot used.
Access: Door is unlockedNot used.

Access: FC not matching. Access deniedhen Facility code mode is
enabled, access is denied because thigyamde is invalid. See section
7.3.

Access: PIN not matching. Access denieburing the PIN required
schedule, access is denied because the PIN is invalid. See section 7.3.

Access: PIN timed out. Access denie@uring the PIN required
schedule, access is denied because no PIN was entered during the PIN
Timeout time. See section 7.3.

Access: Card number not found. Access deniedccess is denied
because the card number is invalid.

Access: Temp card usage exceeded. Access derdartess is denied
because the card’s usage counterrbashed zero. See section 9.1.2.

Access: Card not active. Access deniedccess is denied because the
card’s Status is Inagk. See section 9.1.2.

Access: Card expired. Access deniedccess is denied because the
card’s Deactivation date has passed. See section 9.1.2.

Access: Schedule not matching. Access deniddhe card is valid but
the schedule for the card’s access lléveot active. See section 9.3.

Access: High security right not set. Access denie@lhe access point is
set to high security but the card doeshmte high security privilege. See
section 7.3.

Access: Anti passback. Access denieficcess is denied because the
card is used for a second time while the anti-passback timer is running.
See section 7.3.

Access: Anti PB list full. Access deniedlhe first time a card is used, it

is added to the anti-passback list. &lhe anti-passback timer for that
card expires, the card is removed from the list. On a card access system,
the list holds 100 cards. Whileglist is full, access is denied.

Access: Hub is onlineNot used.

Access: Hub is offline Not used.

TX3 Configuration and Administrator Manual 271



M. Mircom

272

Monitoring and Alerts

Access: All HISEC mode onA correlation turns on high security on all
the access points of one panel.

Access: All HISEC mode off A correlation turns dfhigh security on all
the access points of one panel.

Access: Door is jammed.

Access: Card discover mode.

Access: Elevator relay activated by PC operator.

Lobby: Input is active. The general purpose input becomes active.
Lobby: Input is normal. The general purpose input becomes inactive.
Lobby: Call Started. The lobby unit calls a resident.

Lobby: Call finished. A call to a resident ends.

Lobby: Call is connected.A call is established.

Lobby: Access is granted (lobby)The resident grants access using a
telephone keypad.

Lobby: Access denied (lobby)The resident denies access.

Lobby: Unlock mode isturned on (lobby). The Auto unlock Main door
schedule becomes activigee section 5.1.9.

Lobby: Unlock mode is turned off (lobby).The Auto unlock Main door
schedule becomes inactive. See section 5.1.9.

Lobby: Dial code not found. The dial code is invalid.

Lobby: Call and access schedule inactived visitor tries to call a
resident but access is denied becausditlow calls schedule is inactive.
See section 5.1.2.

Lobby: Line not connected.The phone line is not connected.
Lobby: Line is in use.The phone line is in use.

Lobby: Guard phone connectedA successful call is made to the guard
phone.

Lobby: Calling guard phone. A resident or visitor is calling the guard
phone.

Lobby: Disconnecting call. The resident or vigir is disconnecting the
call.
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Lobby: Keyless code schedule is inactivéhe resident tries to enter a
keyless code but access is derbedause the Allow keyless entry
schedule is not active. See section 5.1.2.

Lobby: Keyless code not foundThe resident’s keyless entry code is
invalid. See section 8.

Lobby: Main and Aux door are open.The resident opens both the main
and auxiliary door with kdess entry. See section 8.

Lobby: main door is open.The resident opens the main door from the
keypad. See section 5.1.6.

Lobby: Auxiliary door is open. The resident opens the auxiliary door
from the keypad. See section 5.1.6.

Lobby: Called party is busy. The phone line is busy.

Lobby: Call in process.The lobby unit has placed a call and the phone
iS ringing.

Lobby: Guard phone not cannected or disabled A resident or visitor
tries to call the guard phone, but theard phone is not connected or not
enabled.

Lobby: No dial tone. The phone line is connected but there is no dial
tone.

Lobby: Guard phone calling. The guard phone is calling the panel or a
resident.

Lobby: Postal lock usage exceeded daily limiThe daily postal lock
usage is exceeded. See section 5.1.9.

Lobby: Unlock schedule inactive.The resident tries to grant access by
pressing the DTMF digit, but accasdenied because the Allow unlock
schedule is inactivéSee section 5.1.2.

Lobby: Postal lock usage not allowed at this time.
Config: Panel offline. The Configurator is diconnected from a panel.

Config: Panel connectedThe Configurator is connected to a panel.
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1 3 Reports

TheReports menu in the TX3 Configurator lets you generate reports on
events, residents and access cards, and lets you print a paper directory.
This chapter explains

. Event Logs
. Resident Report

. Access Cards
. Paper Directory
. Save and Print the Report

. Other Options in the Report Window
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13.1 Event Logs

You can generate a report of some or all of the event logs.

Generate a report of the event logs
1. Click theReports menu, then cliclEvent Log.

The Event Log Report Options window appears.

Figure 236. Event Log Report Options

2. Provide information for the following:

Show events occurredSelectDuring last 2 hours, Today or
Yesterday, or select a range of dates.

Most recent events first Select this option tdisplay the most recent
events at the top of the report.

Show system diagnostic event3echnicians can select this option to get
diagnostic information for troubleshooting.

3. Click Update Eventsto retrieve all the events from all panels on the
network. This could take a few minutes.

Note: The TX3 Configurator does not receive and store events while it is
not connected to the TX3 natvk. When the Configurator
reconnects to the network, it doest automatically receive the
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events that occurred whiilewas not connected. Cliddpdate
Eventsto receive all the events that occurred while the
Configurator was not connected.

Click Filters.

The Additional Event Hiers window appears.

Figure 237. Additional Event Filters

Provide the following information if you want to narrow down the report
results.

Search in event descriptionType the percent sign (%), then type the
text to search for in the event déption. The report shows only events
that contain this texh the event description.

For example, to search for events tbatain the facility code 1, type
%1.

Search by card number Type a card number to search for. The report
shows only events that contain this card number.

Search by access poinfThe report shows only events for this access
point.

Search by panel The report shows only events for this panel.
Search by event typeThe report shows only events for this event type.
Click Show Report
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13.2 Resident Report

You can generate a report of some or all of the residents.

Generate a report of the residents
1. Click theReports menu, then cliciResidents

The Resident Report @pns window appears.

Figure 238. Resident Report Options

2. Provide information for the following:
Sort. Select up to 2 criteria to sort the report by.

For example, if you seleétpt# in theSort by menu andNamein the
And menu, then the report is sorted by apartment number, and for each
apartment, the residents are sorted by name (see Figure 239).

In theOrder menu, seledReversedto sort the residents in the opposite
direction.
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Figure 239. Resident Report sorted by Apt# first and Name second
Filter. Select up to 3 criteria to fdt by. The report shows only entries
that begin with the criteria that you select.

For example, to show only residents whose names begin ystiegt
Namein theFilter by menu, then typ8 in theValue field.

To search for something within a name or number, use the percent
sign (%0).

For example, to show residents who have S anywhere in their names and
who have 5 anywhere in their dial codes:

a. SelecNamein theFilter by menu, then typ@6S in theValue
field.

b. SelecDial Codein theAnd menu, then typ@o5 in theValue
field.

3. Click Show Report
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13.3 Access Cards

You can generate a report of some or all of the access cards.

Generate a report of the access cards
1. Click theReports menu, then clicldccess Cards

The Access Card Report Options window appears.

Figure 240. Access Card Report Options

2. Provide information for the following:
Sort. Select up to 2 criteria to sort the report by.

For example, if you sele&acility Code in theSort by menu andCard
Number in theAnd menu, then the report is sorted by facility code, and
for each facility code, the cardsagorted by card number (see Figure
241).

In theOrder menu, seledReversedto sort the cards in the opposite
direction.
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Figure 241. Access Card Report sorted by Facility Code first and
Card Number second

Filter. Select up to 3 criteria to fdt by. The report shows only entries
that begin with the criteria that you select.

For example, to show only the cardiose facility codes begin with 1,
selectFacility Code in theFilter by menu, and then typkin theValue
field.

To search for something within a name or number, use the percent
sign (%).

For example, to show cards that have 1 anywhere in their facility codes
and that have 2 anywhere in their card numbers:

a. SelecFacility Code in theFilter by menu, then typ&ol in the
Value field.

b. SeleciCard Number in the And menu, then typ&62 in the
Value field.

Click Show Report
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13.4 Paper Directory

You can a paper directory that you can display on a panel (for instance TX3-
120C-A). The paper directory displaysatwieces of information: the resident’s
name and the dial code. It can have 1, 2, or 3 columns per page.

Generate a paper directory
1. Click theReports menu, then cliclPaper Directory Report.

The Paper Directory RepdDptions window appears.

Figure 242. Paper Directory Report Options

2. Provide information for the following:
Header Text This text will appeaat the top of the report.
Panel Select the panel that will display this paper directory.

Sort Column. Select the column, eithBlame or Dial Code, to sort the
directory by.

Columns in Report Select the number of columns. The report can
havel, 2, or 3 columns per page.
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3. Click Show Report

Figure 243. Paper Directory in a 3-column layout

13.5 Save and Print the Report

Save the report

. Click the disk menu and seldekcel or Acrobat PDF file.

Figure 244. Report format
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Print the report

. Click the printer icon.

Figure 245. Print the report

13.6 Other Options in the Report Window
Go to the first page.
Go the previous page.
Go to the next page.

Go to the last page.

4|
Stop generating the report.
= Refresh the report, if more events have
tul occurred since the report window was
opened.

LJ Displays the report in print layout.

Displays the page setup window.

t.
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1 4 Remote Access

This chapter provides infmation on how to access one or more Main Nodes
over the Internet uisg port forwarding.

Note: You must use the TX3 Configurator version 2.1.8 or higher for
remote access of Main Nodes using port forwarding.

This chapter explains

. Overview

. Get the IP Addresses, RS-485 Addresses, and MAC addresses of the
Main Nodes

. Access one Main Node over the Internet

. Access multiple Main Nodes over thgernet with Multiple Global IP
Addresses

. Access one or more Main Nodes otiee Internet with one Global IP
Address
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14.1 Overview

A TX3 network is connected to the Intertgta router. In order to access Main
Nodes on the TX3 network over the Integribe router must be configured to
map IP addresses and ports correctly.

Main Node: A Main Node is a TX3 device that is connected to an IP network.

Router: A router is a device that commuaies between a local area network
(like a TX3 network) and the rest of the Internet.

Local PC: Use a PC or laptop connected to the same network as the Main Node
in order to configure the router and fitiee IP addresses of the Main Node. You
can disconnect the local PC aftke configuration is complete.

Remote PC:Use the remote PC to accessMun Node over the Internet.

IP address:An IP address is a series of four numbers separated by periods (for
instance, 10.10.8.2) which identifies a device on an IP network. IP addresses
can be local (used within the local netkjpor global (assigned by the Internet
service provider and used on the Inteynéach Main Node on a TX3 network
has a local IP address which is used within the TX3 network. The router maps
the local IP addresses onto global Idr@dses so that the Main Nodes can be
accessed over the Internet.

Port: A port is a number associated with an IP address and used by a specific
application. Ports are like telephondensions. Just as one telephone number
can have many extensions, one IP address can have many ports, where each
port is used by a different applicatidfor example, the TX3 Configurator uses
port 8080 to communicate with Touch Screen Main Nodes, and port 14000 to
communicate with non-Touch Screen Main Nodes.
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Get the IP Addresses, RS-485 Addresses, and
MAC addresses of the Main Nodes

To configure remote access you must first get the IP addresses, RS-485
addresses, and MAC addresses of the Main Nodes.

1. Connect a PC or laptop (the local PC) and the TX3 Main Nodes to the
same network.

2. On the local PC, open the TX3 Configurator.

3. Click Tools, thenlP Change Tool
The IP Change Tool window opens. This window shows all the Main
Nodes on the TCP/IP network and their IP addresses.
Figure 246. IP Change Tool

4, Make a note of the IP address,-&% address, and MAC address of the
Main Nodes that you want to configuryou will need this information
in the next steps.

Note: Do not change any information ithe IP Change Tool window.

5. Follow the instructions below depeng on the kind of router you have

and the number of Main Nodes you have:

. You want to access one Main Noaleer the Internet and you have
a router that can forward one global IP address to one local IP
address on the same port. Go to section 14.3.
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. You want to access multiple Main Nodes over the Internet using
multiple global IP addresses and ymave a router that supports
multiple external interfaces. Go to section 14.4.

. You want to access one or mddain Nodes over the Internet
using one global IP address and yawe a router that can forward
multiple external ports to internal ports. Go to section 14.5.
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14.3 Access one Main Node over the Internet

Follow these instructions if you haaerouter that can forward one global IP
address to one local IP address on the same port.

Figure 247 shows the configuratiorr fetting up remote access of one Main

Node.
|i] Remote PC
P

Internet

Router

@ global IP: 66.249.65.12
Ethernet cable local IP: 10.10.8.1

Local PC

used to con gure Ethernet cable
the router

Card Access ControllerElevator Restiction ~ Touch Screen
(secondary node) Unit (secondary node) (secondary node)

TX3 Touch Screg t’l —

Main Node e

10.10.8.2 { —
| | |

RS-485 Network

Figure 247. Accessing a Main Node over the Internet

Note: There can only bene Main Node on an RS-485 subnetwork. That
is, you cannot connect one RS-485 subnetwork to another RS-485
subnetwork. However, if you want to connect to a Touch Screen
panel remotely over the Intern@br instance, to enable the
advertising module), the Touch Scrgmmel must be set as a Main
Node even if there is no 8&andary panel connected to it.
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14.3.1

14.3.2

14.3.3

To access the Main Node remotely othex Internet, you must configure the
router to assign or map the Main Nd&eaddress to the global IP address (the
IP address assigned by the Internet service provider).

A request for this global IP Is directed to this Main Node...
address...
66.249.65.12 10.10.8.2

You must:

1. Configure the router.
2. Get the global IP address of the router.
3. Connect to the Main Node from a remote PC.

The first two steps are performed frdine local PC, and the third step is
performed from the remote PC.

Configure the Router

The procedure for configuring the router depends on the kind of router and how

the network is configured. Use thdléaving informationto configure the

router.

. The panel's IP address and MAC address: The addresses you noted in
section 14.2.

. Port: 8080 for Touch Screens and 14000 for non-Touch Screens.

. Protocol or Service Type: TCP.

Get the Global IP Address of the Router

1. If the router has a static globaldBdress, go to the following site on the
local PC to find the global IP address:

http://www.myglobalip.com
If you use a DDNS service, use tth@main name associated with the IP.

2. Disconnected the local PC from the network. It is no longer needed.

Connect to the Main Node from the Remote PC over the Internet

Note: You must use the TX3 Configurator version 2.1.8 or higher for
remote access of Main Nodes using port forwarding.

1. On the remote PC, open the TX3 Configurator.
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2. Open a new job.

3. Click Network in the job tree, and seleECP/IP in thePC Connection
menu.

4, Right click anywhere on the tree and sefead Panel

The Add Panel window appears.

Figure 248. Add Panel

5. Provide the following information:

Label. Provide a name for the panel.
Address. Select the RS-485 addresgioé panel you are connecting to.

Panel model.Click the drop down list and select the model of panel you
are connecting to.

IP Address.If the router at the installation site has a static global IP
address, type the simglobal IP address.

If you use a DDNS service, type thentlmin name associated with the IP.
6. Click Add.
7. Click Connect

8. Check for a message that the pan@rine in theOnline Eventspane
at the bottom of the window.
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14.4 Access multiple Main Nodes over the Internet
with Multiple Global IP Addresses

Follow these instructions if you have aiter that can support multiple external
interfaces (multiple glbal IP addresses).

To access the Main Nodes remotely ower Internet, you must configure the
router to assign or map each MaindedP address to a global IP address.

In this example, the node 10.10.8.assigned to the global IP address
66.249.65.12, and the notl6.10.8.3 is assigned to the global IP address

66.249.65.13.
A request for this global IP Is directed to this Main Node...
address...
66.249.65.12 10.10.8.2
(Touch Screen Main Node)
66.249.65.13 10.10.8.3
(Card Access Main Node)
You must:

1. Configure the router so that each panel is assigned to a different global IP
address.

2. Connect to the Main Nodes from a remote PC.

Note: There can only bene Main Node on an RS-485 subnetwork. That
iS, you cannot connect one RS-485 subnetwork to another RS-485
subnetwork. However, if you wata connect to a Touch Screen
panel remotely over the Internet (for instance, to enable the
advertising module), the Touch Screen panel must be set as an
Main Node even if there is ri®econdary panel connected to it.

14.4.1 Configure the Router

The procedure for configuring the router depends on the kind of router and how
the network is configured.

Use the following informatio to configure the router.

. The panels’ IP addresses and MAC addresse¥he addresses you
noted in section 14.2.
. Port: 8080 for Touch Screens and 14000 for non-Touch Screens.

. Protocol or Service Type:TCP.
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In this example, there are two statiolggl IP addresses that are assigned to two

Main Nodes.
A request for this global IP Is directed to this Main Node...
address...
66.249.65.12 10.10.8.2
(Touch Screen Main Node)
66.249.65.13 10.10.8.3
(Card Access Main Node)

For global IP address 66.149.64.12:

. Local IP Address: 10.10.8.2.
. Internal Port: 8080 because the panel is a Touch Screen.

. External Port: The same as the internal port.

. Protocol or Service Type:TCP.

For global IP address 66.149.64.13:

. Local IP Address: 10.10.8.3.
. Internal Port: 14000 because the panel is not a Touch Screen.

. External Port: The same as the internal port.

. Protocol or Service Type:TCP.

Connect to the Main Node from

the Remote PC over the Internet

Note: You must use the TX3 Configurator version 2.1.8 or higher for
remote access of Main Nodes using port forwarding.

1. On the remote PC, open the TX3 Configurator.

2. Open a new job.

3. Click Network in the job tree, and seléECP/IP in thePC Connection

menu.

4, Right click anywhere on the tree and sefsid Panel
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The Add Panel window appears.

Figure 249. Add Panel

5. Provide the following information:
Label. Provide a name for the panel.
Address.Select the RS-485 address of the panel you are connecting to.

Panel model.Click the drop down list and select the model of panel you
are connecting to.

IP Address. Type the global IP address assigned to the panel you are
connecting to.

6. Click Add.

7. Repeat steps 4 and 5 for each panel that you want to connect to. Make
sure that you specify the correct RS-485 address and model for each
panel. You made a note of the RS-485 addresses in section 14.2.

8. Click Connect

9. Check for a message that the pan@riine in theOnline Eventspane
at the bottom of the window.
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14.5 Access one or more Main Nodes over the
Internet with one Global IP Address

Follow these instructions if you haveauter that can forward multiple external
ports to internal ports.

Figure 250 shows an example network.

\
|:] Remote PC
\’

<

Router

@ global IP: 66.249.65.12
Ethernet cable local IP: 10.10.8.1

Local PC
used to con gure Switch
the router WItC
| | Ethernet cable
[ | X3 Lobby Control TX3 Card Access =% TX3 Touch Scret
g |Main Node Main Node [ 1| Main Node
s |10.10.8.2 10.10.8.3 10.10.8.4
Elevator Restriction Unit Lobby Control Unit Card Access Controller
(Secondary Node) (Secondary Node) (Secondary node)
- 5 ~
g -
'S
RS-485 Network RS-485 Network RS-485 Network
Card Access Controller Card Access Controller Elevator Restiction Unit
(Secondary node) (Secondary node) (Secondary node)
- —1 - —1 -
— — -
I I

Figure 250. Accessing multiple Main Nodes over the Internet using
port forwarding
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To access the Main Nodes remotely ower Internet, you must configure the
router to assign or map each Main NoBeaddress and port to a global IP
address (the IP address assigbgdhe service provider) and port.

The mapping of the nodes in Figure 250 is shown below. Node 10.10.8.2 is
assigned to external port 15000, the node 10.10.8.3 is assigned to external port
15001, and the node 10.10.8.4 is assigned to external port 15002.

The internal port is 8080 for Touch Screens and 14000 for non-Touch Screens.
In this example, 10.10.8.4 is a Touch Screen so it has an internal port of 8080.
The other two nodes are not Touch Screens, so they have internal ports of
14000.

A remote PC accesses a Main Node by send request to the router’s global
IP address plus the port assigned to the Main Node.

A request for this global IP Is directed to this Main Node...
address...
66.249.65.12:15000 10.10.8.2:14000

(Lobby Control Main Node)
66.249.65.12:15001 10.10.8.3:14000

(Card Access Main Node)
66.249.65.12:15002 10.10.8.4:8080

(Touch Screen Main Node)

You must:
1. Configure the router so that egmdmel is assigned to a different port.

2. Get the global IP address of the router.
3. Connect to the Main Nodes from a remote PC.

The first two steps are performed frahe local PC, and the third step is
performed from the remote PC.

1451 Configure the Router

The procedure for configuring the router depends on the kind of router and how
the network is configured. You need fioowing information to configure the

router.

. The router’s local IRddress. Use the local IP address to access the
router and configure it.

. The panels’ IP addresses and MAC addresses: The addresses you noted
in section 14.2.

. Internal Port: 8080 for Touch Screens and 14000 for non-Touch Screens.

. External Ports: Any unused portssgign a different external port to
each panel.

. Protocol or Service Type: TCP.
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Configure a Linksys Router

The following example shows haw configure a Linksys router.

Use the Command Prompt to get the router’s local IP address

1.

2.

On the local PC, clicBtart, then clickAll Programs, thenAccessories
thenCommand Prompt.

In the Command Prompt window, tyipeonfig and then press Enter.

The Default Gateway is the router’s local IP address.

Configure the Linksys router

1.

On the local PC, type the router’s local IP address in a web browser.

The router’s configwation window appears.
Click Applications & Gaming and then cliclSingle Port Forwarding.
Provide the following information:

External Port: Any unused port. Assign a déffent external port to each
Main Node. Make a note of the por¥ou will need this information in
the next steps.

Internal Port: 8080 for Touch Screens and 14000 for non-Touch
Screens.

Protocol: TCP.

To IP Address: The panel’s IP addresseghich you noted in section
14.2.

Enabled: Select this checkbox.

In Figure 251, there are three Maiodés, and they are assigned to the
ports 15000, 15001, and 15002.
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Figure 251. Configuring a Linksys router for three Main Nodes

145.3 Get the Global IP Address of the Router

1. If the router has a static globaldBdress, go to the following site on the
local PC to find the global IP address:

http://www.myglobalip.com

If the router has a dynamic global IP address, use the domain hame
associated with the IP.

2. Disconnected the local PC from the network. It is no longer needed.

145.4 Connect to the Main Node from the Remote PC over the Internet

Note: You must use the TX3 Configurator version 2.1.8 or higher for
remote access of Main Nodes using port forwarding.

1. On the remote PC, open the TX3 Configurator.
2. Open a new job.

3. Click Network in the job tree, and seleECP/IP in thePC Connection
menu.

4, Right click anywhere on the tree and sefead Panel
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The Add Panel window appears.

Figure 252. Add Panel

Provide the following information:
Label. Provide a name for the panel.
Address. Select the RS-485 addressloé panel you are connecting to.

Panel model.Click the drop down list and select the model of panel you
are connecting to.

IP Address.If the router at the installation site has a static global IP
address, type the static global IRIegbs and the external port assigned to
the panel you are connecting to, separated by a colon. For example, if the
router’s global IP address6$.249.65.12and the panel’s external port is
15000, type:

66.249.65.12:15000

If you have a DDNS service, type tiemain name associated with the

IP and the external port assigned to the panel you are connecting to,
separated by a colon. For example, if domain name is anyip.com and the
panel’s external port is 15000, type:

anyip.com:15000
Click Add.

TX3 Configuration and Administrator Manual



Remote Access

Wi, Mircom

7. Repeat steps 4 and 5 for each panel that you want to connect to. Make
sure that you specify the correct-885 address, model, and external
port for each panel. You made a@of the RS-485 addresses in section
14.2. You assigned the external paashe panels in section 14.5.1.

8. Click Connect

9. Check for a message that the pan€néine in theOnline Eventspane
at the bottom of the window.
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The following tables describe thear interface elements as shown in

Figures 69, 73 and 74.

Table 3: Call Button

Configurable Touch Screen User
Interface Elements

Element

Description

Call button border color

Call button border color

Call button color

Call button color

Call button font

Font used for call button

Call button font color

Font color used for call button

Call button shade

Call button shade

Table 4: Call Reception

Element

Description

Reception button border color

Call reception button border
color

Reception button color

Call reception button color

Reception button font color

Font color used for call
reception button

Reception button font

Font used for call reception
button

Reception button shade

Call reception button shade

Table 5: General

Element

Description

Event screen back color

Background color of the event
screen that appears when
calling a resident

Event screen button color

Color of the button on the
event screen that appears
when calling a resident
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Configurable Touch Screen User Interface Elements

Table 5: General (Continued)

Element

Description

Event screen font color

Color of the font that is used
in the event screen that
appears when calling a
resident

Event screen font

Font that is used in the event
screen that appears when
calling a resident

Invalid name/dial code back color

Background color of the box
that appears when an invalid
resident name or dial code is
entered

Invalid name/dial code font color

Color of the font used for the
box that appears when an
invalid resident name or dial
code is entered

Invalid name/dial code font

Font used for the box that
appears when an invalid
resident name or dial code is
entered

Keyboard back color

Background color of the
keyboard

Main screen back color

Background color of the main
screen

Table 6: Help Button

Element

Description

Help button border color

Help / Information button
border color

Help button color

Help / Information button
color

Help button font color

Font color used for help /
information button

Help button font

Font used for help /
information button

Help button shade

Help / Information button
shade
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Table 7: Keyboard Buttons

Element Description

Letter button border color Border color of all keyboard
letter (alphabetic) buttons

Letter button color Color of all keyboard letter
(alphabetic) buttons

Letter button font Font used for all keyboard
letter (alphabetic) buttons

Letter button shade Button shade of all keyboard
letter (alphabetic) buttons

Num button border color Border color of all keyboard
numeric buttons

Num button color Color of all keyboard numeric
buttons

Num button font color Font color used for all

keyboard numeric buttons

Num button font Font used for all keyboard
numeric buttons

Num button shade Button shade of all keyboard
numeric buttons

Letter button font color Font color used for all
keyboard letter (alphabetic)
buttons

Table 8: Leave Message Button

Element Description

Msg. button border color Leave message button border
color

Msg. button color Leave message button color

Msg. button font color Font color used for leave
message button

Msg. button font Font used for leave message
button

Msg. button shade Leave message button shade
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Configurable Touch Screen User Interface Elements

Table 9: Miscellaneous

Element

Description

Clock hour color

Color of the hour hand for the
analogue clock

Clock minute color

Color of the minute hand for
the analogue clock

Clock sec. color

Color of the second hand for
the analogue clock

Clock ticks color

Color of the ticks for the
analogue clock

Date font color

Color of the date font

Date font

Font used for the date label

Dial code font color

Font color used for dial code
label found in the resident
detail box

Dial code font

Font used for dial code label
found in the resident detail
box

Info box border color

Border color used for the title
of the information box

Info box font color

Font color used for the title of
the information box

Info box font

Font used for the title of the
information box

Res. box border color

Border color used for the
resident directory box,

Res. box font color

Font color used for the title of
the resident directory box

Res. detail box font

Font used for the title of the
resident detail box

Res. detail box border color

Border color used for the
resident detail box

Res. detail box color

Font color used for the title of
the resident detail box

Search box color

Search text box background
color

Search box font color

Search text box font color

Search box font

Search text box font
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Table 10: Resident Group

Element Description

Group button border color Border color of the group
button

Group button color Color of the group button

Group button font Font used in the group button

Group button font color Color of font used in the
group button

Group button selected color Color of button when selected

Table 11: Residents

Element Description
Alternate highlight color Color of alternate rows when
selected
Back color Background color

(Recommended: Use same
as Main Screen background
color)

Column size Size of dial code column (The
resident name column is
adjusted automatically)

Column title back color Background color of the
column title

Column title font color Color of the font used in
column title

Column title font Font used for the column title

Column title text align Text alignment of the column
title

Font color Color of font used for resident

names and dial codes

Font Font used for resident names
and dial codes

Grid color Color of grid lines separating
rows and columns

Highlight color Color of row when selected

Highlight font color Color of font used for resident
name and dial code when
selected
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Configurable Touch Screen User Interface Elements

Table 11: Residents (Continued)

Element

Description

Row size

Size of rows that hold
resident names and dial
codes

Text alignment

Text alignment for resident
names and dial codes

Alternate highlight color

Color of alternate rows when
selected

Table 12: Scroll Up Down Buttons

Element

Description

Scroll border color

Border color for scroll up and
down buttons

Scroll button color

Button color for scroll up and
down buttons

Scroll button shade

Button shade for scroll up and
down buttons

Table 13: Show Flash Button

Element

Description

Flash button border color

Show flash banner button
border color

Flash button color

Show flash banner button
color

Flash button font color

Font color used for show flash
banner button

Flash button font

Font used for show flash
banner button

Flash button shade

Show flash banner button
shade
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1 6 Warranty and Warning Information

WARNING!

Please read this docume&PAREFULLY , as it contains important warnings,
life-safety, and practical information abalt products manufactured by the
Mircom Group of Companies, including Mircom and Secutron branded
products, which shall include without limitation all firaah, nurse call,

building automation and access control and card access products (hereinafter
individually or collectively, aspplicable, referred to adfircom Systemn’).

NOTE TO ALL READERS:

306

1. Nature of Warnings. The within warnings are communicated to the
reader out of an abundance of caution and create no legal obligation for
Mircom Group of Companies, atsoever. Without limiting the
generality of the foregoing, this document shall NOT be construed as in
any way altering the rights and oldigpns of the parties, governed by
the legal documents that apply in any given circumstance.

2. Application. The warnings contained inishdocument apply to all
Mircom System and shall sead in conjunction with:

a. the product manual for the specifiircom System that applies in
given circumstances;

b. legal documents that apply tethurchase and sale of a Mircom
System, which may include tloempany’s standard terms and
conditions and warranty statements;

c.  other information about the Mirco8ystem or the parties’ rights
and obligations as may be applion to a given circumstance.

3. Security and Insurance. Regardless of its cabdities, no Mircom
System is a substitute for propertylite insurance. Nbpis the system a
substitute for property owners, renters, or other occupants to act
prudently to prevent or minimize the harmful effects of an emergency
situation. Building automation syshs produced by the Mircom Group
of Companies are not to be useddse, alarm, or life-safety system.
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NOTE TO INSTALLERS:

All Mircom Systems have been carliyudesigned to be as effective as
possible. However, there are circumstances where they may not provide
protection. Some reasons for system failunclude the following. As the only
individual in contact with system usemplease bring each item in this warning
to the attention of the users of this Mim System. Failure to properly inform
system end-users of the circumstances in which the system might fail may
result in over-reliance upon the systeAs a result, it is imperative that you
properly inform each customer for whorau install the system of the possible
forms of failure:

4. Inadequate Installation. All Mircom Systemamust be installed in
accordance with all the applicaldledes and standards in order to
provide adequate protection. Natibetandards require an inspection
and approval to be conducted by tbeal authority having jurisdiction
following the initial installation of th system and following any changes
to the system. Such inspections ergustallation has been carried out

properly.

5. Inadequate Testing. Most issues and/or problems that would prevent a
Mircom System alarm from operagjras intended, can be identified
through regular testing and mainteoanThe complete system should be
tested by the local authority havipgisdiction immediately after a fire,
storm, earthquake, accident, or any kiidonstruction activity inside or
outside the premises. The testingld include all sensing devices,
keypads, consoles, alarm indicating devices and any other operational
devices that are part of the system.

NOTE TO USERS:

All Mircom Systems have been carliyudesigned to be as effective as
possible. However, there are circumstances where they may not provide
protection. Some reasons for systeitufa include the following. The end
user can minimize the occurrence of afyhe following by proper training,
testing and maintenance thie Mircom Systems:

6. Inadequate Testing and Maintenance.lt is imperative that the
systems be periodically testadd subjected to preventative
maintenance. Best practices, localles, applicable laws and industry
regulations, and any local authority having jurisdiction to do so,
determine the frequency and type of testirag th required at a
minimum. Mircom System may not function properly, and the
occurrence of other system failures identified below may not be
minimized, if the perioid testing and maintenae of Mircom Systems
is not completed withitigence and as required.
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7.

10.

11.

12.

Warranty and Warning Information

Improper Operation. It is important that akystem users be trained in

the correct operation of the alarm system and that they know how to
respond when the system indicasgsalarm. A Mircom Systemay not
function as intended during an emency situation where the user is

unable to operate a panic or emergency switch by reason of permanent or
temporary physical disability, indity to reach the device in time,
unfamiliarity with the correct opation, or related circumstances.

Insufficient Time. There may be circumstanoeben a Mircom System
will operate as intended, yet the opants will not be protected from the
emergency due to their inability tespond to the waimgs in a timely
manner. If the system is monitorddde response may not occur in time
enough to protect the occupants or their belongings.

Carelessness or Safety HazarddVloreover, smoke detectors may not
provide timely warning of fires causéy carelessness or safety hazards
such as smoking in bediolent explosions, escaping gas, improper
storage of flammable materials, overloaded electrical circuits or children
playing with matches or arson.

Power Failure. Some Mircom Systernomponents require adequate
electrical power supply to operatExamples include: smoke detectors,
beacons, HVAC, and lighting controllert.a device operates only by

AC power, any interruption, however brief, will render that device
inoperative while it does not hapewer. Power interruptions of any
length are often accompanied by voltage fluctuations which may damage
Mircom Systems or other electronic equipment. After a power
interruption has occurreonmediately conduct a cortgie system test to
ensure that the system operates as intended.

Battery Failure. If the Mircom System or any device connected to the
system operates from batteries it isgble for the batteries to fail. Even
if the batteries have not failed, theywst be fully charged, in good
condition, and installed corrdégt Some Mircom Systems use
replaceable batteries, which havémited life-span. The expected
battery life is variable and in padtependent on the device environment,
usage and type. Ambientmditions such as high humidity, high or low
temperatures, or large temperatutefliations may reduce the expected
battery life. Moreover, some Mipen Systems do not have a battery
monitor that would alert the usertime event that the battery is nearing
its end of life. Regular testing @dmeplacements are vital for ensuring
that the batteries function as expectetiether or not a device has a low-
battery monitor.

Physical Obstructions. Motion sensors that are part of a Mircom
System must be kept clear of aslystacles which impede the sensors’
ability to detect movement. Sigsabeing communicated by a Mircom
System may not reach the receiveaiifitem (such as metal, water, or
concrete) is placed on or near the radio path. Deliberate jamming or
other inadvertent radio signal interence can also negatively affect
system operation.
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13.

14.

15.

16.

17.

18.

Wireless Devices Placement ProximityMoreover all wireless devices
must be a minimum and maximutistance away from large metal
objects, such as refrigerators. the end user, yoare required to
consult the specific Mircom Systemanual and application guide for
any maximum distances required between devices and suggested
placement of wireless devicés optimal functioning.

Failure to Trigger Sensors. Moreover, Mircom Systems may fail to
operate as intended if, motion, heat, carbon monoxide (CO) and/or
smoke sensors, are not triggered.

a. Sensors in a fire system may faibetriggered when the fire is in
a chimney, walls, roof, or on the other side of closed doors. Smoke
and heat detectors may not detect smoke or heat from fires on
another level of the residencekarilding. In this situation the
control panel may not alert occupants of a fire.

b. Sensorsin a nurse call system may fail to be triggered when
movement is occurring outside of the motion sensors’ range. For
example, if movement is occurring on the other side of closed
doors or on another level of the residence or building the motion
detector may not be triggereth this situation the central
controller may not register an alarm signal.

Interference with Audible Notification Appliances. Audible
notification appliances may be intered with by other noise sources
such as stereos, radios, televisioair conditioners, appliances, or
passing traffic. Audible notificatioappliances, however loud, may not
be heard by a hearing-impaired person.

Other Impairments. Alarm notification appliances such as sirens,
bells, horns, or strobes may not warn or waken a sleeping occupant if
there is an intervening wall or dooit.is less likely that the occupants
will be alerted or awakened whentification appliances are located on a
different level of the residence or premise.

Software Malfunction. Most Mircom Systems contain software. No
warranties are provided as to the sof@eveomponents of any products or
stand-alone software products wiitla Mircom System. For a full
statement of the warranties and emsobns and limitations of liability
please refer to the company’sustiard Terms ahConditions and
Warranties.

Telephone Line/Network Malfunction. Telephone service can cause
system failure where telephonedsinetworks are relied upon by a
Mircom System. Alarms and infimation coming from a Mircom
System may not be transmitted iplone line/network is out of service
or busy for a certain period of timalarms and information may not be
transmitted where telephone lines/netks have been compromised by
criminal tampering, local consiction, storms or earthquakes.
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20.

21.

Warranty and Warning Information

Component Failure. Although every effort has been made to make this
Mircom System as reliable as possilthes system may fail to function as
intended due to theifare of a component.

Integrated Products. Mircom System might ndunction as intended if
it is connected to a non-Mircom produe to a Mircom product that is
deemed non-compatible with a panlar Mircom System. A list of
compatible products cdre requested and obtained.

A Mircom System's Auto Configuran feature is intended to assign the
Alarm process type to all inputsdto provide an initial set up by
detecting connected devices and generates a basic job configuration
upon the initial installation of the Mircom Sgsh. Mircom makes no
representations, warranties or qaratees regarding the accuracy or
suitability of the basic job configation generated upon installation, for
any specific siteequirements.

The end user shall be solely andlesively responsible to thoroughly
review the basic job generated by the auto configuration feature upon
initial installation and to im@ment necessary adjustments and
modifications to customize the jobrfiguration in accordance with the
functional and/or technical requirements of the site. Mircom expressly
disclaims any responsibility or lidity for any failure, malfunction or
defective operation of a Mircom System and any associated components,
resulting from the end user's failuecustomize or adjust the job
configuration accordingly.

By installing and utilizing the Mircom System, the user acknowledges
and agrees that Mircom shall not be liable for any claims, losses,
damages, or defects arising from the failure of the user or installer and
those for whom it is responsible at law, to customize the basic job
configuration generategh the initial set-up imccordance with the
requirements of the site.

Warranty

Purchase of all Mircom products is governed by:

https://www.mircom.com/product-warranty

https://www.mircom.com/pehase-terms-and-conditions

https://www.mircom.com/softwa-license-terms-and-conditions
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